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Critical Incident Preparedness Guide

Introduction to the Toolkit

Active assailant incidents, while rare, are extremely volatile and likely to result in
mass violence events. While the probability of facing an active assailant threat or
incident is low, it is important that decision-makers and operators be prepared
to successfully mitigate potential harm. This self-assessment tool is designed to
assist public safety and emergency response agencies, school administrators and
security professionals, municipal elected officials, and the community in their
response to active assailant incidents by helping them consider potential
scenarios and options for dealing with them in advance of an event. This
checklist is not intended to encompass all the various considerations unique to
each jurisdiction’s response; rather, it is a planning tool for first responder
agencies and school administrators to use as they consider the various practical
issues that may arise when responding to complex incidents, including those
involving multiple agencies and jurisdictions.

The assessment tool comprises seven categories:

Tactics and equipment

Leadership, incident command, and coordination
Post-incident response and investigation

Public communications in the aftermath of a tragedy
Trauma and support services

School safety and security

Pre-incident planning and preparation

Nouvhkwn =

Within each category are listed tasks critical to an agency'’s ability to plan,
prepare for, mitigate, respond to, and recover from an active assailant incident.
Once you have answered all questions, the responses are scored to provide a
preparedness status for each category. Resources are suggested to improve your
agency's readiness for effectively safeguarding your community from the
adverse impacts of mass violence events.

Methodology

The questions contained in this self-assessment are based on the comprehensive
observations and recommendations presented in the Office of Community
Oriented Policing Services (COPS Office), Critical Incident Review (CIR): Active
Shooter at Robb Elementary School. The observations and recommendations
presented in the CIR are informed by previously established guidance from the
field, lessons learned from other cities’ post-event reports, standard agency
practice and protocol, and the input of experts in the field. These observations
and recommendations were used to form the assessment questions, resource
summaries, and the lists of recommended resources presented in this toolkit.

The information and materials presented in this preparedness toolkit are taken directly from: U.S. Department of Justice. 2024. Critical Incident

Review: Active Shooter at Robb Elementary School. Washington, DC: Office of Community Oriented Policing Services.
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Why Use This Toolkit?

Even if your agency is rated as highly prepared, ongoing collaboration and coordination among jurisdictional response partners and the
community helps to ensure unity of effort in responding to large-scale dynamic events. It is our hope that this assessment and resource
toolkit will provide you with key resources and information necessary to continually improve your readiness to swiftly respond to mass
violence incidents, reduce any potential for mass violence, and enhance your trauma and support services following a tragedy.

How to Use This Toolkit

Questions in the assessment are designed to identify your agency’s current level of preparedness for responding to active assailant and mass violence incidents. As
such, it is critical to answer questions candidly and to the best of your knowledge. Questions are primarily task-based.

Each question has three response options: yes, no, and partial.

* A “yes” response indicates that your agency currently and comprehensively addresses the task in question.
* A “no” response indicates that your agency does not currently address the task or question.
* A “partial” response indicates that your agency may address some facet of the task or question, but the response is not robust.

In addition, some questions have follow-on questions based on the response to the initial question. Please respond to the follow-on questions if you responded
“yes” or “partial” to the initial question. In addition, if any of the subsequent responses are “no” to the follow-on questions, mark “partial” to the initial question.

You will receive an assessment rating for each section and guidance to inform next steps.

* Planners, trainers, and practitioners are encouraged to consider how to amend current policies and practices in effort to continually improve their readiness for
responding to active assailant incidents. To support this effort, resources are provided for your agency’s review with each assessment section. Resources are
grouped by resource type (Policy, Guides, Training, or Reports) and have icons to label target audience and resource format:

%? First Responders || Municipal Officials Document @ No-cost Website

AN
g School Administrators Paid-Access Document @%} Paid-Access Website
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Navigation Page
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for the assessment to include and answer associated questions icon to populate scores resources**

‘r\

OO 00®

\ |:| Tactics and Equipment o

All

La\;v Leadership, Incident
Enforcement Command, and Coordination
Response

Agencies Post-Incident Response and

Investigation

School Safety
Administrators

Public Communication in the
Aftermath of a Mass Casualty

Senior
Leaders

- J

*Only questions applicable to the
audience will be considered in the
assessment. If “All” is selected, all
questions will be included.

Click to Reset Entire Assessment

Trauma and Support Services

School Safety and Security

Pre-Incident Planning and
Preparation

O ol (o o O] |O
@ @ @ @@ @

**Resources will open in a new PDF tab. Close the tab to return to this file.




COPS CNA IIRX

Tactics and Equipment Section A. Introduction

Section A. Tactics and Equipment

Police active assailant response tactics have evolved through the years, informed by the growing knowledge of active assailant
incidents. It is crucial that responding officers be trained in rapid deployment tactics to enable them to pursue and apprehend
armed perpetrators. It is equally important to consider weapons and protective equipment that should be available in such
situations. This section is intended to assist law enforcement in assessing major tactical responses and deployments, including
tools and equipment. The recommendations incorporate generally accepted practices and standards established by the law
enforcement profession as well as lessons learned across incidents. The section is divided into two subsections: Active

Assailant Tactical Principles and Equipment Use and Deployments.

Click to return to Navigation Page
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Tactics and Equipment Module A.1. Active Assailant Tactical Principles

Module A.1. Active Assailant Tactical Principles

In an active assailant event, first responders must engage the subject(s) to stop the active threat to save lives and render
necessary aid. Generally accepted practices dictate that officers be trained to confront the subject and stop their actions
immediately to mitigate the risks to potential victims. Advanced Law Enforcement Rapid Response Training (ALERRT) trains
officers on the priority of life scale, by which responders should consider victims first, followed by law enforcement, and then
the subject(s). The following questions are intended to assess some of the essential elements of the tactical response to an
active assailant incident.

# Questions Yes No Partial

1 Does your active assailant/dynamic scenes training include instruction that officers responding to an active O O O
assailant (and other dynamic scenes) should maintain cognizance of potential crossfire upon their initial
approach and make tactical adjustments as soon as feasible?

2 Does your agency train its officers on one-, two-, three-, and four-person team formations in active O O O
assailant training to provide officers the greatest opportunity for success in locating and addressing the
threat with whatever weapon system they have on their person?

3 Does your agency's active assailant policy provide clear guidance to officers that they must continually seek O O O
to eliminate the threat and enable victim response?

3a. Does your training discuss "triggering points" that indicate when active assailant response protocols
should be engaged?

3b. Does your training explain that an active assailant with access to victims should never be considered
and treated as a barricaded subject?

Critical Incident Preparedness Guide—Toolkit 6
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Questions Yes No Partial

4 Does your agency train its officers to ensure that, in an active assailant incident or dynamic scene with O O
evolving threat, they continually assess their surroundings and stimuli and seek to obtain an accurate
picture of the situation to inform their decision-making and tactical approach?

5 Does your agency's training academy, as well as training providers that instruct at the academy, ensure that O O
active assailant training modules include the factors in distinguishing between active assailant situations
and barricaded subject situations?

6 Does your agency use Location, Conditions, Actions, Needs (L-CANSs) to ensure an effective and informed
law enforcement response, particularly with assets enroute to an evolving situation?

O
O
O

6a. Does your agency train officers that when on the scene of an active assailant incident, they should be
cognizant of their description of the situation and how it can influence other officers as they arrive?

7 Does your agency routinely include L-CANs in training scenarios, including active assailant training?
8 Does your agency routinely incorporate L-CANs into rollcall, run L-CAN drills, and include L-CANs in your
formal after-action review process for all critical incidents?

9 Does your agency have a formal after-action review process for all critical incidents?

10 Does your agency provide training instruction on clearing buildings?

O O O O
O O O O
O O O O

10a. Do you train your officers to establish a simple, achievable, and standard approach to physically mark
rooms that are cleared?
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Partial

O

Questions

11 Does your agency train its officers to balance the risk posed by evacuation versus the risk posed by
remaining in lockdown and potentially in the crossfire?

12 Do officers at your agency undergo a training which emphasizes that evacuations should be conducted in
the most expeditious manner, should be limited to those immediately in harm's way, and should not take
place at the expense of prioritizing eliminating the threat?

13 Are officers responding to an active assailant incident prepared to approach the threat and breach or enter
a room using just the tools they have with them, such as their standard-issue firearm/service weapon?

14 Has your agency adopted active assailant training consistent with generally accepted and model
standards?
15 Is your agency's leadership trained to work on critical response / active assailant scenes with the available

O O O O Of
O O O O OH
O O O O

resources and personnel on scene?

15a. Are they trained that when a situation becomes stagnant, they should create an operational inner
perimeter with a tactical team, removing all other personnel to avoid overcompensating the situation with
unnecessary personnel?

16 Is your agency's leadership trained to provide direction in an active assailant incident by balancing the
urgency of stopping the assailant against their capabilities and the time cost of possible approaches?

O
O
O

17 Does your agency's leadership consider the amount of time that has passed and the probability of success
or improved outcomes when making decisions in an active assailant incident?

O
O
O
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Tactics and Equipment Module A.2. Equipment Use and Deployments

Module A.2. Equipment Use and Deployments

There is no universal list of required tools and equipment an agency or officer should have to prepare for active assailant
incidents; lists vary based on agency policies, local regulations, and the nature of the response. Officers should be trained that
their only available tools and equipment may be what they carry on a daily basis as standard equipment. Regular training,
maintenance, and updates to equipment are crucial to ensure effectiveness and readiness during an active assailant incident.
The following questions provide key considerations regarding key forms of equipment.

# Questions Yes No Partial
1 During an active assailant incident, is your agency's leadership trained to assess the viability of using a O O O
sniper early in the incident as soon as the subject’s location is known?

2 Does your agency assign specialized equipment to officers during an active assailant event? O O O

2a. Does your agency provide training on the use of specialized equipment to all officers assigned these
items?

3 Does your agency have plans for ensuring that equipment is available at critically vulnerable locations, such O O O
as schools and other soft targets?

3a. Does your agency work with school officials to make specialized equipment readily available?

Critical Incident Preparedness Guide—Toolkit 9
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Partial

Questions

4 When experiencing radio voids or dead zones during a critical response / active assailant incident, are your
agency's officers prepared to identify and use other modes of communicating, especially in large complex
incidents with multiple agencies operating in multiple locations?

5 Does your agency maintain and upgrade all equipment, including radios, on a regular basis?

6 Does your agency have an established process for ensuring that all police radios are capable of performing
in both wide-open spaces and high-density environments?

7 Does your agency have a radio operability contingency plan, such as point-to-point communication, that
does not require repeaters or internal transmitters?

O O O Og
O O O OB
O O O

7a. Does your agency train on its radio operability contingency plan?

Critical Incident Preparedness Guide—Toolkit



Tactics and Equipment Section Summary

Click “Calculate” to reveal your scores based on responses from each module CALCULATE

Overall Section Score

Module A.1. Active Assailant Tactical Principles

Module A.2. Equipment Use and Deployments
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Section B. Leadership, Incident Command, and Coordination

Leadership in law enforcement is critical, especially in moments of dire challenge such as an active assailant incident.
Leadership requires courageous action and steadiness in a chaotic environment. Leadership can be displayed internally within
an agency and publicly when providing service to the community; it arises regardless of rank or title. The questionnaire that
follows is aimed to assess leadership, incident command, and coordination in the critical period of an active assailant
response. The section is organized into three subsections: Leadership During an Active Assailant Response, National
Incident Management System, and Coordination of Medical Response. The identified recommendations are critical for law
enforcement and other responding agencies to learn, practice, and prepare in order to prevent the next tragedy or lessen the
harm it causes.

Click to return to Navigation Page
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Module B.1. Leadership During an Active Assailant
Response

Leadership, Incident Command, and Coordination

Module B.1. Leadership During an Active Assailant Response

Before, during, and after a response to a critical incident, leadership plays a critical role in setting the stage for an effective
response to the incident and the events that follow. A collaborative command and coordination strategy is also critical to
responding to and resolving complicated incidents involving multiple agencies. Leadership is essential for supporting this
coordination and communication, whether within the agency, with other law enforcement agencies, or across public safety
disciplines. The following questions are designed to prompt reflection and careful consideration on key elements in providing
leadership during an active assailant response.

Partial

O

# Questions Yes

1 Does your agency have a training that directs officers to make entry and engage the subject as quickly as
possible during an active attacker incident?

2 Does your agency train its members that the first on scene (FOS) should engage the subject, regardless of
whether there are additional officers on site?

3 Does your agency have working radio systems or other means to share any intelligence immediately with
all law enforcement present in a critical response / active assailant incident?

4 Do all agency personnel in a position of authority, including those serving in an acting capacity, have
the requisite training and qualifications to carry out the responsibilities and duties of their title?

O O O O O
O O O O OF
O O O O

5 Does your agency train, plan, and prepare for mass violence incidents?

5a. Do these plans include the need for incident command structure?
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Leadership, Incident Command, and Coordination -
esponse

Questions Yes No Partial

6 Is your agency's leadership trained and prepared to transition an incident or response to another leader O O O
within or outside your agency when needed?
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Module B.2. National Incident Management System

It is critical that leaders develop a coordinated and collaborative command and coordination strategy for situations involving
multiple agencies or entities. Mass violence incidents, in particular, often draw the response of many law enforcement
agencies, fire departments, medical transport agencies, and emergency medical facilities. A lack of shared understanding
among responders regarding their respective roles can create confusion. The National Incident Management System (NIMS) is
a useful framework for coordinating responses among multiple agencies working together to prevent, protect against,
mitigate, respond to, and recover from all incidents. Emergency responders can use different components of NIMS to conduct
operations to help responders at all levels work together more effectively and efficiently. The following questions are designed
to help your agency to consider the key elements of NIMS and the degree to which your organization incorporates this system

into response operations.
# Questions Yes No Partial

1 Has your agency fully adopted NIMS? O O O

1a. Has your region fully adopted NIMS?
2 Does your agency routinely practice and implement the Incident Command System (ICS)? O O O
2a. Does your agency use the ICS Model for more than just large-scale tactical events?

2b. Has ICS become a regular component of your agency's routine operations?
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Leadership, Incident Command, and Coordination

Questions

3 Does your agency use the National Qualification System (NQS) to improve response, command, and
coordination?

4 Does your agency have a policy on responding to critical incidents?

4a. Does your agency train on the policy and set an expectation that leaders will act in a manner consistent
with that policy during critical incidents?

4b. Is your agency's policy and training informed by research on leadership and on the behaviors,
functions, and practices of decision-making?

5 Does your agency have a policy on critical incidents / active assailant incidents that directs officers to make
entry and engage the subject as quickly as possible during an active attacker incident?

5a. Do you review your critical incident / active assailant policy on an annual basis?

6 Are your agency leaders aware that they must immediately determine incident status and the appropriate
command structure for an event, as well as continually assess and adjust as the threat and incident evolve?

7 In a critical incident / active assailant incident, does your agency leadership ensure that all responders on
the scene are appropriately provided with a situation status and informed of decisions that affect their
responsibilities and actions?

8 In a critical incident / active assailant incident, does your agency's leadership make every attempt to
extricate emotionally involved responders from the hot zone once sufficient personnel are present?

Critical Incident Preparedness Guide—Toolkit
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Module B.2. National Incident Management System

Partial

10

11

12

13

Is your agency the lead agency in critical incident / active assailant incidents?

9a. As soon as possible and practical, do you establish a unified command—one that includes a
representative from each primary first responder agency—to facilitate communication, situational
awareness, operational coordination, and allocation and delivery of resources?

9b. Does your agency have a plan in place for when another agency is a designated lead agency during a
critical incident?

Does your agency participate in regional pre-incident planning and preparation for multijurisdictional
response to critical incidents (e.g., active assailant / mass violence events)?

10a. Does your pre-incident planning include regional agency leaders and address the process for
identifying a lead agency in a multijurisdictional response?

Does your agency have a dedicated staging area manager for critical response / active assailant incidents?

11a. Do your incident response plans instruct the staging manager on how to identify an appropriate
staging area and direct additional personnel there for assignment duties?

Do your agency's policies and procedures address self-deployment guidance and protocols in a critical
response / active assailant incident, including uniform, equipment, and resources?

Does your agency routinely establish an Incident Command Post (ICP) for complex incidents—those that
extend into multiple operational periods or involve multijurisdictional or multidisciplinary resources and
support?

13a. Do your critical repose / active assailant response plans direct agency leaders to report to the ICP so
that brief and decisive action can be directed out toward the front-line officers?

Critical Incident Preparedness Guide—Toolkit
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Leadership, Incident Command, and Coordination Module B.2. National Incident Management System

Questions Partial

14 Is your agency prepared to provide critical services during a critical response / active assailant incident?

15 Does your agency have interagency agreements in place to supplement critical services during a critical
response / active assailant incident?

16 Is your agency prepared with plans for mutual aid during a critical response / active assailant incident?

17 Does your agency work with the Emergency Operations Center (EOC) in your jurisdiction?

OO0 OO0
OO0 OO0
OO0 OO0

17a. Do you work with your EOC in implementing operational stability and developing a continuity of
operations plan?

18 Does your ICP serve as an intelligence collection and dissemination hub in your jurisdiction?

19 Before, during, and after an event or upon notification of a credible threat, does your agency's ICP provide
timely direction, control, and coordination to the agency leadership, other agencies, and other critical
stakeholders?

20 During a critical response / active assailant incident, does your agency's leadership provide uninterrupted
communication within the internal organization of the agency (or agencies if there is a unified command
structure), externally to other agencies, and to all identified stakeholders?

O O O O
O O O O
O O O O

21 Does your agency's ICP establish and enact time-phased implementation procedures to activate
various components of your agency’s critical response / active assailant response plan to provide
sufficient operational capabilities relative to the event or threat?
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Leadership, Incident Command, and Coordination Module B.2. National Incident Management System

Questions Partial

22 Does your agency ensure that all staff are trained and retrained regarding NIMS and the importance of O O O
standardized ICS implementation?

22a. Does your agency conduct drills, exercises, and tabletops on NIMS?

22b. Do you include all first responders, elected officials, and other critical infrastructure
stakeholders in these activities?

23 Does your agency have a memorandum of understanding (MOU) or memorandum of agreement (MOA) in O O O
place with agencies within your county or region that clarifies who is in command, taking into consideration

an agency's training, experience, equipment, and capacity to take the lead during a multiagency response
to a critical incident?

23a. Does your agency train and practice together with those agencies on the areas covered in the MOU or
MOA, including all first responders, elected officials, and critical infrastructure stakeholders?
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Leadership, Incident Command, and Coordination Module B.3. Coordination on Medical Response

Module B.3. Coordination on Medical Response

The integration of fire and emergency medical services (EMS) response into a unified command structure is an important
feature of leadership in response to an active assailant. First arriving emergency medical teams conduct triage—checking for
immediate life-threatening concerns, providing treatment, and transporting casualties to a medical facility that can provide the
needed services. EMS professionals stress that the act of triage is critical because there is the risk of under- or over-triaging if
it is done by an untrained professional. Triage decisions need to be made under a clinical determination. Every law
enforcement officer should receive tactical emergency medical training, including the critical core skills of early control of life-
threatening hemorrhage and rapid evacuation of mass violence victims to a casualty collection point. The following questions
are designed to help your agency assess current plans, policies, and procedures for coordinating and integrating fire and
emergency medical personnel into unified response operation.

# Questions Yes No Partial
1 Do you collaborate with local EMS to develop and train personnel in tactical emergency medicine and O O O
provide the appropriate equipment?
2 Does your agency train and equip personnel using a rescue task force model? O O O
3 Has your agency worked with emergency medical responders to develop a response, triage, and transport O O O

plan for mass violence events?

3a. Have the protocols for this plan been agreed upon through a formalized MOU?
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Leadership, Incident Command, and Coordination Module B.3. Coordination on Medical Response

Questions Yes No Partial

4 Does your region conduct executive-level, multiagency tabletop exercises (TTX) through its EOC including O O O
elected and appointed law enforcement officials as well as department heads from other government
agencies, relevant nongovernmental agencies, and hospitals and other responder agencies?

4a. Do these TTXs define roles and responsibilities, identify available resources, and establish an agreed-
upon unified command system?

5 Has your agency adopted the recommendations from the U.S. Fire Administration (USFA) publication O O O
Fire/Emergency Medical Services Department Operational Considerations and Guide for Active Shooter and
Mass Casualty Incidents?

6 Does your agency designate an incident safety officer as quickly as possible during incident response? O O O

6a. Do your plans specify that the incident safety officer is responsible for ensuring ingress and egress of
emergency vehicles?
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Leadership, Incident Command, and Coordination Section Summary

Click “Calculate” to reveal your scores based on responses from each module CALCULATE

Overall Section Score

Module B.1. Leadership During an Active Assailant Response

Module B.2. National Incident Management System (NIMS)

Module B.3. Coordination on Medical Response

Click to return to Navigation Page Click to open resources in a new tab
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Section C. Post-Incident Response and Investigation

This section focuses on the post-incident responses and investigation of active assailant incidents, including the criminal and
administrative investigations; their associated activities and processes, such as crime scene management and evidence
collection; and interagency coordination in such efforts. Investigators must take important steps to ensure the scene is safe
and secure. They must identify and mitigate all risks and hazards that can result in potential injuries to those remaining on
scene, as well as protect against anything that may compromise the scene’s integrity. For large-scale incidents where multiple
agencies respond and play an integral role in the outcome, post-incident response requires careful coordination among the
involved agencies. This section is organized into three aspects of post-incident response: Investigative Command, Crime
Scene Management, and Investigations and Incident Reviews.

Click to return to Navigation Page
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Module C.1. Investigative Command Principles

Establishing investigative command after a multiagency response to a mass violence incident is critical to ensuring effective
control and coordination of the scene and responsive resources, assigning investigative assets, collecting information and
intelligence, and communicating both externally and internally. The following questions are designed to help you assess your
agency's investigative command principles and procedures.

# Questions Yes No Partial

1 Does your agency have a formal agreement or understanding in place detailing responsibilities for O O O
investigative command after a multiagency response?

2 During and after a critical incident, does your agency carefully assess the location of any command post to O O O
ensure it is suitable for the required operations?

2a. Does this assessment consider accessibility, size and capacity, availability of resources, and safety and
security?

3 Does your agency's record keeping protocols require that all actions taken by the investigative team be O O O
documented to ensure accountability?

3a. Do your agency's record keeping protocols require that these logs be kept at both the crime scene and
the command post?

4 Does your agency's written response plans restrict access to the command post to those with a need to O O O
be there?
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Module C.2. Crime Scene Management Principles

In the wake of an incident, the crime scene must be rapidly secured with the establishment of inner and outer perimeters,
controlled access, and a log of all individuals who access it. In addition to coordinating assets and assessing the crime scene,
investigators must begin locating witnesses, taking initial statements, tracking down leads, and conducting interviews to
ascertain a complete understanding of what occurred. Crime scene analysts, technicians, and investigators should work closely
with the lead detectives or investigators responsible for the overarching investigation of the incident. The following questions
are designed to help assess your agency’s plans, policies, and procedures for implementing effective crime scene management
principles.

# Questions Yes No Partial

1 Does your crime scene management policy require documentation of all who access the incident site to O O O
preserve the integrity of the scene?

1a. Do your agency's incident response plans restrict access to crime scenes by allowing only
those with a declared and documented legitimate purpose to access the area?

2 At all crime scenes, do your agency's investigative teams ensure that inner and outer perimeters are O O O
established?

3 Do you conduct multiagency tabletop exercises (TTX) with regional partners focused on scenarios that O
may necessitate mutual aid and support for complex investigations? Sub-questions continued on next page.

O
O
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Post-Incident Response and Investigation Module C.2. Crime Scene Management Principles

Questions Yes No Partial

3a. Do these TTXs have as objectives building greater interagency coordination in activities like
evidence collection and increasing participants’ understanding of jurisdictional boundaries and the
capabilities, processes, and expectations of partner agencies?

3b. Are the TTXs designed to exploit partners’ weaknesses, uncover their strengths, and help them develop
solutions?

4 Do your agency's crime scene teams plan for logistical support by identifying a dedicated coordinator to
help with planning and to ensure personnel arriving from out of town are able to find lodging nearby?

O
O
O

5 Are your crime scene investigators who respond to incidents of mass violence prepared with a
designated system to collect victims’ personal belongings and align them with their owners?

O
O
O
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Post-Incident Response and Investigation

Module C.3. Investigation and Incident Review Principles

In the wake of a critical incident that involves serious injury or the loss of life, there are usually two investigations that take
place: (1) a criminal investigation into the assailant’s actions and (2) an administrative investigation examining the agency's
adherence to policies and procedures and the response of the responding law enforcement personnel. The criminal
investigation is essential in uncovering potential accomplices to the crime; understanding the offender’s motives; providing an
official record of the incident; and helping to provide resolution to the victims, survivors, families, and the community. A third
lane of review following a critical incident is generally known as a critical incident review or after-action review (AAR). AARs
play a crucial role in law enforcement, providing a systematic approach for agencies to assess and analyze their actions after a
particular incident. The following questions are designed to help you assess your agency's investigation and incident review
principles.

# Questions Yes No Partial

1 When performing investigative activities, particularly evidence collection that must be conducted outside Q O O
in the elements, do your agency's investigative teams properly assess weather conditions taking them
into account in scheduling investigative activities?

2 When investigating incidents in which the form and functionality of physical evidence (e.g., doors) would O O O
benefit from testing, does your agency refrain from removing such items until they have been tested?

2a. Does your agency formally document the testing via video recording and a written report?
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Questions Yes [\ [) Partial
3 After critical incidents, does your agency make it common practice to conduct an after-action review? O O O
4 Has your agency adopted a parallel investigations policy for criminal and administrative investigations, O O O

including for major incidents?

4a. Does your agency ensure that information derived from compelled administrative interviews is
completely walled off from any criminal investigation into an officer's or agent's actions?

5 Does your agency adequately resource after action / critical incident reviews to ensure high-quality and
timely reporting of lessons learned and areas for organizational improvement?

O
O
O

6 Does your agency train all personnel who conduct interviews of individuals involved in a critical incident in
trauma-informed interview techniques?

O
O
O

7 Does your agency maintain a duty to collect officer statements for your own administrative records and
investigations, regardless of whether an external agency is investigating the same matter as your agency?

O
O
O

7a. In instances where an external agency is investigating, does your agency have protocols for consulting
with this investigatory body to ensure that compelled administrative statements do not adversely impact
the criminal investigation/prosecution?

8 Does your agency have an MOU with external partners that provides guidance and expectations for sharing O O O
investigative data among partner agencies?
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Questions Yes No Partial

9 Does your agency have procedures in place to identify and use forensic child witness interviewers, whether O O O
in-house or through mutual aid agreements?
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Click “Calculate” to reveal your scores based on responses from each module _

Overall Section Score

Module C.1. Investigative Command Principles

Module C.2. Crime Scene Management Principles

Module C.3. Investigation and Incident Review Principles
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Section D. Public Communications in the Aftermath of a Mass Violence
Event

Well-executed and trauma-informed public communications during and after a disaster, emergency, or mass violence event
can help victims and community members prepare and respond effectively to such events. Communications must be timely
and accurate and provide as much information as appropriate at a given time. Organizations must be prepared to develop
proactive messages swiftly and in an organized fashion to keep community members informed and establish the confidence
in leadership that can unite a community and assist with the healing process. This section focuses on generally accepted
practices and protocols for keeping the public informed during a crisis; public information officer (PIO) duties and
responsibilities in the initial response; media staging and relations; during- and post-incident public communications to family
members, social media, and the general public, including proactive messaging and rumor monitoring, control, and response;
and initial family support, unification, and notification. This section is organized based on three aspects of public
communications: Public Communications During a Tragedy, Public Communications in the Aftermath of a Mass
Violence Incident, and Communications with Victims and Families.™

**Pre-incident related public communications practices and protocols is covered in Section G. Pre-incident Planning and Preparation

Click to return to Navigation Page
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Public Communication in the Aftermath of a Mass Casualty Event

Module D.1. Public Communications Principles During a Tragedy

Several key principles can help to guide successful communications during a tragedy. A critical component for coordinated
communication during a tragedy is the identification of a PIO and the establishment of a Joint Information System.
Establishing a lead agency for each phase of the response during an incident is critical to good communication. During a
tragedy, it is the responsibility of a government organization to verify information before it is released. In the event that
information shared is discovered to be inaccurate or false, it must be corrected as quickly as possible. Intentionally and
thoughtfully considering how culture influences an impacted population after a mass violence event can also help impacted
individuals to understand and accept the messaging being communicated, access the support provided, and trust in those
delivering it. The following questions are designed to assist your agency in reviewing plans, policies, and procedures for
implementing effective public communications principles.

# Questions Yes [\ [+ Partial

1 Do senior officials in your jurisdiction have an established strategy or a protocol for developing proactive O O O
messages in a quick and organized fashion to keep community members informed and establish a source
of strength and leadership that can unite communities and assist with the healing process?

2 Does your agency's crisis communication plan include an action plan for informing the public about the O O O
nature of the critical incident and how the agency will release information about it?

2a. Does the plan emphasize the importance of creating a new social media post/message each time the
agency has new information to release to reach a larger audience?
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Public Communication in the Aftermath of a Mass Casualty Event Tragedy

Partial

O

Questions

3 Does your jurisdiction have a protocol that establishes the agency that will act as the official source of
information to reduce confusion about how information will be released?

4 Does your agency's crisis communication strategy during the incident include identifying the lead agency
or notifications about transition to another agency as the lead?

5 Does your agency's crisis communication plan include a message instructing the public that other modes of
incoming communication, except for emergency calls, will be shut down to allow staff to focus on the
accuracy and timeliness of information via the official platform?

6 Does your agency's communication plan address misinformation shared with the public by mistake?
7 Does it require that information be confirmed by two sources if possible before it is shared publicly?
8 Does it prescribe that false information be corrected as soon as possible on social media and (if content is

highly newsworthy) addressed in the next news conference, with an explanation of why the false
information was shared with the public?

9 Does your agency's crisis communication strategy include monitoring social media and other media
coverage to understand the totality of the circumstances, including community sentiment, and to guide
decisions about what information to share to refute a false narrative?

10 As per your agency's communication plan, does your agency assign a specific individual the role of
monitoring social media and media coverage? If yes, is that individual from your agency or from a
neighboring agency?

O O O O O O O Of
O O O O O O O OF
O O O O O O O
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O

Questions

11 Does your agency's crisis communication plan prescribe the immediate release of confirmed information
that is not law enforcement—sensitive?

12 Does your current response plan provide instructions on handling public messaging / community news
briefings announcing the status of the situation and all pertinent details to establish a feeling of safety in
the community?

13 If an incident is not quickly resolved, does your crisis communication plan instruct the agency's leader to
hold regular news briefings to keep the community informed while striving to show strength, compassion,
and care for those suffering tragic injuries and losses?

14 Does your current response plan instruct the lead agency to release information to the community once
reunification is complete and victims' families have been notified?

15 Does a lead agency in your jurisdiction institute incident command and establish a Joint Information Center
(JIC) for coordinating the release of all public information and incorporating it into news briefings, including
victim information from all medical facilities?

16 Does your agency's crisis communication plan outline the procedures for assigning a PIO and coordinating
the release of information by hospitals if patients are transported to hospitals outside the region?

O O O O O O ORg
O O O O O 0O OF
O o O O O O

17 Does your agency's crisis communication plan outline the strategy for news conferences from the lead
agency, including who should provide the briefing, when, and where? Does it recommend that the briefing
be delivered by a law enforcement executive who was not intrinsically involved in the response and so
would not jeopardize a criminal case or consciously or unconsciously provide unreliable facts?

18 Does your crisis communication plan for press conferences emphasize that they should take place on scene
if possible, to help instill confidence that law enforcement is effectively handling the situation and that the
people watching the news conference are safe?

O
O
O
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O

Questions

19 Does your crisis communication plan for the press conferences emphasize that the law enforcement leader
conducting news conferences should attempt to respond to all media questions, at a minimum explaining
processes or announcing when more specific information may be released?

20 Does your crisis communication strategy state that your agency will release the number of deceased and
injured victims as soon as the information is confirmed, as there is no benefit from a delay?

21 Does your agency have a policy or directive stating that the designated lead spokesperson and agency
should establish a JIC and a media staging area in line of sight of the command post?

22 Does your crisis communication plan include creating a schedule of briefings and coordinating the release
of information with other agencies' PIOs? Does the plan recommend the joint news conferences of local,
state, and federal agencies take place at the JIC location following this established schedule?

O O O O Of
O O O O OEF
O O O O

23 Does your agency have a policy that ensures all media are given the opportunity to receive the same
information at the same time via news conferences or previously identified social media or other releases,
to prevent inadvertent contradictory news stories or the appearance of an agency favoring a specific media
outlet?

24 Does your crisis communication plan recommend the release of basic details in follow-up conferences? This
information sharing shows the community that law enforcement is making progress without compromising
the investigation. Basic details include an update on the number of victims and their conditions and
information about the subject, the types of weapons used, and the status of the investigation.

O
O
O

25 Does your agency's crisis communication plan call for disabling scheduled posts during a critical incident? O O O
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Public Communication in the Aftermath of a Mass Casualty Event Tragedy

Partial

O

Questions

26 Does your agency's crisis communication plan state that the agency's spokesperson should be briefed by
those most knowledgeable on the facts of the incident prior to public comments?

27 Does your agency's crisis communication plan emphasize the importance of listening and responding to
the community's concerns for effective communication?

28 In a community with a large population with limited English proficiency, does your agency's crisis
communication plan recommend that officials post information in other predominant languages besides
English to help ensure that critical public safety messages reach a larger audience and help boost trust?

29 In a community with a large population with limited English proficiency, does your agency enlist the
assistance of a local television, radio, or social media channel that caters to the predominant non-English
language and non-English speaking culture of the community?

30 Does your agency have a policy on revealing, as directly as possible, its own mistakes in responses and
actions?

31 Does your agency tailor culturally appropriate services around health, mental health, and help-seeking to
local demographics to reduce their stigma and increase their acceptance among community members in
need?

32 Does your agency's crisis communication plan incorporate culturally sensitive communications into early

crisis communications?

O O O O O O O Of
O O O O O O O OF
O o O O O O O

33 Does your agency provide training on generally accepted victim-centered, trauma-informed, and culturally
appropriate practices to all persons involved in delivering information during and after a mass violence
incident?
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Questions Yes [\\[¢} Partial

34 Does your agency's crisis communication plan assign a trained PIO or designated representative to speak O O O
to the press and family members or to advise the designated representative on best-practices approaches?

35 Does your agency have a comprehensive plan for media engagement to centralize information sharing, O O O
maintain consistency in messaging, and build community trust in the agency as a legitimate source of
information?

36 Does your agency have a policy or directive that clearly states that any details shared publicly by O O O
government officials should have a purpose and not be gratuitous?
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Module D.2. Post-Tragedy Communications Principles

One of the responsibilities of public communications dissemination in the immediate aftermath of a mass violence incident is
to respect survivors' and bereaved family members’ experience; to control leaks of information that has not yet been shared
with family members and other victims; and to ensure that when information is shared, it is done with permission and in a
trauma-sensitive way. Leaks, misinformation, and incorrect narratives in these incidents further harm the surviving victims and
family members as they suffer the traumatic effects of the incident, cope with memories of the horror, and struggle with their
grief. At the same time, given the key role journalists and news media play following an incident, it is important for law
enforcement officers to understand how to effectively interact and communicate with them. The following questions are
designed to help you assess your agency’s post-tragedy communications plans, policies, and procedures.

# Questions Yes No Partial

1 Do your current response plans clearly state that as soon as any type of mass violence or active assailant O O O
incident occurs, law enforcement should serve as the lead on public safety messaging, including updates
on the status of the incident and the criminal investigation?

2 Do your current response plans advise that once the situation has been rendered safe, the affected entity O O O
should take the lead in providing information to the public about operations and issues affecting the
facility?

3 Does your agency's crisis communication plan recommend that each responding agency (e.g., school O O O

district and law enforcement agency) share or link to the others' content on social media to help avoid
contradictions?
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Questions Yes No Partial
4 Does your agency have a policy or directive outlining the agency's response when it recognizes an error has O O O
occurred to rectify the problem and hold itself accountable to the community and maintain or regain public
trust?
5 Does your agency's crisis communication plan include recommendations for agencies to use social media O O O
and the local media to reassure the community that any loss of life will be investigated quickly and
appropriately?
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Module D.3. Communications with Victims and Families

In an emergency, timely and accurate communications with victims' family members and other loved ones, coming from a
trusted source in the community, can help control their anxiety. Law enforcement should provide family members and other
loved ones with status reports, even when there is no new information about the situation. Thus, the PIO and others
designated as in charge of communications can help people remain calm by informing them of the situation and stressing who
is in charge and their efforts to address the problem. Trauma-informed practice prescribes that timeliness, privacy, and
compassionate messaging are generally seen as beneficial when communicating to families and other victims about what
happened to them or their loved ones in a mass violence incident. Every responder to such disasters should be trained in and
follow generally accepted practices regarding designated spokespersons, timely and verified information, trauma-informed
approaches, and establishment of trusted leaders. The following questions are designed to help you assess your agency'’s
plans, policies, and procedures for communicating with victims and families.

# Questions Yes No Partial

1 As part of a community-wide comprehensive emergency response protocol, does your school district have O O O
a safety plan for each school that includes a reunification and communication section on how it will direct
parents and other family members when a crisis occurs?

2 Does your jurisdiction have designated personnel to assist emergency personnel as family members rush to O O O
the school or reunification location?

3 Does your school district have a system for documenting which children are present and which parent or O O O
guardian has retrieved them using a sign in/out, check-off, or smartphone picture system to document for
safety, notification, and reunification purposes?
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Questions Yes No Partial

4 Does your agency's crisis communication plan recommend preparing a post in advance of an incident O O O
containing information, including addresses, about specific locations for notification, family assistance, and
property return?

5 Does your agency have a protocol for preparing and supporting individuals (e.g., investigators, legal O O O
representatives, government officials, as well as family members who request information) before and after
their exposure to traumatic images and reports of the details of violent crimes, especially those involving
the injury and death of children?

6 Does your agency offer training to local leaders and law enforcement representatives on victim-centered O O O
and trauma-sensitive family and victim forums, including their purpose and when it is appropriate to hold
them?

7 Does your agency's crisis communication plan emphasize the need for your agency's representative to O O O

provide information in a trauma-informed, victim-centered, and culturally sensitive manner when
responding to victims, survivors, and loved ones seeking information?

8 Does your agency support victims’ and families’ recovery by giving them opportunities to be fully heard, O O O
have their concerns validated, and receive information through a transparent lens?
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CALCULATE
Module D.1. Public Communications Principles During a Tragedy
Module D.2. Post-Tragedy Communications Principles
Module D.3. Communications with Victims and Families
Click to return to Navigation Page Click to open resources in a new tab
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Section E. Trauma and Support Services

After incidents of mass violence and active assailant events, discussions often intensify about preparation and prevention, but
these discussions and the resulting planning and response rarely foreground the emotional aftermath or resources for
immediate or long-term mental health care. It is important, however, to help those affected understand that (and how) they
can access crisis counseling, learn good coping skills, and reach out to social supports. Doing so may decrease the number of
people who go on to develop mental ilinesses because of their exposure to the traumatic event and its aftermath. The goal is
to return affected individuals and communities to their pre-disaster level of functioning or help them achieve a sufficient level
of adaptation to resume their lives by doing the things they would normally do. This is why the attention to behavioral health
(mental health and substance abuse) service delivery matters. This section focuses on the immediate, ongoing, and long-term
support for and communication with survivors and victims' families, support services for law enforcement and other
responders, and management of emotional aftermath / trauma support for the broader community following a tragic incident.
The section is organized into subsections based on the phases in which support services are delivered: Acute Support
Services, Immediate or Intermediate Support Services, Providing Post-Incident Support Services for Responders, and
Long-Term Support.

Click to return to Navigation Page
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Module E.1. Acute Support Services

During any emergency at a school, it is the responsibility of the adults overseeing the care and safety of their students to
remain calm and reassure the children that the teachers, school staff, and law enforcement are the ones in charge and will take
care of them. At times, adults need to provide clear, firm, and direct instruction and direction, but they can do so in a trauma-
sensitive manner, remembering that children’s developmental ages will affect their understanding of the situation. Trauma
services are crucial to the well-being and resilience of responders during a critical incident. It is known that responders who
have been involved in mass violence incidents may experience various forms of psychological trauma. This subsection focuses
on specific processes or activities in the acute phase—the first 24-72 hours following an incident—that require consideration
from a trauma perspective. In the acute time frame, helping individuals move from feeling a threat to life or serious injury to
feeling a sense of safety can dramatically decrease their fear and anxiety reactions. The following questions are designed to
help you assess your agency's preparedness for providing acute support services.

# Questions Yes No Partial
1 Do you provide training to responders and school personnel on age-appropriate methods for O O O
interacting with children during crisis response to decrease their fear and encourage a sense of
safety?
2 Does your current evacuation plan provide for dynamic (multiple) evacuation routes and safe spaces O O O

to which evacuees will be guided for safety, medical triage, and emotional support?

3 Does your current evacuation plan provide clear instructions and directions on where to proceed O O O
during emergency events that includes (where applicable) a corridor of law enforcement personnel
set up to ensure the evacuees are unimpeded and directed in a safe manner?
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Partial

Questions

4 Does your current evacuation plan include a clear process for ensuring that evacuees are triaged and
medically assessed after evacuation and before reunification with next of kin to ensure that all injuries
are immediately identified and that victims receive necessary care?

5 As part of your evacuation planning, do you have an established process—on site where possible—for
tracking and identifying students who leave with their parents or guardians?

6 Does your evacuation plan clearly define a process for collecting victims' names and photos of their
guardians and identifying reunification locations outside of the Notification/Reception Center?

7 Does your agency have a mass violence incident response plan?

8 Do your current response plans clearly state that the incident commander should assign a
communications officer or liaison officer to provide timely and accurate information on the status of
the response to family members and the community, help provide a sense of calm and trust, and
maintain order?

O O O O Ofg
O O O O OE
O O O O

9 Do your current training curricula for crowd control, emergency management, mass violence
response, and emergency/crisis communications incorporate de-escalation tactics and trauma-
informed, victim-centered, culturally sensitive approaches?

O
O
O

10  Does your mass violence plan provide guidance to responder agencies on their responsibilities for
limiting exposure to traumatic crime scenes (e.g., using tents or vehicles to shield the crime scene
from view or widening the perimeter to keep it out of sight)?

O
O
O

11 Does your mass violence plan provide guidance to leaders on limiting the exposure of community O O O
members, school staff, and their own agency staff to traumatic materials?
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Questions Yes No Partial

12 As part of your disaster preparedness plans, do you provide guidance for establishing a Q O O
Notification/Reception Center?

12a. Does your plan clearly identify where the center will be, who will be in charge, what security
measures it will have, how the reunification process will be conducted, what screening of victims and
families will take place, and how public communications and media will be handled?

12b. Do you include establishing and managing a Notification/Reception Center in your critical
incident drills?

13 Does your disaster preparedness plan provide guidance to Notification/Reception Center staff on
ensuring that evacuees and their next of kin know where to receive services and resources once they
leave the Notification/Reception Center?

14 Does your disaster preparedness plan include provisions to ensure that victim advocates contact all
identified victims for follow-up at various points after the incident to make them aware of resources
and encourage them to seek help?

15 Do current incident response plans and protocols describe the process to secure your incident
command post and provide guidance on keeping onlookers out of the hot zone?

16 Does your agency's pre-incident planning and preparation include determining where to have families
wait for their loved ones during a mass violence incident?

17  Does your disaster preparedness plan include developing detailed guidance to responders on
removing barriers for families and loved ones to entering the hospital, receiving updates, and seeing
their loved ones during a mass violence incident?

O O O O O
O O O O O
O O O O O
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Trauma and Support Services

Questions

Do your Notification/Reception Center plans include instructions for providing clear, accurate, and
frequent communication to families and loved ones?

Do your next-of-kin notification plans identify a single trained and trusted leader to verify and provide
information to the public about the number of deaths or the process of identification?

Does your next-of-kin notification plan include guidance on how to deliver information to those
impacted in a private setting and in a trauma-informed manner?

Does your agency offer specialized training in how to conduct victim-centered, trauma-informed, and
culturally appropriate death notifications?

21a. Does your agency require that death notifications be made by those individuals that have
received specialized training in how to conduct victim-centered, trauma-informed, and culturally
appropriate death notifications?

Does your agency engage in a process to identify gaps in staffing capacity where you may have fewer
trained or experienced staff in key functional areas and need mutual aid supports?

Does your agency employ trauma notification teams in mass violence incidents?

23a. Does the trauma notification team comprise two people, one law enforcement officer and one
victim advocate or behavioral health provider?

Critical Incident Preparedness Guide—Toolkit

COPS CNA IIRX

ommuny Orented Pocing Serves
of ustice

Module E.1. Acute Support Services

Yes

O O O O

O O

O O O OEg

O O

Partial

O

O O O

O O




COPS CNA IIRX

T ——

Trauma and Support Services Module E.1. Acute Support Services

# Questions Yes No Partial

24 Does your agency have a process for monitoring the number of trauma notifications that an O O O
individual makes?

25  Does your agency have a process for ensuring that trauma services are made available to those O O O
providing notifications?

Critical Incident Preparedness Guide—Toolkit



COPS CNA IIRX

iy rentd Polcing Senvices
Department of Justice

Module E.2. Immediate or Intermediate Support
Services

Trauma and Support Services

Module E.2. Immediate or Intermediate Support Services

The immediate or intermediate phase covers the first year following an incident. In this phase, there are many supportive
actions and interventions that can help those impacted to mitigate the development of a diagnosable mental health concern,
including post-traumatic stress disorder (PTSD), other anxiety-related disorders, and major depression. Helping families,
victims, and responders avoid developing mental health concerns or address those concerns promptly can allow them to
move onto a recovery path. A critical step in providing post-incident support services is to identify the communities affected
by the incident and to analyze their specific needs. This subsection focuses on generally accepted practices and standards for
post-incident support services. The following questions are designed to help you assess your agency's preparedness for
providing immediate or intermediate support services.

# Questions Yes No Partial

1 Does your current emergency plan provide guidance to officials on the process for ensuring all O O O
victims of a mass violence incident are screened medically and assessed for mental health concerns
soon after evacuation and no later than 24-48 hours post-incident?

2 Do your current emergency plans establish/provide for a process of continuous monitoring to ensure O O O
that victims and family members are receiving the necessary mental health care and other support
services?

3 Does your agency's response plan identify the need to assign compassionate and trauma-trained O O O
personnel to collect identifying information and descriptions of victims, including clothing and
photos?

3a. Does the plan designate these individuals to serve as a constant presence with victims' families
and survivors to monitor them for any medical or security needs, answer any questions, and ensure
they have necessities such as water, tissues, and medication?
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Trauma and Support Services Services

Questions Yes No Partial

4 Does your active assailant and mass violence plan assign victim advocates to communicate with and O O O
assist families?

4a. Does the plan call for assigning a victim advocate to each family member of a deceased person
and each injured victim who will work with that person consistently throughout the treatment and
recovery period, having frequent communications to ensure the person is aware of and able to access
needed services and supports?

5 Does your agency's recovery plan assign a central coordinating entity to track law enforcement and O O O
responder agencies at the incident and others who may have been involved (e.g., dispatchers,
technicians, and other support services personnel)?

5a. Does your agency dictate in policy how to use this tracking information to ensure that appropriate
trauma-related services are offered in a coordinated effort with appropriate follow-ups after the

incident?

6 As part of your comprehensive incident response plan, have you formalized MOUs/MOAs between O O O
agencies to help identify all those impacted by an incident and ensure outreach and follow on to all
victims?

7 Do your jurisdiction's emergency response plans provide clear guidance and planning for recovery O O O

operations, including education and training, support, and trauma-informed, culturally sensitive
approach resources for the victims, survivors, and impacted community members, as well as
responders and their families?

8 Following a mass casualty incident (MCI), does your agency conduct a needs assessment in O O O
collaboration with county or state health services to capture the mental health needs of the
community?
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Trauma and Support Services Services
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9 If your agency performs a needs assessment, does it conduct extensive outreach efforts to find and O O O
attend to the victims and families who require guidance, referrals, and concrete assistance with
obtaining funds, medical care, and behavioral health services?

10  Does your agency use the needs assessment to develop an outreach plan to identify impacted O
persons who may have been left out of the original assessment?

O

O
O

11 During an MCI, does your agency use the spheres of influence or a similar model for public O
communication outreach?

O

11a. Does your MCI plan include guidance on requirements for post-incident care to ensure that all
people in the spheres of influence receive outreach, support, and services, either directly or through
broad public communications outreach?

12 Does your MCI plan designate a lead community agency to coordinate post-incident care services
with other response organizations?

O
O
O

13 Does your jurisdiction's emergency response plan include provisions for establishing a Family
Assistance Center (FAC)?

O
O
O

13a. Does the plan require the FAC be established within 24 hours of an incident with a security plan
that includes external law enforcement presence and a process for internal vetting of providers and
those seeking services?

13b. Does the plan identify how to determine housing needs for families, service providers, and law
enforcement coming into the area and how to leverage local partnerships to reserve room blocks?

14 Does your plan include guidance on staffing the FAC with a robust number and type of organizations O O O
that meet the needs of the community?
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Services

16

17

18

19

20

21

22

Questions

Does your FAC plan include guidance for assigning victim navigators or victim services personnel to
meet victims, families, and community members to aid them throughout the process?

Do you have an MOU or MOA signed with key organizations (such as state law enforcement
organizations and the Federal Bureau of Investigation [FBI]) to allow for the sharing of vital victim
information, ensuring that outreach is made to all victims, families, and others affected?

Do you have identified locations to establish a FAC/FRC that account for potentially needed space,
convenience, public transportation accessibility, and privacy?

Do your current response plans include guidance for managing unaffiliated, unknown, and
spontaneous volunteers who arrive at the incident site?

Do your current incident response site security plans designate the lead agency for identifying needs
in the community, managing volunteers, and verifying the credentials or experience of those who
come to help but are not affiliated with any known response agency?

Does your mass violence response plan include deploying certified therapy dogs or crisis response
dogs to support victims, especially when victims include children?

When establishing eligibility for support programs, do you use the spheres of influence or other
similar models to develop eligibility criteria?

Do you have a process to ensure that eligibility criteria for state compensation programs is in line with
those established by state law and federal rules?
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27
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Trauma and Support Services

Questions

Has your jurisdiction developed a process for streamlining the collection of basic contact information
with other information needed about the victim and the incident into a single form?

23a. Is this process or form usable for all applications for financial and other support services, to avoid
adding to the burden of the victims and families?

Does your FAC plan provide guidance to law enforcement agencies on being prepared for scammers
to establish fraudulent accounts and for other criminals to use a tragedy for their personal gain? Does
it assign law enforcement representation to assist families with navigating these situations?

Does your FAC/FRC plan provide guidance to victim service providers, law enforcement, and other
authorities to proactively work with the families of victims and survivors to set up alerts, freeze credit
reports, and quickly identify other criminal and fraudulent activity?

Does your FRC plan identify the need to provide financial literacy and security awareness education to
victims and family members?

Do your MClI plans include guidance on providing a trauma-informed, victim-centered process for
returning personal effects to victims' families?

As part of your recovery plans, do you provide documented guidance on offering community-based
activities with opportunities for victims, family members, and the community to come together,
receive services, and share space to help them on their recovery path?
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Trauma and Support Services Services

Questions Yes No Partial

29  Are you familiar with the Office for Victims of Crime (OVC)-funded National Mass Violence O O O
Victimization Resource Center and the resources it offers?

29a. Do you have a designated staff member assigned to participate in the National Mass Violence
Victimization Resource Center Resiliency Center Director Forum network?

30 Do you have an established plan to ensure all victims, family members, and responders receive O O O
outreach and education on National Mass Violence Victimization Resource Center Resiliency Center
services, crime victim compensation, and resources?

31 Do your recovery plans address offering behavioral health services in various modalities, such as O O O

individual, group, and family therapies, to help people choose which modality they prefer and in
which they feel more comfortable?
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Module E.3. Providing Post-Incident Support Services for Responders

Post-incident support is essential for responders involved in a mass violence incident. Responders often do not associate their
symptoms with the incident, even though symptoms occurring days, weeks, and months after the incident can still be directly
related. An increased recognition of the risk responders face because of their work in emergencies has created more urgency
around addressing the mental health of the responder population. Evidence-based practice dictates that any responders—
from law enforcement to medics, dispatchers, and others—be provided support services as soon as after the incident (or a
responder’s post-incident work) as possible. Several models of intervention are used by the responder community in the
aftermath of a disaster response deployment: Debriefings, peer support, psychoeducational sessions, and group supports are
commonly applied to help mitigate secondary traumatic stress and compassion fatigue. The following questions are designed
to help you assess your agency’s preparedness for providing post-incident support services.

# Questions Yes No Partial

1 Does your agency's approach to psychological support services for responder personnel during an O O O
MCI include immediate and ongoing interventions, education, and training to promote mental health

and wellness?

2 By policy, are your agency's support services for responder personnel provided on site for the O O O
duration of the incident, including while law enforcement and other personnel are on site processing

the scene, collecting evidence, and conducting their investigation?

3 Does your agency have a policy or directive that provides a system for monitoring personnel stress O O O
during and in the months after an MCl (e.g., regular check-ins with personnel, using assessment tools

to identify individuals who may be struggling)?
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Partial

O

&
("]

Questions

4 Does your agency have a comprehensive and integrated trauma support plan that includes outreach,
follow-up, and ongoing support for responders?

5 Does your agency have a policy or directive that requires the provision of services to all personnel
involved in an MCI response, including resources on post-disaster behavioral health and secondary
traumatic stress, referrals to health care providers, and peer support?

6 If none exist in the local area, does your agency have MOUs and MOAs with regional agencies for
trauma support services?

7 Does your agency have a comprehensive mental health and wellness support services program?

8 Do your mental health and wellness support services program policies identify modified modalities
(e.g., Stress First Aid) for providing trauma support services to responders following an MCI?

9 Does your agency's comprehensive support services plan include peer support services and resources,
including regional or statewide networks?

10  Does your agency's comprehensive support services plan provide adequate trauma leave to help
deployed personnel decompress and return from a traumatic event?

11 Does your agency's comprehensive support services plan provide in-depth trauma and counseling
services to staff who provide victim services at an MCI?

O O O O OO OO0
O O O O OO O OF
O O O O OO0 O
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# Questions Yes No Partial

12 Has agency leadership recently reviewed trauma leave offerings? O O O

12a. Has your agency considered offering or expanding the window for trauma leave to ensure that a
deployed member can take the necessary leave without being perceived as incapable of future
deployments simply because they used available resources?

13 Does your agency's comprehensive support services plan ensure there is coverage for the normal O O O
duties of deployed personnel so that the deployed individuals can focus on their deployment and
take the necessary leave?

14 Do your emergency response plans recognize dispatchers as first responders to a critical incident? O O O
14a. Do your emergency response plans require dispatchers to be screened for support services?

15  Does your agency provide dispatchers with mental health screenings and care as well as peer and
other supports post-incident?

O
O
O

16  Does your agency have written policies and resources to provide for the well-being of personnel and
families?

O
O
O

17 Do your response plans expand the definition of responders, consistent with generally accepted
practices, to include disciplines other than law enforcement, fire, and rescue staff, such as dispatchers,
EMTs, health care providers, ambulance drivers, behavioral health providers, and faith-based leaders?

O
O
O

Critical Incident Preparedness Guide—Toolkit



19

20

21

22

23

24

25

26

Trauma and Support Services

Questions

Is the expanded definition (noted in question 17) reflected in all support services provided by
resiliency centers, nongovernmental and governmental entities, and other support service providers?

Do you include spouses, partners, and family members of responders when developing or reviewing
trauma support and counseling services?

Does your agency have a formalized plan that outlines the roles and responsibilities of each
stakeholder for the effective management of emotional and trauma support?

Does your agency have a formalized plan to provide initial support services within hours of a critical
incident and to provide access to services such as PFA/SFA, crisis counseling, debriefing, and peer
support within 24 hours?

Does agency leadership promote the importance of self-care through training, education, and
effective messaging and modeling to reduce the stigma associated with seeking help for emotional
and psychological distress?

Does your agency have a plan for evaluating the effectiveness of your emotional and trauma support
services post-incident?

Do you provide training on evidence-based behavioral health supports—including resilience-building
activities, cognitive behavioral therapy for disaster distress, peer support for victims of mass violence,
writing for recovery, and other supports—so that providers in the community have the knowledge
and skills to provide effective mental health treatment?

Have you identified behavioral health support providers in your immediate area?

Do your trauma / behavioral health support plans consider the use of teletherapy to increase access
to competent providers who could serve highly impacted populations?
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Module E.4. Long-Term Support

National attention to traumatic incidents is usually short-lived—a few weeks, if that long—and such attention is often cut
short as soon as another incident is reported. However, negative behavioral health impacts on the victims, families, and
impacted communities do not disappear when the media departs. Many people experiencing various types of trauma may
not recognize its negative mental health impacts or identify themselves as victims for years. Stigma, cost, and difficulty
finding a professional with the knowledge and skills to address their traumatic responses influence whether someone seeks
professional help. It is critical in responding to a tragedy to provide long-term care for the community, including by
establishing structures to transition victims to service providers, building resiliency of law enforcement and the community,
facilitating the memorialization of victims, and improving communications and rebuilding trust. The following questions are
designed to help you assess your agency’s preparedness for providing long-term support services.

# Questions Yes No Partial

1 Does your MCl plan address multiagency deployment when an incident impacts a large segment of O O O
the community?

2 Does your MCl plan include written agreements (e.g.,, MOUs, mutual aid agreements, interagency O O O
agreements, jurisdictional agreements) that can be operationalized at the time of an event and allow
for rapid identification and deployment of responders?

3 Does your MCl plan allow for the transfer of services to other victim advocates when personal O O O

relationships impede generally accepted practices and when the scope of the trauma overwhelms the
local community responders?
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Partial

O

Questions

4 Do you have an established transition out plan for the FAC/FRC that provides for a warm, organized
handoff from law enforcement victim services personnel or other victim navigators to community
service providers?

5 As part of your FAC/FRC plan, do you have a checklist to ensure that all transitions are conducted in a
deliberate and compassionate manner?

6 Have you developed MOUs/MOAs with neighboring or state agencies for assistance providing victim
services?

7 Do you have an established plan that provides for advocates and other support staff to provide
continuous support, follow-on care, and monitoring to ensure that applications for services and
referrals are completed?

8 In incidents where support services need to be made available for an extended period, do you have
plans to sustain a shared community recovery space?

9 Do your post-incident recovery plans for mass violence response include assigning victim advocates
and grief specialists to support victims’ families through the funeral arrangement process and help
the community determine where to hold activities like candlelight vigils?

O O O O O O OB
O O O O O O OH
O O O O O O

10 Do your post-incident recovery plans for mass violence response provide guidance to law
enforcement and other government officials for developing a security plan to protect the safety,
security, and privacy of those mourning their loved ones during funeral ceremonies?
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Questions Yes No Partial

11 Do your post-incident recovery plans for mass violence response provide guidance to law O O O
enforcement and other government officials for assigning a PIO or communications representative
who will work with the media in advance of funerals?

11a. Does the plan provide guidance on responsibilities for setting up a media staging area and for
consulting with families to determine if relatives or friends would like to speak on their behalf?

12 Following a mass violence incident, do your recovery plans provide guidance on involving victims
and family members in any informal memorials prior to action being taken?

O
O
O

13 Following a mass violence incident, do your recovery plans provide guidance for planning a
permanent memorial in collaboration with a broad community coalition of advisers, including
survivors, family members of victims, school personnel, victim service providers, and other relevant
stakeholders?

O
O
O

13a. Do these plans stipulate that the memorial should honor those lost, those injured, and all those
directly impacted by the incident?

14 Does your mass violence recovery plan include guidance for providing long-term support from grief O O O
and loss specialists who can help guide the community in rituals, memorial planning, spiritual
activities, and social supports?

15  Does your mass violence recovery plan include guidance for including community organizers, disaster O O O
behavioral health specialists, victim support staff, and those skilled in helping communities to help
repair societal damage and build resilience to get onto a recovery path?
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Section F. School Safety and Security

While the primary goal of school districts across the United States is to educate, they must also prepare for myriad threats to
school safety and security, ranging widely in scale and seriousness, including incidents of mass violence. In addition to certain
safety functions maintained at the school district administration level—such as threat assessment teams, school safety
committees, student counseling services, and physical security maintenance and upgrades—many school districts throughout
the nation partner with local law enforcement agencies to establish school resource officer programs, and some create their
own police departments. This section is organized into the following subsections: Active Assailant Response; Safety and
Security Planning; Doors, Locks, Maintenance, and Magnets; Emergency Alerts; and Drills and Exercises.

Click to return to Navigation Page
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School Safety and Security Module F.1. Active Assailant Response

Module F.1. Active Assailant Response

Each school district should adopt and implement a multihazard emergency operations plan to address prevention, mitigation,
preparedness, response, and recovery. The plans should include training, communication capabillities, drills and exercises,
coordination with other agencies, audits, providing trauma-informed care, chain of command, and active assailant response.

Questions —

1 Do your school district's safety plans consider alternative methods to lockdown procedures when O O O
facing a dynamic, evolving situation, where the risk of remaining in place may outweigh the risk of

finding a way to exit the area?

2 Do your school district's safety plans identify alternative methods for teachers, staff, and students to O O O
protect themselves and others?
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Module F.2. School Safety and Security Planning

Each school district should have safety and security administrative bodies that can participate in the emergency operations
planning process, provide recommendations to the district administrators, respond to data and information requests
pursuant to school safety and security audits, and consult with local law enforcement on public safety issues around school
campuses. Each campus should have its own campus safety team, developed by the principal to meet that campus’s needs
and support the district’'s overarching safety and security apparatus, including by participating in audit processes and
supporting the planning and execution of training, drills, and exercises on their campus.

Questions Partial

O O
O O
O O
O O

1 Does your planning process require that all law enforcement agencies with jurisdiction
within school districts participate in safety and security planning?

O

2 Does your school district's safety planning committee include designated leadership from all law
enforcement agencies within your jurisdiction?

3 Does your school safety plan/process identify how best to leverage the assigned law enforcement
liaison to maintain and increase awareness of safety and security concerns that may intersect the
agency and the school district?

O O O

4 Does your jurisdiction have a multidisciplinary approach to school safety that includes school police,
law enforcement, school officials, mental health professionals, and other community stakeholders?
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Questions

5 Do you have an established school safety committee comprising faculty, staff, administrators, O O O
counselors, nurses, resource officers, parents, and students that participates in school safety planning
and preparedness?

5a. Does your school safety committee meet at least monthly to provide input on school safety
planning and concerns?

5b. Do you provide training for school safety committee members on emergency preparedness and
response?

6  Does your jurisdiction have a deliberative community engagement strategy that ensures all voices in O O O
the school community are heard in school safety planning, including faculty, staff, administrators,
counselors, nurses, resource officers, parents, and students?

7 Does your school district campus safety team engage in intentional and deliberative strategies to
develop campus-specific plans and ensure they are reviewed and updated regularly?

O
O
O

8 Do the law enforcement agencies within your school district work with campus administrators to
institutionalize a set of expectations for these plans that reflects the specific physical and social
environments and safety and security needs of each campus?

O
O
O

8a. Does your school police department regularly engage with school district staff and students at all
campuses to promote safety, foster positive relationships, and discourage misconduct to contribute to
a safer learning environment and improve perceptions of law enforcement throughout the school
district?
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School Safety and Security

Module F.3. School District Police Department Policies and Procedures

School districts may consider establishing their own police departments, commissioned to enforce protection of school
district students, staff, buildings, and grounds. Each school district police department should have standard operating
procedures, which should be routinely evaluated to ensure alignment with the highest industry standards. The following
questions are designed to help you assess independent school district police departments’ plans, policies, and procedures.

Questions Partial

1 Does your school district have its own police department? O O O

1a. Do you have established written policies guiding budgeting, hiring practices, training,
development of standard operating procedures, and student/community engagement built into the
design and execution of your school district police department?

1b. Are all your school district police department's policies, procedures, and operational plans
evaluated to ensure alignment with the highest industry standards, starting with high-risk operations
such as response to an active attack and other potential crises that threaten school climate and
safety?

1c. Do you routinely review model policies, toolkits, technical assistance, training, and other resources
available through professional organizations, including the International Association of Chiefs of
Police and National Association of School Resource Officers, to inform the policy and operational
planning evaluation process?

1d. Does your school district's police department routinely undergo an accreditation process that
measures compliance against generally accepted standards and practices to ensure practices meet
current professional criteria for excellence in service, strengthening agency operations, and increasing
public trust?
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School Safety and Security

Questions

2 Does your planning process require that all law enforcement agencies within school districts
participate in safety and security planning?

O

3 Does your school safety planning committee include designated leadership from all law enforcement
agencies within your jurisdiction?

4 Does your school district campus safety team engage in intentional and deliberative strategies to
develop campus-specific plans and ensure they are reviewed and updated regularly?

5 Do the law enforcement agencies within your school district work with campus administrators to
institutionalize expectations for these plans that reflect the specific physical and social environment
and safety and security needs of each campus?

6  Does your school police department regularly engage with school district staff and students at all
campuses to promote safety, foster positive relationships, and discourage misconduct to contribute to
a safer learning environment and improve perceptions of law enforcement throughout the school
district?

O O O O O
O O O O O
O O O O
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School Safety and Security

Module F.4. Doors, Locks, Magnets, and Maintenance

It is critical that school district campus safety teams routinely implement a system of door audits. School districts should
ensure all doors on campuses can be locked from the inside. The following questions are designed to help you assess your
agency or organization’s building access policies and procedures.

Questions
1 Are all doors in school buildings in your school district capable of being locked from the inside? O O O

1a. Does your school district have plans to invest in and upgrade all doors (or locks) to allow for
locking from the inside?

2 Do your school district campus safety plans include requirements for conducting routine and O O O
systematic door audits?

2a. Do you require that door audits be documented?

2b. Do your door audit plans clearly delineate the roles and responsibilities of all school district staff
and school district police personnel to ensure doors are locked, as per policy?

3 Does your school district implement universal access boxes, located near the entry points of school O O G
buildings, containing master keys that can be accessed by authorized emergency first responders and
school district staff?
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Module F.5. Emergency Alerts

The following questions are designed to help you assess your agency/organization’s emergency alert systems and practices.

Questions Partial

1 Does your school district have a process for ensuring that emergency alert and public address (PA)
systems are well-understood by all staff?

2 Does your school district offer both standard and refresher training, as needed, on the use of your
emergency alert system, available to all district employees?

3 Do you have a school district-wide policy that requires the type of an emergency event to be formally
documented in your emergency alert system so that school administrators can better identify and
report trends and the most frequent causes of lockdowns and other emergency response protocols?

4 Does your school district routinely test that emergency alerts are received in a timely manner in all
campus buildings where there is student activity?

OO O 0O
OO O 0O
OO O 0O

5  Does your school district have a process to routinely monitor that all campus buildings where there is
student activity can receive Wi-Fi communication?
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Module F.6. Drills and Exercises

Each school district should hold drills to help prepare staff and students to take appropriate action in the event of an
emergency. Potential types of drills may include lockdown, evacuation, shelter in place, and fire drills. The following
questions are designed to help you assess your agency or organization'’s active threat / active assailant drills and
exercises.

Questions Partial

O O
O O
O O
O O

1 Does your active threat training for students and staff ensure that drills take place in the many
settings that teachers and students find themselves in throughout the school year, not just inside the
classroom?

2 As a part of your school safety training plans, do you routinely invite other law enforcement agencies
to attend, observe, and participate in drills?

3 Does your school district engage in a process to ensure that drills are conducted in accordance with
all applicable state department of education codes?

4 Does your school district require that each facility provide documentation demonstrating that drills
are conducted in accordance with all applicable state department of education codes, for record-
keeping and tracking?

O O O
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Section G. Pre-Incident Planning and Preparation

Pre-incident planning is crucial in preparing for and responding to mass violence incidents, as it enables agencies and
organizations to develop strategies and procedures to respond quickly and effectively to such incidents. The planning process
involves identifying potential risks and hazards, assessing the likelihood and potential impact of incidents, and creating plans
and procedures to respond to them. When a mass violence incident occurs, it is never one agency that responds, but rather
multidisciplinary stakeholders, including law enforcement, fire, emergency medical services, hospitals, victim service providers,
prosecutors, emergency management, government and civic leaders, media, business, and the community as a whole. Routine
coordination among all relevant stakeholders to develop agreements and conduct multidisciplinary training, exercises, and
drills is foundational to the planning process, as well as to building relationships and trust. Setting up a solid foundation in the
pre-incident phase better ensures that agencies and organizations have the organizational capacity, structure, and
relationships to focus on the mission while providing continuity and unity of purpose. This section focuses on the training,
agreements, and procedures for law enforcement agencies, other responding organizations, and other relevant stakeholders in
the areas of active assailant response, incident command, emergency management, and other significant areas. The section is
organized into four key aspects of preparation and planning: Coordination Among Agencies; Training; Preparation and
Planning in Schools to Mitigate Extent of Trauma; Planning and Preparation for Public Messaging.

Click to return to Navigation Page

Critical Incident Preparedness Guide—Toolkit



COPS CNA IIRX

Pre-Incident Planning and Preparation Module G.1. Coordination Among Agencies

Module G.1. Coordination Among Agencies

Emergency planning needs to include all relevant stakeholders, including all responder agencies, government and civic
leaders, businesses, nongovernmental agencies that provide victim assistance, media, and other community groups. For each
of the agencies and organizations, leaders need to consider planning, training, and awareness for a robust group of
individuals. There are several ways that agencies can use the emergency planning process to facilitate collaboration and
coordination during a mass violence incident: the National Incident Management System (NIMS), multiagency training and
drills, and mutual aid and formal agreements. The following questions are designed to help you assess your agency's
readiness for collaboration and coordination during a multiagency/multijurisdictional response.

# Questions Yes No Partial

1 Has your jurisdiction (municipality) established a resilient emergency management system in which O O O
the emergency response plans of all units of government and operating departments (e.g., fire,
police, sheriff, EMS, public health, public works, school system, planning, and social services) are
understood and shared?

2 Does your jurisdiction (municipality) have a designated emergency manager with the authority to O
coordinate the emergency management system across all response entities?

O
O

3 Does your jurisdiction's emergency management system include private sector stakeholders O
representing public utilities, health care providers, and leaders responsible for critical infrastructure?

O
O

4  Have government leaders in your jurisdiction adopted a resolution that demonstrates their O
commitment to NIMS?

O
O
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Questions Yes No Partial

5 Do senior officials in your jurisdiction encourage and guide all government, business, and O O O
organization leaders (including faith-based and secular nonprofit groups) to coordinate and
collaborate with the emergency manager so they can act decisively before, during, and after
disasters?

6 Do senior officials personally participate in and provide direction for conducting exercises and
evaluation programs that enhance familiarity and coordination among the whole community?

O

O O

7  Does your agency routinely conduct outreach to state emergency management agencies and federal
entities such as the Department of Homeland Security’s (DHS) Homeland Security Exercise and
Evaluation Program (HSEEP) and the National Exercise Program (NEP) for assistance with exercise
resources and training?

O
O
O

8  Has your jurisdiction/local Office of Emergency Management identified volunteer groups and local O O O
businesses who will consistently play a role in emergency planning and preparedness before, during,
and after disasters?

8a. Do your current response plans clearly identify and provide guidance to business and industry
partners on how to work through voluntary organizations to support local government in planning,
preparing, and providing resources when responding to emergency situations?

9 Have senior officials developed a pre-disaster recovery plan that enables them to anticipate what will O O O
be needed to restore the community as quickly as possible after an emergency?

9a. Does your recovery plan cover the key concepts provided in the Federal Emergency Management
Agency’'s (FEMA) Community Recovery Management Toolkit, which provides a three-step process for
organizing, planning, and managing recovery?
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Questions Yes No Partial

10  Does your jurisdiction routinely plan, train, and exercise unified command for complex incidents with O O O
regional public safety partners that would respond to a critical incident (i.e., federal, state, and local
law enforcement, fire, EMS, and emergency management as well as other governmental and
nongovernmental agencies)?

11 Does your agency regularly review AARs with other regional agencies to plan as a region for a
coordinated and collaborative response to possible similar events?

O

O

O

12 Does your agency hold regular regional interdepartmental interoperability communication drills?

O
O
O

13 Have the elected officials in your jurisdiction established a Multi-Agency Coordination (MAC) group to
provide policy guidance to incident personnel and support resource prioritization and allocation?

O
O
O

13a. Does the MAC group include government agency or private sector executives and administrators
whose organizations either are impacted by or can provide resources to an incident?

13b. Do your jurisdiction’s response plans clearly identify the role of the MAC in enabling decision-
making among senior officials and executives and delegate command authority to the incident
commander to cooperatively define the response and recovery mission and strategic direction?

14 Does your jurisdiction’s response plan clearly delineate the MAC's role in identifying operational O O O
priorities and communicating these objectives to the EOC and the pertinent functions of the incident
command system and the joint information center?

15 Has your jurisdiction established mutual aid agreements that set forth terms and conditions under O O O
which the parties will agree to provide resources, personnel, facilities, equipment, and supplies to
support responses to critical incidents that create an extreme risk to public safety?
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Questions Yes No Partial

16  Does your jurisdiction routinely participate in multiagency training to allow for cost- and resource- O O O
sharing and, more importantly, to allow peace officers to train with the other agencies that will
typically respond to a major incident?

17  Does your agency require that all ranked individuals take courses and refresher training on ICS/NIMS? O O O

17a. Does your agency require that these skills be exercised through (at minimum) an annual
multijurisdictional, multidisciplinary TTX?

18  Does your agency engage in interagency training, drills, and exercises help to build relationships at the O O O
front-line officer level to further strengthen relationships and the efficacy of a multiagency response to
a mass violence incident?

19 Does your jurisdiction (or EOC) offer opportunities for PIOs to engage in relationship building, O O O
planning for joint operations and large-scale incidents that cross jurisdictional lines, and devising
plans to support each other during major events?

19a. Do you conduct regional PIO meetings every quarter?

19b. Do these regional PIO meetings include law enforcement, fire, city and county government,
hospitals, public and private schools, universities, airports, military bases, universities, and other large
organizations in the area?

19c. Have you considered opening regional PIO meetings to the local media to build productive
working relationships and allow for media and communication professionals to work out issues that
arise?
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Module G.2. Training

A component of planning and preparation is supporting personnel with the necessary skills and equipment to manage their
roles and responsibilities effectively. Proper training includes training on ICS and leadership to help individuals who will take
on leadership positions during a response to a major incident to understand and fulfill their roles and responsibilities. Active
assailant training is also a key component of planning for a mass violence incident, especially scenario-based training. Training
must cover lockdown protocols, so that law enforcement understands how critically vulnerable locations teach their occupants
how to respond to an active threat. Wherever possible, baseline foundational training content must be consistent across
training providers. The following questions are designed to help you assess your agency’s training and preparation for active
assailant incidents.

# Questions Yes No Partial

1 Do yourjurisdiction's emergency preparedness plans encourage elected and senior officials to receive O O O
training made available through the FEMA Emergency Management Institute (EMI) in addition to
independent online study courses in the NIMS, ICS, Unified Command, and other basic emergency
management training?

2 Do senior officials work with your professional emergency manager to identify specialized in-person O O O
EMI course offerings and training for senior officials, such as Emergency Management for Senior
Officials, NIMS Overview for Senior Officials, and Recovery from Disaster: Local Community Roles?

3 Does your state's training oversight entity work with state legislatures and law enforcement leaders O O O
to conduct coordinated routine reviews of mandatory training programs for peace officers to
determine the appropriate balance of training topics and courses?

4 Does your state require mandatory training time/requirements to include training options focused on O O O
unique, complex tactical events, such as an active attacker?
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Partial

Questions

5 Does your agency require officers to take awareness-level NIMS courses, such as ICS-100 and IS-700?

6  Does your agency provide a total of eight hours of scenario-based, stress-induced active assailant
training annually for officers at all levels of ranks in the training?

7  Does your agency provide preparedness education and training on trauma and stress management to
all personnel, including coping strategies for managing stress and trauma during and after a mass
violence incident?

8 Does your agency, through education, training, policies, protocols, and leadership, create an
environment that acknowledges and respects the mental wellness of law enforcement to the same
extent as its physical aspects?

O O O O Og
O O O O OF
O O O O

9  Does your jurisdiction/agency conduct preparedness exercises that include regularly scheduled age-
appropriate, trauma-informed drills; prescribed instructions/procedures; and clear communication?

9a. Do these exercises include all stakeholders (school personnel, law enforcement, parents and
guardians, students, and other relevant stakeholders)? Are all these stakeholders informed about the
process to help decrease anxiety and chaos?
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Module G.3. Preparation and Planning in Schools to Mitigate Extent of Trauma

Preparedness is an essential component of creating a safe environment. Preparedness activities are one of the most helpful ways to mitigate
the development of traumatic stress reactions. Involving students, school staff, and family members in emergency drills and exercises can help
prepare everyone involved with information on what to expect in specific emergencies and equip them with some tools to manage their stress
as well as the emergency itself. Preparedness includes the development of policies and exercises based on generally accepted and emerging
practices related to planning, organizing, equipping, and training on possible emergency scenarios. An evaluation of the exercises should be
conducted, after which corrective actions should be implemented. Preparedness planning involves many aspects such as role determination,
decision trees, up-to-date emergency contact information, and backup information and plans in case the primary plan does not work. For
successful interoperability, all key stakeholders in the communications plans must know and use their systems, from law enforcement radios to
dispatch, 911, and 988 services. The following questions are designed to help you to assess your agency’s preparedness planning to mitigate

trauma.

# Questions Yes No Partial
1 Does your agency have a clear and concise policy on responding to active attacker situations? O O O
2 Does your agency work closely with schools and other vulnerable places to understand how O O O

occupants are taught to respond to an active attacker threat?
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Questions No Partial

3 As part of your jurisdiction's pre-incident planning, have you identified methods for ensuring timely O O O
access to building diagrams and universal building/room access, particularly in critical infrastructure,
schools, and buildings where large numbers of persons gather on a regular basis?

4 Does your agency have a comprehensive crisis response plan to address personnel’'s mental health O O O
needs during a mass violence incident?

5 Does your agency provide pre- and post-response behavioral health support to help mitigate and O O O
address the development of compassion fatigue, secondary traumatic stress, and vicarious trauma?
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Module G.4. Planning and Preparation for Public Messaging

A crisis communications plan must exist prior to the onset of a critical incident. Each agency should create a crisis
communication plan to achieve a rapid, organized, and open approach to communication during a crisis, and practice it at
least once a quarter with smaller events. This preparation will help identify problem areas and solutions and ensure everyone
is familiar with the plan and knows their role instead of trying to figure that out during a critical incident. School districts
should have a safety plan for each school that includes a reunification and communication section on how they will direct
parents when a crisis occurs. All PIOs in various fields of industry should obtain FEMA basic and advanced public Information
officer certifications as a baseline of training. The following questions are designed to help you assess your agency’s planning
and preparedness for implementing effective communications during a crisis.

# Questions Yes No Partial

1 Has your agency obtained state- or national-level accreditation to adopt and maintain standardized O O O
policies and procedures?

1a. Does your agency have an established policy and process to ensure accountability and
transparency in departmental operations to enhance confidence and trust in law enforcement among
the communities they serve?

2 Do your current preparedness planning processes include considerations for language access for O
those with limited English proficiency?

O
O

3 Are all preparedness materials, instructions, and communication provided in the languages prevalent O
in your community?

O
O
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4 Are all public information officers in your jurisdiction/agency required to obtain FEMA basic and
advanced public information officer certifications as a baseline of training?

O

5 Do your agency's communications plans encourage PIOs and training personnel to research regional
and national training opportunities for building upon the FEMA classes?

6 Does your agency encourage or provide opportunities for law enforcement PIOs to network at the
state and national level (e.g., attend national police conferences that have a PIO section) to learn
common practices for managing the public messaging of major incidents?

O O O Of
O O O OF
O O O

7  Does your agency have an established crisis communications plan?
7a. Does your crisis communications plan cover (at minimum) the concepts covered in FEMA's basic
crisis communications course?

7b. Does your agency routinely drill and practice your crisis communications plan with all involved
personnel and response partners?

8 Does your agency hold reviews of your crisis communications plan with partner agencies to ensure
they complement each other?

O
O
O

9  Does your agency practice your crisis communications plans with partner agencies during smaller O O O
(planned) events, so it is not a foreign concept when a large-scale incident takes place?
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10  Does your agency's social media policy clearly state how social media should be used to communicate O O O
with the community during critical incident situations?
11 When your agency hosts an operational exercise, does it always include establishing a JIC and O O O
engaging all participating agencies to ensure coordinated public messaging is practiced and
incorporated into planning for a large-scale incident?
12 Has your agency's PIO drafted a crisis communication plan? O O O
12a. Does your agency practice your crisis communications plan at least four times a year with smaller
events to ensure everyone is familiar with the plan and knows their role instead of trying to figure that
out during a crisis?
13 Do you have an established multiagency response plan that clearly identifies the lead organization O O O

for sending out public messaging and an established process for the lead organization to ensure
coordinated and accurate messaging to the public?

13a. Does the plan clearly identify the lead agency for organizing media relations and news
conferences through the JIC?

13b. Does the plan provide guidance to the lead and supporting agencies on contributing
information about the incident and coordinating a unified messaging?
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Tactics and Equipment

Guidance Summary
Active Shooter Tactical Principles

When a law enforcement officer responds to an active shooter event, the lessons learned from Columbine are that j E
first responders should react quickly and confront the shooter to prevent further killing and to render first aid to ’
victims. The difficulty confronting first responders is balancing the goals of officers’ safety with engaging the shooter

Guidance from this
section can be
referenced in the
Critical Incident Report

to save innocent lives. Police academy training emphasizes preservation of life, officer safety, and the use of force Chapter 2.
commensurate with the situation. However, in an active shooter event, officers should be trained to confront and stop Tactics and Equipment
the subject’s actions immediately. This immediacy of action mitigates the risk to potential victims. Advanced Law pages 86-109

Enforcement Rapid Response Training (ALERRT) trains officers on the priority of life scale, which lists victims (injured
and uninjured) first, followed by law enforcement, and then the subject(s). The following subsections outline some of
the key aspects of tactical responses to an active shooter incident.

Active Shooter versus Barricaded Subject

Barricade and active shooter situations require different procedures, tactics, and mindset for a law enforcement response.

In an active shooter situation, there is an ongoing, dynamic scenario unfolding wherein the subject is targeting and killing people. Priority concerns of law enforcement
are the neutralization of the threat, the prevention of more injuries and death, and beginning to triage and provide appropriate medical aid to the injured. An active
shooter requires immediate response, even if that means entry by a single officer, as the primary goal is to stop the shooter as quickly as possible. Quick and clear
communication with other first responders is essential in active shooter situations, as they need to rapidly assemble into a response team using sound tactical
formation, assessing their environment, and moving rapidly toward the threat. The International Association of Chiefs of Police’s (IACP) model policy for active shooter
defines “active shooting” as “an incident in which one or more armed persons have used, or are reasonably likely to use, deadly force in an ongoing manner, and where
persons have been injured, killed, or are under imminent threat of death or serious bodily harm by such persons.”
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Notably, as per IACP’s model policy, active shooting is inclusive of a subject’s past actions (i.e., “have used”) and presumed imminent actions (i.e., “are reasonably likely
to use”) regarding the use of deadly force in an ongoing manner. An individual that has engaged in active shooting and has access to victims should never be considered
anything other than an active threat and the law enforcement response to such circumstances should align with active shooter response principles.

A barricaded subject, on the other hand, generally involves a subject or suspect who is being sought by law enforcement, has placed themselves in a physical location
that is not immediately accessible, and has refused orders to exit. In such situations, the law enforcement response includes operational containment of the subject
while attempting to negotiate a peaceful resolution. In a barricade situation, there is typically communication between an officer (often times a negotiator) and the
subject. Unlike active shooter situations, time is on the side of law enforcement, who can marshal resources such as negotiators, SWAT teams, and specialized
equipment and tools, and continually assess options to resolve the situation. As described by IACP’s advisory board, a “triggering point” in a barricade situation is
whether the subject engages in hostile actions toward victims, bystanders, or officers, which “justifies the initiation of direct law enforcement action” to prevent or stop
such behavior. Like many situations in law enforcement, the nature of the threat can evolve over the course of an incident and, therefore, a barricaded subject can

become an active shooter incident and necessitate an entirely different response, such as whichever officers are on scene at that moment transitioning into an
immediate tactical solution.

In summary, an active shooter rarely ceases to be an active shooter and always remains an active shooter so long as the shooter has access to victims. Active shooter
response protocols indicate that an active shooter’s immediate past actions and reasonably assumed imminent actions, along with the presence of victims, all
determine what actions law enforcement should take.

Room Clearing and Evacuation

During an active shooter incident, the first priority of responding officers is to eliminate the threat. The first responding officers will not be in a position to aid and
facilitate in the evacuation of other victims who are locked down in or within the vicinity of the building/location.
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If there are officers or others on scene that can assist with evacuations, to the extent that can be done safely and not at the expense of eliminating the active shooter
threat, evacuations should begin as soon as possible. Evacuations of victims and others who remain within the hot zone of a mass violence area are a priority action for
responders. A hot zone is a hazardous area that is usually considered unsafe and only designated responders are authorized to remain for reasons of rescue, recovery,
and containment. A warm zone is usually a transition space leading to a cold zone, which is a safe area.

Victims should be guided to a designated safe and secured location outside of the hot zone to receive medical triage, emotional support, and basic needs such as water
and restrooms.

Other important practices for evacuations from an active shooter incident include:

* |dentify safe routes that are not in the line of active shooter or law enforcement fire, which may or may not be those that have been exercised and
predetermined by school safety plans.

* ldentify safe routes that are not in the line of active shooter or law enforcement fire, which may or may not be those that have been exercised and
predetermined by school safety plans.

* Clearly mark rooms and buildings which have been cleared, secured, and evacuated; this can be done using items such as tape, markers, chalk, or things
found within the building that can clearly distinguish that a room is cleared.

* Quickly assess the physical structure of the building including walls and doors, for their penetrability to gunfire.

* Ensure medical triage and transport is established for any injured evacuees.

On average, an active shooter incident is over within approximately 12 minutes from first notification, whether ended by the shooter dying by suicide, law enforcement
responders killing or apprehending the shooter, or civilians/bystanders on scene restraining or, in some rare cases, killing the active shooter. If civilians on scene have
not self-evacuated, it is likely that evacuations will occur after the shooter is neutralized. However, in more extended response situations where the shooter is being
searched, there may be a limited window of opportunity to quickly assess and balance the risk posed by crossfire that would put victims in harm’s way—whether by
remaining locked down or evacuating—while officers on scene approach the classroom where the shooter is and make entry, likely engaging in a gunfight as a result.
This should never detract from the priority goal of eliminating the threat, for which action should be immediate.
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Stack Formation and Room Entry

Dynamic room entries are among the most dangerous operations in law enforcement, where a team of officers enter a room and must engage in close-quarters combat
with an armed assailant, who may be in a tactically advantageous position.

While there are some different schools of thought on the officers’ patterns of movement upon entering the room, trainers and practitioners generally acknowledge that it
is often a matter of preference and officers should use the tactics they have been trained on. The key to successful stack formation and room entry is seamless
coordination and synchronization between the team members in any condition. This can be challenging with an entry team composed of officers from various agencies,
especially if they have not trained together and may use different tactics and communication (i.e., verbal and non-verbal).

Ideally, the entry team wants to enter the room with an element of surprise, speed, and violence of action. These fundamentals of a successful room entry can be
compromised if a doorway is not properly assessed and breached, as needed.

Checking the doorknob to see if it is unlocked should be the first immediate approach. This is not only the easiest method, but also enables the entry team to maximize
the surprise and speed with which they enter, putting them in a tactically advantageous position. If a door is found to be locked, there are various breaching tactics that
may be deployed, dependent upon the tools available, experience and expertise of officers on scene, type of door, and urgency of the situation. Some examples include
mechanical breaching (i.e., with a Halligan tool or sledgehammer), ballistic breaching (i.e., with a firearm), and explosive breaching. Training also teaches officers to
seek alternate entry points (i.e., windows, doors, etc.) and to use distraction as a tactic.

In an active shooter situation, law enforcement has been trained to respond and immediately confront and stop the threat. There is no need to wait for special tactical
units to breach aroom.
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Equipment Use and Deployments

It is important to note that the specific tools and equipment needed can vary based on agency policies, local regulations, and the nature of the response. Regular
training, maintenance, and updates to equipment are crucial to ensure effectiveness and readiness during an active shooter incident. Additionally, depending on the

agency’s size and geographical jurisdiction, access to tactical gear and tools, if not assigned per capita, should be mobile available.

The subsections that follow provide additional detail on some of these key forms of equipment.

Radios

Radios serve a crucial role in facilitating communications among first responders during a crisis event, especially when there is a large convergence of multiple agencies
on scene. Radios need to have not only the technological capability to perform, but also be operated appropriately by the end users. First responders must ensure that
their communication is clear, succinct, and in commonly understood terminology. Situation updates should be provided routinely, as the nature of the incident evolves
and those on scene and en route need to be aware of the changing conditions. At the same time, first responders must adopt a minimalist approach, to not overload the

communication system, which can lead to the most important pieces of information being missed.
Shields

According to the FBI’s 20-Year Review of Active Shooter Incidents (2000-2019), approximately 43 percent of the 333 identified active shooter incidents included the
presence of a long gun/rifle by the subject. A tactical ballistic shield, capable of absorbing impact from rifle rounds, serves as an invaluable tool for law enforcement
officers, providing an added layer of safety in high-risk situations. Given active shooter response protocols require immediate action, oftentimes from officers in a patrol
function, in many law enforcement agencies throughout the U.S., itis unlikely that a responding officer will be able to respond with a shield. If a shield is available, they
must be used in accordance with tactical training in order to be effective. However, an officer should never wait for the arrival of a shield before moving toward the threat
to stop the shooter. Proper training on the use of a shield is essential for an officer to master the maneuvering, tactical positioning, proper handling, firearm position and
accurate fire, and transitioning off the shield. Although many officers may receive some exposure to the use of a shield at academy training, it is typically with a non-
ballistic rated shield, typically used for crowd control. Furthermore, they are often not retrained on their use unless they are for specialized training, such as SWAT.
Without SWAT experience, most patrol officers will not have training on use of a shield in a tactical situation such as an active shooter.

Critical Incident Preparedness Guide—Toolkit 5





COPS CNA ITRX

Communty Oentod Polcing Senvces stitute for Itergovernmental Research
US.Deparimentof Justice

Tactics and Equipment Guidance Summary

CS Gas

The deployment of chemical agents, such as CS gas, which is commonly known as tear gas, is a significant law enforcement action that must be carefully assessed
before use. Some factors that must be considered include the severity of the situation and danger posed by the subject; the presence and impact on civilians, in
particular elderly, children, and others with potentially aggravating health conditions; alternative options; the physical structure of the room, including size, dimensions,
exits, and ventilation; the likelihood of successfully bringing the incident to a final resolution as a result of deploying the gas; availability of medical assets to treat
anyone adversely affected; and weather conditions, which can cause the gas to disperse to areas outside of the intended target.
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Policy ®

International Association of Chiefs of Police (IACP)
Model Policy on Active Shooter

The purpose of this policy is to provide protocols for assessing the threat and immediately responding during active shooter situations to limit serious injury
or loss of life. This policy applies to all situations where there is an active assailant posing an ongoing deadly threat from firearms, vehicles, explosives, and
knives.

International Association of Chiefs of Police (IACP)
Model Policy on Response to Barricaded Individuals

This document is intended to provide agencies with items for consideration when developing their policies regarding response to and resolution of situations
involving barricaded subjects/suspects. The primary goal of law enforcement response to barricaded individuals is to save lives and to resolve crisis
incidents while attempting to avoid unnecessary risk to officers, suspects, and innocent bystanders.

Guides @

U.S. Fire Administration. Fire/Emergency Medical Services Department
Operational Considerations and Guide for Active Shooter and Mass Casualty Incidents

The guidance document was developed as a fire and Emergency Medical Services (EMS) resource that can be used to support planning and preparation for
active shooter and mass casualty incidents.

National Tactical Officers Association (NTOA)
Tactical Response and Operations Standard for Law Enforcement Agencies

The document aims to establish a basic set of standards for law enforcement agencies and serve as an efficient core set of concepts and principles that
improve standardization within the tactical law enforcement services profession.
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Advanced Law Enforcement Rapid Response Training Center (ALERRT)
@ Advanced Law Enforcement Rapid Response Training Center (ALERRT)
The dynamic course of instruction was designed to prepare the first responder to isolate, distract, and neutralize an active shooter.
Advanced Law Enforcement Rapid Response Training Center (ALERRT)
The Evolution of Active Shooter Response Training Protocols Since Columbine: Lessons from ALERRT
0 The document provides an overview of how training protocols have evolved over the last two decades to include active shooter response teams, solo officer

response, medical intervention training, integrated response training, and civilian response.

International Association of Fire Chiefs (IAFC)

@ Terrorism and Homeland Security: Hot, Warm and Cold Zones
0 The article presents a real-life scenario played out for the London Ambulance Service (LAS) on June 3, 2017. The description of the management of and

response to the event provides opportunity to capture lessons learned. The scenario offers policy and procedures considerations for law enforcement
departments.

Police Executive Research Forum (PERF)

@ ICAT: Integrating Communications, Assessment, and Tactics: A Training Guide for Defusing Critical Incidents

An innovative, evidence-based approach to use-of-force training, ICAT provides first responding police officers with the tools, skills, and options they need to
defuse a range of critical incidents successfully and safely. The training program is anchored by the Critical Decision-Making Model that helps officers
assess situations, make safe and effective decisions, and document and learn from their actions.
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Advanced Trauma Life Support (ATLS)

@ Advanced Trauma Life Support for Doctors (Student Course Manual)

Advanced Trauma Life Support (ATLS) program provides a method for immediate management of injured patients. The program offers several trauma
education courses for medical personnel.

LSU’s NCBRT/Academy of Counter-Terrorist Education

@ Law Enforcement Active Shooter Emergency Response (LASER) Training
0 LASER Training provides in-depth instruction for law enforcement agencies planning for and responding to rapidly evolving active shooter incidents. The training includes

scenario-based exercises.

National Tactical Officers Association (NTOA)

Police Response to Active Shooter Instructor Certification
@ This training program is a train-the-trainer course intended to teach both law enforcement and SWAT personnel. This training focuses on immediate

response and rapid deployment techniques, including various exercises.
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Reports ®

Colorado Governor’s Columbine Review

Report of Governor Bill Owens’ Columbine Review Commission

The Report outlines the lessons learned during the Columbine High School tragedy to inform law enforcement and rescue responses to a future emergency
like Columbine. Report’s findings support recommendations for remedial and preventive measures at all levels of Colorado’s government.

1 G
[,/

Metropolitan [D.C.] Police Department (MPD)
After Action Report, Washington Navy Yard, September 16, 2013: Internal Review of the Metropolitan Police Department

&
il

The report provides a narrative of the multi-agency response to the Washington Navy Yard mass shooting and culminates in a summary of MPD’s overall
observations and recommendations to be better prepared in the event of a future incident.

Virginia Tech Review Panel
Mass Shootings at Virginia Tech, April 16, 2007: Report of the Review Panel Presented to Governor Kaine, Commonwealth of Virginia

The report provides an objective review of the mass shooting event at the Virginia Polytechnic Institute and outlines over 70 recommendations directed to
colleges, universities, mental health providers, law enforcement officials, emergency service providers, law makers, and other public officials in Virginia and
elsewhere.

&
)

Las Vegas Metropolitan Police Department
1 October: After-Action Review. Las Vegas, NV, 2019

%
[l

The report is a critical, administrative review that details the Las Vegas Metropolitan Police Department’s overall response to the “1 October” mass shooting
incident: preparedness, communication, tactical response, command and control, medical response and resources, crime scene preservation and
evidence collection, media response and coverage. The report gives recommendations from lessons learned.
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® Critical Incident Review
Active Shooter at
Robb Elementary School

Leadership During an Active Shooter Response

Guidance from this
section can be
referenced in the

Prior to, during, and following a response to a critical incident, leadership plays a critical role in setting the stage for an
Critical Incident Report

effective response to the incident and the events that follow. A coordinated and collaborative command and coordination

strategy is also critical to the response and resolution of complicated incidents involving multiple agencies. .Cha .ter 3.

Leadership, Incident
During incident responses, leadership is invaluable for supporting coordination and communication. The significance of Command, and Coordination
collaboration within the agency, with other law enforcement agencies, and across public safety disciplines cannot be pages 114-172
overstated.

Leadership, Incident Command, and Active Shooter Principles

When law enforcement take the oath of office, they pledge to serve and protect their communities. Officers are trained to approach critical situations from a position of finding
tactical solutions. They are frequently called upon to make split-second decisions, and these decisions have long-term, sometimes irreversible, consequences. This profession
carries great responsibility and comes with deep costs physically, mentally, and emotionally to the officers and the communities they serve.

Ranked law enforcement leaders set the tone for law enforcement policy, procedures, and ethical behavior. Ranked leaders have “a distinct responsibility requiring persistent efforts
to proactively develop themselves and motivate, inspire, train, and develop others.”

Critical Incident Preparedness Guide—Toolkit 1
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In one model, effective law enforcement leadership includes eight principles:

1. Service — The essence of law enforcement is to serve, and an “effective manager exemplifies service, self-giving, and selflessness.”
Honesty — Leaders’ communication and actions must be honest and forthright, and that honesty extends to leaders being honest with themselves.

Integrity — Effective leadership “[d]epends on consistently doing what is right, meaning that which is in the best interest of the organization and of others.”

2
3
4. Humility — Leadership involves “looking for ways to learn from others and improve ourselves.”
5. Purpose - A sense of shared purpose enables leaders to develop personnel who identify with the central purpose and nobility of law enforcement.
6. Mentoring — Leaders have a duty and responsibility to develop their personnel.

7

Positive/Constructive Attitude — Leaders should “[c]onsistently . . .portray the attitude of moving forward constructively, always looking for positive
improvement and the willing cooperation of others.”

8. Trust - Effective leaders need to trust their personnel.

As part of effective leadership, ranked leaders need to be honest and tell their fellow leaders their opinions “ . . when they believe they have done or are about to do something notin
the best interest of their position or that of the department.” Effective leaders should question a decision, action, or inaction. It requires moral courage, but research has shown that if
one person shows that courage and acts, others are likely to follow.

The law enforcement code of ethics aids agencies and law enforcement in practicing these core values. Leading by example sets the stage for an effective agency.

An organization’s shortcomings are a direct reflection of its leadership. All sworn police officers at every rank have to hold each other accountable. No matter who is watching, doing
the right thing is the only way to change law enforcement culture and build trust within the organization and the public (the community we all serve). We must always remember to
embrace our organization’s code of ethics, and it should be a constant reminder to lead by example. Also, effective communication is essential.”

During a critical incident, effective leadership is paramount, and leaders have a responsibility to act with forward momentum.

Those with formal positional authority—including executives, command staff, and all other supervisors—have a duty and responsibility to exercise command, control, management,
and authority, irrespective of an acting designation. They have an obligation to protect innocent lives based on their oath of office (See “IACP Law Enforcement Oath of Honor” callout
box for an example of one widely used oath).
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Those with formal positional authority—including executives, command staff, and all other supervisors—have a duty and responsibility to exercise command, control, management,

and authority, irrespective of an acting designation. They have an obligation to protect innocent lives based on their oath of office (See “IACP Law Enforcement Oath of Honor” callout
box for an example of one widely used oath).

IACP Law Enforcement Oath of Honor

The International Association of Chiefs of Police law enforcement oath of honor demonstrates ethical standards via public affirmation. The oath of honor is:

On my honor, | will never betray my integrity, my character, or the public trust. | will always have the courage to hold myself and others accountable for our

actions. | will always maintain the highest ethical standards and uphold the values of my community, and the agency | serve.*

*IACP, Law Enforcement Oath of Honor

Active Shooter Response Principles

Given the lessons learned from Columbine, the standards promulgated by the International Association of Chiefs of Police, and training developed by the Department
of Justice and Department of Homeland Security, it should be widely understood that law enforcement response in active shooter situations requires immediate
action by first responding officers, regardless of the availability of specialized units or equipment. In an ideal situation, four or five first responders arrive at the scene

of an ongoing active shooter simultaneously, and quickly search and eliminate the threat. Recent developments in tactical response and training also emphasize solo
officer response when the situation demands.

Critical Incident Preparedness Guide—Toolkit 3





COPS CNA IIRX

Insttute for Intergovernmental Rescarch

Leadership, Incident Command, and Coordination Guidance Summa ry

National Incident Management System

Where multiple agencies or entities are involved in responding to an incident, it is also critical for leaders to develop a coordinated and collaborative command
and coordination strategy. Mass violence incidents, in particular, often draw the response of many law enforcement agencies, fire departments, medical
transport agencies, and emergency medical facilities. A lack of a shared understanding among responders regarding roles can create confusion.

The National Incident Management System (NIMS) is a useful framework for coordinating responses among multiple agencies, including “ . .all levels of
government, nongovernmental organizations, and the private sector to work together to prevent, protect against, mitigate, respond to, and recover from [all]
incidents.” As Federal Emergency Management Agency (FEMA) states, “The command and coordination component of NIMS describes the systems, principles,
and structures that provide a standard, national framework for incident management.” The ability to respond in a coordinated manner does not happen by
accident but is a product of a regionwide commitment to NIMS and the requisite preparation and training. FEMA describes NIMS as a “ . .shared vocabulary,
systems, and processes. . .” while defining key systems, “ . .including the Incident Command System (ICS), Emergency Operations Center (EOC) structures, and
Multiagency Coordination Groups (MAC Groups) that guide how personnel work together during incidents.

Emergency responders can use different components of NIMS to conduct operations so that responders at all levels can work together more effectively and
efficiently. Because ICS is scalable, it can be used for small, planned events such as search warrants, event security, or department celebrations. The fire
service can serve as a model of how routine use of ICS and NIMS improves performance during critical incidents.

Furthermore, the National Qualification System (NQS) promotes interoperability by establishing a common language for defining job titles/responsibilities and
by enabling jurisdictions and organizations to plan for, request, and have confidence in the capabilities of personnel not just in local incidents but in
deployments to mutual aid events.
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The NQS uses an experience approach that builds on the NIMS framework by
focusing on verifying the capabilities of personnel to perform as required in the

various ICS positions. Experience includes the necessary education, training, and INCIDENT PUBLIC
demonstrated capability that establishes proficiency in the required role or roles. COMMANDER 'Ng::"::';"é\g::”
This practical application approach enhances response to critical incidents and

reduces the potential for staff to be placed in roles for which they are not best SAFETY
suited. OFFICER
NIMS establishes two generally accepted command structures: a single incident LIAISON
commander and unified command. OFFICER
In a command structure with a single incident commander (see Figure 1), the

incident commander has overall incident management responsibility and relies on
staff and section chiefs to assist in managing the incident. Effective incident

LOGISTICS

management consists of four overarching areas of responsibility: SECTION SECTION SECTION ADMIN
) ] ) o o CHIEF CHIEF CHIEF s2e o
1. Direct tactical response to save lives, stabilize the incident, and protect CHIEF

property and the environment.

2. Incident support through resource acquisition, information gathering, and

interagency coordination. Figure 1. Sample Incident Command structure with a single incident

3.  Policy guidance and senior-level decision-making. commander

4.  Outreach and communication with the media and public to keep them
informed about the incident.
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A commonly accepted way to organize multiple agencies is by establishing a unified command structure. The unified command generally includes the primary law
enforcement responders, as well as the emergency medical liaison, victim services, and others as needed. Unified command improves unity of effort in a multiagency
response to an incident. Unified command also facilitates the joint management of common incident objectives and strategies. However, under unified command, each
agency maintains authority, responsibility, and accountability for its personnel and resources. Figure 2 illustrates a sample unified command structure.

Figure 2. Sample Unified Command Structure

Emergency Medical Response Principles

Responses by fire and EMS have improved as awareness of field trauma care has developed

from lessons learned in combat by the U.S. military. In 2013, the U.S. Fire Administration UNIFIED |NF|:)l|J2I|~34|;\|$|0N
published Fire/Emergency Medical Services Department Operational Considerations and COMMANDER* OFFICER
Guide for Active Shooter and Mass Casualty Incidents. The publication “takes into
consideration the diverse local service levels across America,” with their unique sizes and *Organizations represented in glfFFIELYR
capabilities, and provides recommendations for increasing the survivability of victims through Unified Command are
; ; ; . determined on a case-by-case
coordinated and integrated planning and response, such as:
g P g P basis and may include law LIAISON
* Jointly developing local protocols for responding to active shooter (AS)/mass casualty enforcement, fire, public health, OFFICER
incidents (MCls). Fire/EMS and law enforcement (LE) should plan and train together. public works, and other entities.

* Planning for and practicing rapid treatment and evacuation, including who, what, when,

here, and how it will b ied out. |
where, an ow Itwi e carried ou FlNANCE/

* Using the National Incident Management System (NIMS) and the Incident Command OF;EEFé»?I«_'Il'z)ONNS PSI-EAgTT:)NNG L;)EGCI:;I'(I)(;J\]S ADMIN
System (ICS). Accordingly, fire/EMS and LE should establish a single Incident Command SECTION

Post (ICP) and establish Unified Command (UC). — GHIEF —

* Fire/EMS, LE, and all public safety partners planning and training together.
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* Including AS/MCls in tabletop and field exercises to improve familiarity with joint protocols. Regularly exercise the plan.

* Using common communications terminology. In addition to NIMS and ICS terminology, fire department personnel must learn common LE terms and vice versa.
Share definition of terms to be used in AS/MCls and establish a common language.

* Incorporating tactical emergency casualty care (TECC) into planning and training. Training must include hemorrhage control techniques, including use of
tourniquets, pressure dressings, and hemostatic agents. Training must also include assessment, triage, and transport of victims with lethal internal hemorrhage and
torso trauma to definitive trauma care.

* Providing appropriate protective gear to personnel exposed to risks.

* Considering fire hazards secondary to the initial blast if improvised explosive devices (IEDs) are used.

* Considering secondary devices at main and secondary scenes.

* Determining how transportation to and communications with area hospitals/trauma centers will be accomplished.

The basis for these recommendations comes from the Hartford Consensus for improving survival by early hemorrhage control.

The Hartford Consensus

The Hartford Consensus created a protocol for national policy to enhance survivability from active shooter and intentional mass casualty events. The committee behind
the consensus, composed of medical experts and first responders, established a new algorithm for initial response to deadly injury: THREAT, which is built on the
concept of Threat suppression, Hemorrhage control, Rapid Extrication to safety, Assessment by medical providers, and Transport to definitive care.

The algorithm developed by the Hartford Consensus supports the need for speed in the expedited delivery of medical care during an active shooter event in order to
increase the chance of survivability. In an active shooter incident, time is not on the responder’s side.
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A generally accepted practice and standard EMS response for an active shooter incident is to stage resources in a secure location until law enforcement can mitigate the
threat and secure the area. This can lead to a significant delay in providing medical care to the victims. Empirical evidence demonstrates that in an active shooter
scenario, expeditious medical intervention, more than capability or capacity, is the key to preventing loss of life. Emerging alternatives to the “standby” policy suggest a
level of first responder collaboration that allows EMS (with appropriate protective equipment) to quickly enter the incident scene with law enforcement officers in order
to stabilize patients and reduce fatalities from readily treatable injuries. Variability exists in the training and deployment of law enforcement officers to rescue and care
for victims. Law enforcement planners should employ strategies that enable all law enforcement officers to provide lifesaving care until additional resources can be
moved forward.

Relevant Triage and EMS Protocols

For EMS, the National Model EMS Clinical Guidelines provide evidence-based or consensus-based guidelines, protocols, and operating procedures for field EMS
professionals. In the state of Texas there are no statewide protocols but instead delegated practice, i.e., “permission given by a physician licensed by the board, either in
person or by treatment protocols or standing orders to a specific prehospital provider[,] to provide medical care.” Delegated practice means that each medical director
decides the mandates and models that the ambulance services under their direction will follow. This applies to whether an ambulance service operates in a warm zone,
whether EMS personnel train for rescue task forces, and the level of medical intervention they provide. EMS personnel operating in rural counties may be allowed to
administer intravenous interventions or conduct airway management, while a state like Pennsylvania would not allow that under their current system, which has a
mandatory statewide protocol.

Medical care is a priority in a mass violence or mass casualty incident once law enforcement declares the scene a safe zone or a cold zone. Significant quantities of
“stop the bleed” supplies (e.g., tourniquets, pressure dressings, and exam gloves) need to be stocked on all response vehicles and in “go bags” with roaming personnel,
in addition to the supplies stored in the medical response vehicles. These supplies can also be housed at schools, businesses, and other vulnerable locations. If
properly trained, EMS, rescue task forces, or similar groups composed of law enforcement, EMTs, and medically trained fire and law enforcement personnel should be
allowed to quickly enter a safe zone by securing a “corridor” for accessing and evacuating the wounded—a critical component of active threat (shooter or blast event)
responses.
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Emergency medical teams who are first to arrive conduct triage—checking for immediate life-
threatening concerns, providing treatment (where possible), and transporting to a medical
facility that can provide the needed services. There is currently no accepted measure to
judge the appropriateness of any given system in mass casualty triage. The simple triage and
rapid treatment (START) model is a triage method widely used by first responders in the U.S.
to quickly classify victims during a mass casualty incident based on the severity of their

Figure 3. Example of risk-based tagging

injury. To utilize START or any triage method of emergency medical attention, the medics and L 1L1]

other responders trained to provide medical care need access to the victims, as described T Ty

above, where a path or corridor is created for them nge -
, p . e

Most triaging systems are moving into a risk-based tagging system such as green, yellow, red, g,!;uuu . -
and black (see Figure 3). In some communities, the tagging system includes multiple I
barcode stickers to ensure belongings stay with the patient. Marking tape is another E_ E
example. There is also new software that allows patient tracking starting in the field and = E
continuing all the way to the hospital and throughout care % 5
L]

Traditionally, EMS is responsible for establishing a triage area and determining the process
for a casualty collection point (CCP). EMS professionals stress that the act of triage is
critical, since there is the risk of under- or over-triaging if it is done by an untrained
professional. The decision needs to be made under a clinical determination.

Source: Provided with permission from NASEMSO

Nationally, EMS professionals are taught to use the walk-wave triage system during mass
casualty incidents: If you can hear me, walk this way; if you can hear me and can’t walk, then
wave; and if the person is still, that’s the first-priority of care. In this format, EMS
professionals can quickly triage numerous individuals to determine priority levels.
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Tactical Emergency Medical Training

Training those responders who are first to enter a hot zone also affords an opportunity for more rapid care. At the 2013 International Association of Chiefs of Police (IACP)
Conference, the Police Physicians Section recognized that early and rapid medical intervention during an active shooter event improves the chance for survival. A
resolution was adopted by IACP recommending that:

Every law enforcement officer should receive tactical emergency medical training including critical core skills of early, life-
threatening hemorrhage control and rapid evacuation of mass casualty victims to a casualty collection point. Tactical emergency
medical skills are critical life-saving interventions in the officer-down situation, whether as officer-applied self-aid or aid given to
a fellow officer, or to victims of a mass casualty situation such as an active shooter or bombing event. Specific elements of
training are the purview of each agency depending on availability of resources and training programs.

After-action reviews of numerous critical incidents have continually shown the benefits of regular, regional, multidisciplinary first responder planning, training, and
exercises. Itis an accepted principle that training improves performance in a crisis response. Therefore, training should be regional and include all disciplines and levels
of first responders—both sworn and civilian. Fire, EMS, and other potential first responders should be included in active shooter training.

Responders need to incorporate tactical emergency casualty care into planning and training. Training must include hemorrhage control techniques, including use of
tourniquets, pressure dressings, and hemostatic agents. Training must also include assessment, triage, and transport of victims with lethal internal hemorrhage and
torso trauma to definitive trauma care.

In addition, agencies must continually plan and evaluate ingress and egress routes during critical incidents. Medical assistance and transport should be given the
highest priority, and all responding officers should be aware of this priority in how they respond, park, and manage traffic flow.

Three key themes emerged from work done around the Hartford Consensus: early, aggressive hemorrhage control; use of protective equipment; and greater first
responder interoperability and incident management. The recommendations in these areas help to save lives by mitigating first responder risk and improving the
emergent and immediate medical management of casualties encountered during active shooter and other mass casualty incidents.
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Policy o

International Association of Chiefs of Police (IACP)

Model Policy on Active Shooter. Alexandria, VA: International Association of Chiefs of Police, 2018

The purpose of this policy is to provide protocols for assessing the threat and immediately responding during active shooter situations to limit serious injury
or loss of life. This policy applies to all situations where there is an active assailant posing an ongoing deadly threat from firearms, vehicles, explosives, and
knives.

o2l O
iy

International Association of Chiefs of Police (IACP)

Model Policy on Response to Barricaded Individuals. Alexandria, VA: International Association of Chiefs of Police, 2020

This document is intended to provide agencies with items for consideration when developing their policies regarding response to and resolution of situations
involving barricaded subjects/suspects. The primary goal of law enforcement response to barricaded individuals is to save lives and to resolve crisis
incidents while attempting to avoid unnecessary risk to officers, suspects, and innocent bystanders.

Guides @

FBI Law Enforcement Bulletin, Fortenbery, Jay

@ “Developing Ethical Law Enforcement Leaders: A Plan of Action.” Last modified May 5, 2015

The article provides guidance for developing ethical leaders in law enforcement organizations, outlining recommendations for reinforcing ethics training and
reducing misconduct.

&
[l

FBI Law Enforcement Bulletin, Willis, Dan
@ “Perspective: Principles of Effective Law Enforcement Leadership.” FBI Law Enforcement Bulletin. Last modified March 1, 2011

The article lists eight principles of effective law enforcement leadership, which should be consistently developed and improved.

@ Psychology Today
A @ “Bystander Effect.”

The web page provides a definition of a “bystander effect” and the prescriptions of how to be an active bystander.
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https://leb.fbi.gov/articles/featured-articles/developing-ethical-law-enforcement-leaders-a-plan-of-action

https://leb.fbi.gov/articles/perspective/perspective-principles-of-effective-law-enforcement-leadership

https://www.psychologytoday.com/us/basics/bystander-effect
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Police Quarterly, Aronie, Jonathan, and Lopez, Christy E.

“Keeping Each Other Safe: An Assessment of the Use of Peer Intervention Programs to Prevent Police Officer Mistakes and Misconduct, Using New
Orleans’ EPIC Program as a Potential National Model.” 20, no. 3 (2017)

The article examines the principles of “active bystandership” and “peer intervention” and considers their application in the context of policing to prevent or
mitigate police officer mistakes or misconduct.

2 g

American Police Beat, Morris, Cheryl

“The Importance of Leading by Example.”, Last modified October 31, 2021

The article emphasizes the importance of leaders modeling their behavior on integrity, creativity, good communication, and willingness to engage in
continuous growth, leading by example. The article provides recommendations for developing future leaders.

5 &

International Association of Chiefs of Police (IACP)

“Law Enforcement Code of Ethics.”

The webpage is dedicated to information on the law enforcement code of ethics, which stands as a preface to the mission and commitment law enforcement
agencies make to the public they serve.

Federal Emergency Management Agency (FEMA)

“National Incident Management System.” Last modified July 14, 2023

The webpage provides an overview and useful resources for NIMS, which describes operational systems that guide how personnel work together during
incidents.

5
& & & O
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Federal Emergency Management Agency (FEMA)

National Incident Management System Guideline for the National Qualification System. Washington, DC: U.S. Department of Homeland Security, 2017
The guide is for use by any authority having jurisdiction, including all levels of government and organizations, private sector entities, and NGOs with incident
management or support responsibilities. It describes the basic principles of standard qualification, certification, credentialing processes and introduces
primary tools to help agencies establish their own processes.

5 g
[
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https://apbweb.com/2021/10/the-importance-of-leading-by-example/

https://www.theiacp.org/resources/law-enforcement-code-of-ethics

https://www.fema.gov/emergency-managers/nims

https://www.fema.gov/sites/default/files/2020-05/fema_nims_nqs_guideline_0.pdf
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Texas Commission on Law Enforcement (TCOLE)

Active Shooter Response for School-Based Law Enforcement: Course #2195. Austin: Texas Commission on Law Enforcement, 2020

The guide is designed to assist the instructor in developing an appropriate lesson plan to teach the course learning objectives to law enforcement officers
and schools resource officers appointed by TX independent school district police departments or who provide law enforcement services at a school district.

o8l G
[

StatPearl Publishing, Pearce, Jimmy, and Scott Goldstein

“EMS Tactical Movement Techniques.” StatPearls. Treasure Island, FL, 2022

The guide is providing recommendations to physicians and emergency medical personnel who want to work with law enforcement and who must understand
team movements, operations, tactics, tools, equipment, and communication to effectively assist in providing healthcare if needed.

&
&

Training o

Oxford University Press, Staub, Ervin

Overcoming Evil: Genocide, Violent Conflict, and Terrorism. Oxford, UK, 2010

The book describes the origins or influences leading to genocide, violent conflict, and terrorism. It aims to promote knowledge, understanding, and “active
bystandership” by leaders and government officials, members of the media and citizens to prevent violence and create harmonious societies.

2l G

Oxford University Press, Staub, Ervin

The Roots of Goodness and Resistance to Evil: Inclusive Caring, Moral Courage, Altruism Born of Suffering, Active Bystandership, and Heroism.
Oxford, UK, 2015

The book explores ways to promote active bystandership in the service of preventing violence, helping people to heal from violence, and building caring
societies.

Advanced Law Enforcement Rapid Response Training Center (ALERRT)
Active Shooter Response Level 1 Version 7.2. San Marcos, TX: Texas State University, 2020
The dynamic course of instruction designed to prepare the first responder to isolate, distract, and neutralize an active shooter.

o G
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https://s3.documentcloud.org/documents/22046076/active-shooter-sble-2195-course-final-1-30-20.pdf

https://www.ncbi.nlm.nih.gov/books/NBK499869/
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Community Policing Dispatch, Elkins, Faye
ﬂ@ @ “Prepare Today for What Can Happen Tomorrow: Coordinated Active Attack Training for All First Responders.” 11, no. 6 (2018)
0 The article describes the key components of the ALERRT program aimed at preparing local, state and federal law enforcement, emergency medical services,
and fire to respond to mass casualty events safely and effectively to minimize loss of life and injury.

Journal of Contemporary Criminal Justice, Martaindale, M. Hunter, and Blair, J. Pete
g@ “The Evolution of Active Shooter Response Training Protocols Since Columbine: Lessons From the Advanced Law Enforcement Rapid Response
Q Training Center.” 35, no. 3 (2019): 342-356
The document provides an overview of how training protocols have evolved over the last two decades to include active shooter response teams, solo officer
response, medical intervention training, integrated response training, and civilian response.

Reports @

@ National Threat Assessment Center, U.S. Secret Service
é Mass Attacks in Public Spaces: 2016-2020. Washington, DC: U.S. Department of Homeland Security, 2023
©9

Nk~

This report is based on the study examining mass attacks in public spaces from 2016 to 2020 and builds on NTAC’s extensive history of studying all forms of
targeted violence. The operational implications presented in the report support development of policies and protocols for behavioral threat assessment
programs.

O FBI Law Enforcement Bulletin, Schweit, Katherine W.
g @ “Addressing the Problem of the Active Shooter.” Last modified May 7, 2013
(%12

¥/

The article outlines the FBl initiatives to support state, local, tribal and campus law enforcement officers who may face an active shooter situation. The
article presents key considerations of the active shooter, important training opportunities, and active-shooter statistics.

Justice Technology Information Center, National Institute of Justice
Law Enforcement Vehicle Lighting and Reflectivity Studies: An Overview. Washington, DC, 2019
The report explores the history of lighting and reflectivity, the current state of adoption and future trends. It is primarily aimed at law enforcement agencies.
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https://journals.sagepub.com/doi/10.1177/1043986219840237

https://www.secretservice.gov/sites/default/files/reports/2023-01/usss-ntac-maps-2016-2020.pdf
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@ American College of Surgeons (ACS)
g Strategies to Enhance Survival in Active Shooter and Intentional Mass Casualty Events: A Compendium. Supplement to the Bulletin of the American
$9

Sk

College of Surgeons 100, no. 1S (2015)
This compendium has been developed to provide evidence to support techniques that will enhance survivability from active shooter and intentional mass casualty
events. A component of preparedness is ensuring that there is a comprehensive, fully integrated system to manage the victims of active shooter events.

International Association of Chiefs of Police (IACP)
k) “Tactical Emergency Medical Training for Law Enforcement Personnel.” Resolution adopted at the 120th Annual Conference, October 23, 2013
\Z The document contains a resolution recommending that every law enforcement officer should receive tactical emergency medical training including critical core skills of
early, life-threatening hemorrhage control and rapid evacuation of mass casualty victims to a casualty collection point.

Guides @
Federal Emergency Management Agency (FEMA), U.S. Fire Administration
‘:%9 — Fire/Emergency Medical Services Department Operational Considerations and Guide for Active Shooter and Mass Casualty Incidents. Washington,
—|  DC,2013

The guidance document was developed as a fire and Emergency Medical Services (EMS) resource that can be used to support planning and preparation for
active shooter and mass casualty incidents.

ﬂ This federal, multi-disciplinary first responder guidance translates evidence-based response strategies from the U.S. military’s vast experience in responding
0 to and managing casualties from IED and/or active shooter incidents. The guidance incorporates civilian best practices and lessons learned, as well as
recommendations.

C N U.S. Department of Homeland Security (DHS)
é First Responder Guide for Improving Survivability in Improvised Explosive Device and/or Active Shooter Incidents. Washington, DC, 2015
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National Association of State EMS Officials (NASEMSQO)
@ % National Model EMS Clinical Guidelines: Version 3. Falls Church, VA, 2022

These guidelines are intended to help state EMS systems ensure a more standardized approach to the practice of patient care, and to encompass evidence-
based guidelines as they are developed.

Administration for Strategic Preparedness and Response; Technical Resources, Assistance Center, and Information Exchange, U.S. Department of Health and Human
C N Services (HHS)

é Mass Violence/Active Shooter Incidents: EMS Considerations. Tip Sheet. Washington, DC, 2022

The tip sheet is based on discussions ASPR NHPP and ASPR TRACIE had with healthcare personnel who were involved in the October 2017 mass shooting

Sk response in Las Vegas and supplemented with information from other recent no-notice incidents.

Southwest Texas Regional Advisory Council

g%gg Regional Field Triage Algorithm. San Antonio, TX, 2021

A flyer depicts a flowchart intended for a field triage/assessment during a life-saving interventions.

Chemical Hazards Emergency Medical Management, U.S. Department of Health and Human Services
ﬂ@ “SALT Mass Casualty Triage Algorithm (Sort, Assess, Lifesaving Interventions, Treatment/Transport).” Last modified September 5, 2023
0 The chartillustrates a SALT (Sort, Assess, Lifesaving Interventions, Treatment/Transport) Mass Casualty Triage Algorithm.

Administration for Strategic Preparedness and Response; Technical Resources, Assistance Center, and Information Exchange, U.S. Department of Health and Human

Services (HHS)
@ . Mass Casualty Trauma Triage: Paradigms and Pitfalls. Washington, DC, 2019

The focus of the paper is to inform EMS medical directors and EMS systems planners and hospital emergency planners of key differences between
“conventional” MCls and mass violence events that are dynamic and have an exceedingly large number of patients. The document contains planning
considerations for developing MCI plans and training programs.
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EMS World, Morrissey, Jim
) @ “EMS Response to Active-Shooter Incidents.” Last modified July 2011

The article provides a hypothetical scenario of an active shooter event and explains potential courses of action for EMS responding to that incident. The
article describes the difference among active shooter events and points to the need for a specialized training with law enforcement.

Reports ®

EMS1, Phelps, Scot

@ “Why Paramedics Are Qualified Emergency Care Providers.”. Last modified May 6, 2015

The article highlights paramedics’ qualification as emergency medical providers in comparison with nurses.

Disaster Medicine and Public Health Preparedness, Lerner, E. Brooke, Schwartz, Richard B., Coule, Phillip L., Weinstein, Eric S., Cone, David C., Hunt, Richard C., Sasser,
Scott M., et al.

“Mass Casualty Triage: An Evaluation of the Data and Development of a Proposed National Guideline.” 2, no. S1(2008): S25-S34
\¥/ This review reports on a consensus committee process used to evaluate and compare commonly used triage systems, and to develop a proposed national
mass casualty triage guideline.

Disaster Medicine and Public Health Preparedness, Cambridge University Press
SALT Mass Casualty Triage: Concept Endorsed by the American College of Emergency Physicians, American College of Surgeons Committee on
) @S} Trauma, American Trauma Society, National Association of EMS Physicians, National Disaster Life Support Education Consortium, and State and
Territorial Injury Prevention Directors Association.” Disaster Medicine and Public Health Preparedness 2, no. 4 (2008): 245-246

The article provides an overview of the SALT Mass Casualty Triage concepts.
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Post-Incident Response and Investigation

Guidance from this
section can be

. o . . o . referenced in the
In the wake of a critical incident involving a law enforcement response, it is most often the case that multiple Critical Incident Report

investigations and reviews will occur as a result. It is also often the case that these investigations and reviews will be - Chapter4

. . . . . . . . °

housed within a single 'ag('ancy. For large-scale '|nC|dents, where njlultl'ple agencies res'pond and play 'an integral roFe Post-Incident Response
in the outcome, post-incident response requires careful coordination among the involved agencies. The public . .

ts the sub t investigations of such incidents to b hensive, t t, and timel and Investigation

expects the subsequent investigations of such incidents to be comprehensive, transparent, and timely. pages 177-185

Investigators must take important steps to ensure the scene is safe and secure. They must identify and mitigate all
risks and hazards that can result in potential injuries to those remaining on scene, as well as protect against
anything that may compromise the integrity of the crime scene. Coordination between different respondents, such
as investigators, forensic teams, and paramedics, is vital, as regular briefings and information sharing can promote
teamwork and increase efficiency.

This module provides information on three key aspects of post-incident response

* Investigative Command Principles—This section describes principles of establishing an investigative command and the actions taken by law enforcement in
the wake of the tragedy at Robb Elementary.

* Crime Scene Management Principles—This section describes the principles of crime scene management and how they were applied in the wake of the
tragedy at Robb Elementary.

* Investigations and Incident Reviews—This section describes the nature and purpose of various investigative and review processes that take place in the
wake of a critical incident, and how they were implemented after the tragedy at Robb Elementary.
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Investigative Command Principles

Establishing investigative command after a multi-agency response to a mass casualty incident is critical to ensure effective control and coordination of the scene and
responsive resources, assignment of investigative assets, collection of information and intelligence, and external and internal communication.

Crime Scene Management Principles

In the wake of an incident, the crime scene must be rapidly secured with the establishment of inner and outer perimeters, controlled access, and a log of all individuals
who access the crime scene. Doing so will also allow investigators and crime scene analysts to complete their tasks without external distractions or security risks. In
addition to coordinating assets and assessing the crime scene, investigators must begin locating witnesses, taking initial statements, tracking down leads, and
conducting interviews to ascertain a complete understanding of what occurred. Investigators must conduct a neighborhood canvass to help identify potential
withesses, who may have video or audio evidence, and who may not come forward or be otherwise identified. In the case of many mass casualty events and most active
shooter incidents, there is no suspect to search for or apprehend because the subject is killed. However, there is a need to take into account that threats such as
secondary devices, improvised explosive devices (IEDs) that may have been left behind, accomplices, and copycats will need to be mitigated. Additionally, in the
investigative process, other individuals may be uncovered as legally liable for some of the killer’s actions.

The crime scene must be processed rigorously and systematically even if the subject is deceased. All artifacts should be treated as evidence and collected,
documented, and preserved. Various aspects of the crime scene should also be captured through video and photography. Victims should be photographed, processed,
and removed from the scene as quickly as possible. Crime scene analysts, technicians, and investigators should work closely with the lead detectives or investigators
responsible for the overarching investigation of the incident.
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Investigation and Incident Review Principles

In the wake of a critical incident that involves serious injury or the loss of life, there are usually two investigations that take place: a criminal investigation into the actions
of the assailant, and an administrative investigation examining the adherence to policies and procedures and the response of the responding law enforcement
personnel. Additionally, in some circumstances, other special reviews (e.g., critical incident reviews, after action reports, use of force reviews) that are outside of the
formal investigative processes, but an integral part of organizational learning may occur.

A criminal investigation into a mass casualty incident still plays a crucial role in the criminal justice system, even though the subject is often deceased, and the
defendant will never stand trial for the crimes committed. The criminal investigation is essential in uncovering potential accomplices to the crime, understanding the
offender’s motives, providing an official record of the incident, and helping to provide resolution to the victims, survivors, families, and the community. These
investigations can be complex and time-consuming but nonetheless serve a vital purpose in our criminal justice system.

In addition to a criminal investigation, critical incidents often result in one or more administrative investigations of officer conduct during the incident. Depending on the
agency and incident in question, it could include, but not necessarily be limited to officers who used force; supervisors or other officers who made critical decisions that
impacted public safety; officers who may have been engaged in or witnessed misconduct; and officers who have had complaints filed against them in connection to the
incident, whether internal or external.

A third lane of review following a critical incident is generally known as critical incident reviews or after- action reviews (AARs). The form and function of these boards will
vary and are often designed within the constraints of the agency’s internal and external environments—including the size of the agency, resources available, and
collective bargaining agreements that may be in place. Law enforcement agencies vary in their use of such reviews, with many larger agencies having standing boards
and formalized processes for both small- and large-scale incidents. While such reviews are routinely conducted internally, agencies will also seek external assistance
with such reviews, especially for high- profile incidents that challenge public trust and demand an independent, outside review. AARs play a crucial role in law
enforcement, aiding in both personal career development and organizational growth. They provide a systematic approach for agencies to assess and analyze their
actions after a particular incident. In essence, AARs in law enforcement contribute to continuous learning and improvement, fostering a culture of self-assessment and
learning from both successes and failures. Importantly, the law enforcement profession has largely embraced the value in AARs as a learning tool to understand the
lessons learned from other law enforcement agencies in responding to unique events.
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Post-Incident Response and Investigation
" Policy ®
é International Association of Chiefs of Police (IACP)
5 Model Policy on Crime Scene
¥ The purpose of this policy is to provide officers and other crime scene personnel with guidelines to document, collect, package, and preserve evidence.
Guides @

g@ N Santa Clara County Police and Fire Chiefs’ Associations
Active Shooter/ Criminal Mass Casualty Protocol
The protocol seeks to implement best practices emerged from the past active shooter incidents. The document provides a framework to facilitate a
comprehensive and effective response.
National Institute of Justice (NJ)
Mass Fatality Incidents: A Guide for Human Forensic Identification
Y/ The guide is designed to assist all jurisdictions in creating new mass fatality plans or reviewing existing plans. First responders and others can use this guide

to understand the death investigation process. The guide can assist them in developing operational tactics for routine as well as mass fatality incidents.

Community Oriented Policing Services (COPS) and International Association of Chiefs of Police (IACP)

Officer-Involved Shootings: A Guide for Law Enforcement Leaders
Y The guide is designed to assist all jurisdictions in creating new mass fatality plans or reviewing existing plans. First responders and others can use this guide

to understand the death investigation process. The guide can assist them in developing operational tactics for routine as well as mass fatality incidents.

Community Oriented Policing Services (COPS) and International Police Executive Research Forum (PERF)

% Promoting Effective Homicide Investigations
@ This guide provides law enforcement agencies with information from both practitioners and academics regarding homicide investigations, and specifically
how to improve their investigations with key components in mind. Readers will learn about policies and protocols, as well as legal components.
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Post-Incident Response and Investigation

Training @

Community Oriented Policing Services (COPS)
ﬂ@ @ After-Action Review and Reporting: An Introduction
0 This online training course provides law enforcement agencies with a better understanding of when after-action reviews are necessary and how to conduct such reviews
in an impactful way.

Resources- ®

International Association of Chiefs of Police (IACP)
@ Critical Issues: Firearms Security, Training, and Investigations
O IACP developed a clearinghouse that includes resources for agencies regarding firearms security, training and investigations.
F National Policing Institute (NPI)
@ After-Action Review Library
L

This resource provides a library of after-action reviews of critical incidents. Additionally, there is information included for agencies giving direction on how to
conduct after-action reviews.

Community Oriented Policing Services (COPS) and National Policing Institute (NPI)

% How to Conduct an After-Action Review
© This resource provides law enforcement with a “how-to” guide on conducting after-action reviews in their jurisdiction. Additionally, it provides a meta-
analysis of numerous after-action reviews.
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Critical Incident Review

Guidance Summary ke

Public Communications During a Tragedy

Guidance from this
section can be
referenced in the
Critical Incident Report
Chapter 5. Public
Communications During
and Following the Crisis

Role of Public Information Officers and Joint Information System pages 190-229

Public Communications Principles

Several key principles can help to guide successful communications during a tragedy.

A critical component for coordinated communication during a tragedy is the identification of a public information
officer (PIO) and the establishment of a Joint Information System (JIS). AJIS is the “processes, procedures, and tools
that facilitate communication to the public, incident personnel, the media, and other stakeholders.” JIS operations
are housed in a Joint Information Center (JIC).

The Federal Emergency Management Agency (FEMA) guidance for PIOs provides a summary of the PIO function in an
incident command structure (see Figure 1 on the next page).
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The Federal Emergency Management Agency (FEMA) guidance for PIOs provides a
summary of the PIO function in an incident command structure (see Figure 1):

* Proactively develop accurate, accessible, and timely information for use in

press/media briefings, written media releases, or web and social media posts. Figure 1. Sample incident command structure with a single incident commander.

* Monitor information from traditional media, the web, and social media that is

relevant to incident planning and forward it as appropriate.
* Understand and advise incident command on any necessary limits on
information release. INCIDENT PUBLIC
e = INFORMATION
* Obtain the Incident Commander’s approval of public materials. COMMANDER OFFICER
* Conduct and prepare officials for media briefings.
 Arrange for tours, community outreach events, interviews, and briefings. _ :?FFIE:.II-EYR
* Make information about the incident available to incident personnel.
* Participate in planning meetings.
i ] LIAISON
* Identify and implement rumor control methods. — | OFFICER
* Inincidents involving multiple agencies, leadership may establish a JIC. The PIO
participates in or leads the JIC.
The command post addresses the operational aspect of a response, while the JIC 1
becomes the focal point for feeding the public and media information and direction during OPERATIONS PLANNING LOGISTICS ALl 2
. . o . . . . ADMIN
a devastating, high-profile incident. The JIC and media staging area should typically be in SECTION SECTION SECTION SECTION
line of sight of the command post. A JIC can be virtual via phone calls and text messages CHIEF CHIEF CHIEF CHIEF
until there is time to set up a physical JIC location near the scene or in the command post.
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While in a JIC, PIOs:
* identify key information to be communicated to the public

* craft clear messages in plain language that all can understand, including people with limited English proficiency (LEP), with disabilities, or with access and
functional needs (AFN)

* prioritize messages to ensure timely delivery of information without overwhelming the audience
* verify information accuracy
* disseminate messages using the most effective means.

Most importantly, each PIO contributes to a unified message that is accurate and consistent, and like the command post, the JIC will include PIOs from all relevant
multidisciplinary stakeholders.

It is also critical to establish a lead agency for each phase of the response during an incident from a communication perspective. A social media tactic that has been
successful for many agencies and has become recognized as a best practice is to establish the lead agency as the official source of information during a high-profile,
large-scale incident by stating in a post or tweet that all information will be released from a specific agency’s social media platform. That agency should also instruct
that it is shutting down other modes of communication (such as telephone calls and emails) so the public and media are aware that information will be released only
through one official source.

It is simply impossible to staff the onslaught of calls and emails that follow an event of this magnitude. This technique is useful for de-escalating the media because it
informs the media that the agency is aware of the appetite for timely information. It also helps the agency impact the narrative forming on social media.

Content of Communications

During a tragedy, it is the responsibility of a government organization to verify information before it is released. It should be confirmed by at least two sources before it is
shared, if possible. In the event that information shared is discovered to be false, it must be corrected as quickly as possible. The faster inaccurate information is
corrected, the better the chance of maintaining public trust. It is also important to inform the public that information is preliminary and will continue to evolve as the
situation unfolds or as the investigation progresses.
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Intentionally and thoughtfully considering how culture is influencing an impacted population after a mass violence event can also help to increase the possibility
impacted individuals will understand and accept the messaging being communicated, access the support provided, and trust in those delivering it. Culture is a very
complex concept that encompasses values, traditions and beliefs, spirituality, customs, ways of thinking, systems of language, and communication; behaviors and
practices; and ways of living together that people share in common and that can be used to define them as a collective, or a group. There are many different ways of
being within different cultures and subcultures, and there are always those who act in countercultural ways.

During a crisis, providing information in the individuals’ primary or preferred language is critical. It is essential for law enforcement agencies, government entities, and
other community organizations to provide information for limited-English-proficient individuals. Communications in communities for whom English is not their first
language should be provided in the primary languages of those impacted. Even when the majority of the population indicates that translation is not necessary, it may be
prudent to continue to provide such translation to ensure that anyone needing the service is not feeling stigmatized or outcast as a result.

In all situations, those working with impacted communities other than their own require information about the cultures of the impacted groups. Responders and PIOs
must ensure they are accurately pronouncing names and spelling them correctly and using the syllabic emphasis as spoken by the locals. It is imperative to work closely
and build relationships with formal and informal leaders. Ideally, an informed community member can act as a resource for cultural information, but more than one
source should be sought. Census data can help identify little-known or unknown subgroups of people impacted and as noted earlier, recognize that cultural expression
varies even within identified groups. Those providing services to the community should research the demographics and any information that can be found on the
impacted community. Providers should avoid making assumptions about a particular person, population, or community, but rather ask and learn. Everyone interacting
with victims needs to refrain from stereotyping and relying on sources from outside the specific population they are working with to decrease the chances of noticing
gossip, insinuation, myth, bias, and racism.

Responders and PIOs should attempt to engage more than one resource for cultural information so that they verify and expand the understanding of who is impacted by
and may need support following an incident. They should ensure all sources are credible, ideally from within the impacted community itself.
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Inquiries to be addressed should include the following. Also, look for gaps in information and work with community leaders to identify:
* Who might be able to inform in those areas?
* How do people in the community understand health, mental health, and wellness?
* What does recovery look like?
* What is the context of the incident and the community within which it occurred?
* What s the history of the area?
* What is the community’s previous experience with government?
* What are social issues within the community?
* |sthere community unrest or discourse?
* Has the community experienced more than one disaster, emergency, or mass violence incident within the past five years?
* Isthe community well-resourced or lacking in economic, health, and mental health services?

Conducting Briefings

Industry practice with a large-scale incident of this nature is for a law enforcement executive to speak first about the incident in a briefing. The chief or sheriff may be
standing next to an elected official or next to a law enforcement or community partner, but the best source of calm and security for the community is a high-ranking local
law enforcement official.
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After the first news briefing, the lead agency should be working to release basic details in follow-up news conferences, such as an update on the number of victims and
their conditions, information about the subject, the type of weapon(s) used, and the status of the investigation. Some activities take place at every crime scene and can
be shared, such as meeting with victims’ family members, identifying witnesses, conducting interviews with witnesses and the involved officers, and processing the
crime scene. In general, talking about these activities at the news conference does not compromise the investigation, and it shows the community that law enforcement

is making progress. Releasing the victims’ names or photographs once gathered is also a critical step for acknowledging the devastating loss of life and uniting the
community in its grief.

When the situation is resolved, a law enforcement leader should work to establish a feeling of safety in the community with a news briefing that announces the
resolution and includes details of how that was accomplished. If an incident is not quickly resolved, the leader should hold regular news briefings to keep the
community informed. The leader should strive to show strength balanced with compassion and care for those suffering tragic injuries and losses.

During any briefings, the media will likely have many questions that cannot be fully answered so early in the investigation, but it is vital to establish transparency and
accountability by responding to media questions, even if the response is, “We don’t have that information yet, but we’ll keep you advised.” Answering the media’s
questions not only invokes a spirit of transparency, but also sometimes helps an agency recognize prominent issues it may have inadvertently overlooked. Ultimately, if
an organization treats the media with suspicion and mistrust, the media may respond in kind.

Finally, consistency in messaging is critical in the hours following a mass casualty incident, and the community needs consistent leadership to avoid confusion. Thus, a
consistent message should be shared by a single consistent leader in briefings. An agency should avoid one-on-one interviews during large-scale incidents while
information is still evolving. This can lead to unintended inaccuracies when releasing information.
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How Public Communications Impact Outcomes from Traumatic Experiences

A traumatic experience is one that creates a risk of serious injury or death to a person, or to someone they love. Exposure to the event can inflict psychological harm in
varying degrees. The threat and one’s proximity to the threat, or even the perception of such a threat, increase the risk of developing a diagnosable mental health
condition such as depression, anxiety, or post-traumatic stress disorder (PTSD). This risk is based on other variables that are unique to each victim, including their past
trauma history, current mental health concerns, social and economic status, language proficiency, and cultural and ethnic influences. While most people will recover
from traumatic events in a reasonable time frame with good coping and social supports, a small but significant percentage of people will go on to develop a diagnosable
mentalillness as a result of the experience.

In incidents that are caused by humans with intent to harm, such as mass violence and terrorism, the percentage of those at higher risk of developing a mental illness
(20 percent) is twice that of natural disasters or accidents (10 percent). Additional variables influence whether those impacted actually go on to develop a diagnosable
mental illness or recover from their acute stress reactions in a reasonable amount of time. In a large-scale event, 20 percent of the affected population—as many as
3,000 people-could be at elevated risk of developing a mental illness such as PTSD, depression, or other anxiety disorders.

Mental illness can interrupt a person’s ability to engage in a healthy way with others, complete school, succeed at work, have relationships, or be a productive member
of the community. While many people who have a mental illness can function well with proper treatment, the rate of unemployment is higher among U.S. adults who
have mentalillness (7.4 percent) compared to those who do not (4.6 percent). Of those who are in the public mental health system, almost 80 percent are unemployed.
Additionally, people experiencing the traumatic stress of a mass violence incident can experience more health-related illnesses, such as cardiac problems,
immunodeficiency illnesses, and obesity.

Early interventions provided after traumatic events can help mitigate the development of these problems, but many factors inhibit disaster victims, survivors, family
members, and responders from receiving the types of services from which they might benefit. Typically, most people do not see themselves in need of mental health
services, even in the aftermath of a disaster, emergency, or mass violence event when they are experiencing acute stress and distress. For many people, the stigma
surrounding those with mental health concerns and the perception that seeking mental health treatment is a sign of weakness prevent them from identifying themselves
as someone in need of or accepting help. Cultural and religious beliefs can also inhibit help seeking, and some lack confidence in health and mental health service
providers.
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With effective messaging that encourages and normalizes accessing diverse types of support services after a mass violence event, those impacted may be more likely
to seek help. Television, radio, and print ads showing everyday people struggling and reaching out for services have been effective in previous mass violence events.
Public awareness and marketing campaigns should be funded as part of a disaster response program. Moreover, planning should include consideration of needs over
the long term, which at minimum is considered a three- to five-year period. The negative emotional impacts of mass violence can remain with victims throughout their
lives. For many, it takes years to realize that their distress is a result of their exposure to the event, thus it is not unusual for victims to seek services many years after an
incident. Communities can help victims understand that reaching out for help months or years later is common and that these disaster-specific supports can help.

Another way to combat the stigma is to refrain from referring to recovery and resilience activities as “mental health services.” Most interventions related to distress
experienced after a disaster or mass violence incident are not traditional mental health treatments.

Psychoeducation

Psychoeducation is an evidence-based therapeutic intervention for victims and their loved ones that provides information and support to help those individuals better
understand and cope with traumatic events. Psychoeducation was originally used in the early 1980s to work with patients who had a serious illness, along with their
families, but today it is more commonly used to work with anyone experiencing acute stress or distress as a result of a traumatic event.

Psychoeducation is a recommended intervention offered to victims and family members to help them identify the core, most common distress symptoms they may be
at risk of experiencing as a result of a traumatic experience (along with other risk factors) and what they can do to reduce distressing symptoms and mitigate the
development of a mental illness as a result. These symptoms can occur in any or all of five domains, often overlapping:

* Physical (heartracing, headaches, stomachaches, exhaustion, sleep problems)

* Behavioral (irritability, shaking, impulsivity)

* Emotional (anger, depressive-like signs such as crying and numbness)

* Cognitive (inability to focus, poor decision-making, poor judgement)

» Spiritual (angry at God, questioning one’s faith, loss of a sense of meaning)
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The focus is on helping people understand that in the aftermath of a traumatic event (and possibly for an extended period of time, often past the first-year marker of an
event), these reactions and symptoms are common, expected, usually short-lived, and can be decreased more quickly with good coping and social supports. Of
consideration, too, are external impacts that can increase or decrease distress, such as the economic status of the individual, family, and community; expectations and
support or lack thereof (trauma-informed public communications are considered a positive social support that can help in the healing process); social structures, such

as racism and inequality; as well as geographic and community-capacity concerns, especially in rural areas and some segments of cities where fewer resources of any
kind exist.

Psychoeducation teaches problem-solving and communication skills and provides education and resources in an empathetic and supportive environment.
Psychoeducation can also mean teaching victims and family members specific coping skills that they can use to manage their symptoms (e.g., rest, breathing, and
meditation exercises; mild physical exercise like walking and stretching; eating healthy; being with social supports who understand and accept how you feel; reaching
out and asking for help). When developing coping skills, victims and family members are more likely to use these skills successfully if they understand why the skills
might be helpful and how they work. Results from more than 30 studies indicate that psychoeducation improves well-being, lowers rates of reoccurring symptoms, and
improves recovery. Research in post-disaster situations informs us that victims and family members who have experienced a traumatic event can see a statistically
significant decrease in distress symptoms when they are provided with psychoeducational information. Being informed about which acute stress reactions to expect,
patterns of recovery, potentially activating events and timelines, and helpful interventions for stress reduction, coping, and self-care can have the effect of decreasing
anxiety.21

Family and victim forums that are focused on providing psychoeducation regarding what to expect in terms of physical, behavioral, emotional, cognitive, and spiritual
impacts; anticipation of activating events and timelines; social supports and good coping vs. negative coping; victim services; and resources and lessons learned from
previous events and from peers have become best practices in the aftermath of mass violence events. Holding these events and having victim advocates in attendance
with resource and referral information can help victims and family members be informed and feel cared for and cared about in a way that can support their recovery.
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Guides ®

Federal Emergency Management Agency (FEMA)
National Incident Management System Guidance for Public Information Officers
The guidance provides operational practices to help PIOs perform their duties within the NIMS Command and Coordination structures.

Body-Worn Camera Training & Technical Assistance Program
Developing a Crisis Communication Plan: 5 Important Strategies

The guidance explores five important strategies that should be part of any agency’s crisis communication plan.

World Health Organization (WHO)
“Definition of Health.”
The webpage provides a definition of health, along with the concept and determinants of health.

Substance Abuse and Mental Health Services Administration (SAMSHA)
Communicating in a Crisis: Risk Communication Guidelines for Public Officials
The document discusses risk communication guidelines for public officials.

Inter-Agency Standing Committee (IASC)

IASC Guidelines on Mental Health and Psychosocial Support in Emergency Settings

The guidelines offer essential advice on how to facilitate an integrated approach to address the most urgent mental health and psychosocial issues in
emergency situations.

War Trauma Foundation

Psychological First Aid: Guide for Field Workers

The guide covers psychological first aid which involves humane, supportive and practical help to fellow human beings suffering serious crisis events. It is
written for people in a position to help others who have experienced an extremely distressing event.
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https://www.publichealth.com.ng/world-health-organizationwho-definition-of-health/
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Center for the Study of Traumatic Stress
Curriculum Recommendations for Disaster Health Professionals: Disaster Behavioral Health, Second Edition

25
&5

This guidance was created with the intent to 1) provide a framework upon which to build disaster behavioral health curricula and 2) compile and give access to up-to-date,
credible resources to support such curricula.

Mental Health Technology Transfer Center (MHTTC)

After a School Tragedy . .. Readiness, Response, Recovery, & Resources

This documentis designed to help schools better support students and families in the aftermath of violence and trauma. It provides strategies to assist schools with
readiness, response, and recovery to help a school community supportresilience in the event of a tragedy.

L

Center for the Study of Traumatic Stress (CSTS)
Leadership Communication: Anticipating and Responding to Stressful Events
@ The guide provides considerations for leaders’ communication strategies during stressful situations.

i

United Nations Office of Counter Terrorism (UNOCT)

Crisis Communications Toolkit; Global Programme on Preventing and Countering Violent Extremism

The toolkit has been developed to strengthen the capacity of member states and civil society to develop strong crisis communication which can help them to prepare,
0 respond and recover from crises brought about by terroristincidents.

ke
;)

@ Diagnostic and Statistical Manual of Mental Disorders, Fifth Edition (DSM-5)
é @) Diagnostic and Statistical Manual of Mental Disorders

The manual contains a classification of mental disorders with associated criteria designed to facilitate more reliable diagnoses of these disorders. It is a tool for clinicians.

Community Oriented Policing Services (COPS)

Strategic Communications for Law Enforcement Executives

This guide expands upon COPS and Major Cities Chiefs Association’s previous publication on strategic communications. In this guide, law enforcement
agencies will learn how to develop strategic communications plans and help to develop and foster community trust.
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Training O

New York State Psychiatric Institute

O
é @ “Patient and Family Library.”
‘%’? The online library is intended to assist patients and families seeking information about the patient’s diagnosis; it provides books, videos, and brochures
about mental health.

Reports o

Clinical Social Work Journal

Lessons Learned from the Boston Marathon Bombing Victim Services Program

This article shares what is known about traumatic stress reactions related to human-caused, mass-violence events; and it provides program details, lessons
learned, and recommendations from the Boston Marathon Bombing Victims Assistance program.

&0

Pal, Judy, Khadijah Carter, Eric Kowalczyk, and Christine Townsend

Strategic Communications for Law Enforcement Executives

The guide outlines opportunities and pitfalls of different media and leads agency leadership and communications staff through crafting four kinds of
communication plan: strategic plans for a long-term image, tactical plans for communication during large events, crisis response plans, and interview plans
to stay on-message.

iy

e Ghe

National Alliance on Mental lllness (NAMI)

Employment and Mental lllness: Investing in Programs that Work

The document explores the current state of mental illness and employment in the U.S. and examines the reasons for low unemployment rates among people
with mental health conditions and describes the most effective supported employment programs.
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Critical Incident Review

Guidance Summary R

Trauma and Support Services

Guidance from this
section can be
referenced in the
Critical Incident Report

Preparation and prevention discussions often intensify after incidents of mass violence and active shooter events,
especially following those tragedies that garner significant media attention. Additionally, a wealth of resources is
now widely available, including reports, toolkits, articles, and studies on active shooter events and how to prepare

and respond to them with education, training, and preparedness measures such as target hardening, equipment, Chapter 6.
and models of response. Notably, however, discussions and resources regarding the emotional aftermath that Trauma Support Services
include immediate and long-term care are often not on the forefront of planning, preparation, or response. pages 237-315

It is essential, however, to focus also on support services for individuals who are exposed to tragedies like a mass
casualty incident. Helping those affected understand that they can access crisis counseling, learn good coping
skills, reach out to social supports, and access their innate strengths to build their resilience may decrease the
number of people who go on to develop a mental illness as a result of their exposure to the traumatic event and its
aftermath. In disaster studies, the size, vitality, and closeness of a survivor’s social network are also strongly and
consistently related to positive mental health outcomes. Adequate support, services, and resources all contribute to
recovery and healing.

The goal is to return affected individuals and communities to their pre-disaster level of functioning or achieve a sufficient level of adaptation to resume their lives by
doing the things they would normally do, working, participating in family and community events, and having moments of joy again. This is why attention to behavioral
health (mental health and substance abuse) service delivery matters. It matters to people directly impacted and their families; it matters to those indirectly affected,
such as responders and their families; and it matters to the community at large. Crisis intervention and other mental health supports can help mitigate severe emotional
distress or the development of a mental illness and allow people to remain productive members of their communities, preventing them from entering our public health
and mental health systems for a significant segment of their lives as a direct result of a traumatic event.
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Effects of Traumatic Events on Victims, Families, and Community

The trauma suffered by an individual who experiences a traumatic event goes beyond the horrific minutes of the tragedy itself. The memory, as well as the emotional
distress, can last a lifetime. Notably, incidents of mass violence with intent to harm, such as the school shooting at Robb Elementary, have a longer recovery trajectory
overall than the mass loss of lives caused by natural disasters. Humans need to make meaning of tragedies. And sadly, in these types of events, meaning just cannot be
found. After natural disasters, the risk of developing post-traumatic stress disorder (PTSD) can increase by 10 percent for those exposed to that event from the general
population. However, for those exposed to mass violence, that risk doubles to 20 percent or more, along with increased risk of major depressive disorder, other anxiety-
related disorders, and varying health problems and social concerns. From a well-being perspective, research shows that 4 weeks after a mass shooting, there is a 27
percent decline in the likelihood of having excellent community well-being and a 13 percent decline in the likelihood of having excellent emotional health. Focusing on
youth, research released in May 2022 analyzed data from students exposed to school shootings in Texas and found an increase in absenteeism and grade repetition; a
decrease in high school graduation, college enrollment, and college completion; and a decrease in employment and earnings into their mid-20s.

Moreover, it has been documented that trauma can be passed down through generations. Although the study/field of intergenerational trauma is relatively new, recent
studies reveal how survivors’ initial reactions to an event may affect future generations. The repercussions of what happened in Uvalde will reverberate not only within
the immediate survivors, victims’ families, and those directly impacted, but also with the participating responders and the community at large. Fear, distrust, anger, and
similar natural reactions and emotions may be felt, discussed, and passed on to other generations by many of those impacted.

Effects of Traumatic Events on Responders

Alongside the impact of this horrific crime on victims and families, there is an increased recognition of the risk that responders face because of their work in
emergencies.

Occupational stress in responders is associated with increased risk of mental health issues, including hopelessness, anxiety, depression, and PTSD, as well as suicidal
behaviors such as suicidal ideation (thinking about or planning suicide) and suicide attempts. Mass violence incidents, increase the negative emotional effects on
responders, which may manifest as PTSD. Although current understanding of the impact of mass shootings on the psychological well-being of responders is limited,
studies have demonstrated that the prevalence of probable PTSD increases over several years after a mass casualty incident. Responders may also experience
secondary traumatization, also known as compassion fatigue, which refers to the psychological distress caused by exposure to the traumatic experiences of others. Itis
important to note that everyone’s experience of trauma is unique and can vary depending on factors such as their role in the incident, level of exposure, and personal
coping strategies. A comprehensive approach to psychological support services for responders to a mass casualty incident should include immediate and ongoing
interventions, along with education and training to promote mental health and wellness.
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Given the significant effects of traumatic events on victims, families, responders, and the community, it is essential to have trauma-informed, victim-centered, culturally
sensitive services, approaches, and practitioners following a mass casualty incident. We need to prioritize the trauma support and wellness of law enforcement
professional staff, including dispatch and communications personnel, ambulance drivers, records management staff, evidence technicians, and other support staff
who are involved in major incidents. To use an iceberg analogy, the tip of the iceberg is the operational and tactical preparedness and response to the active shooter
incident; this is the area that receives the most significant attention and resources. However, the trauma component that lies beneath the waterline should be given the
same recognition, education, follow up, support, and resources, as the psychological impacts are second only to injury and death.

The timeline of movement from one disaster phase to another is not exact but is generally divided into acute, immediate/intermediate, and long-term phases. The
chapter is organized into sections based on the phases in which support services were delivered:

* Acute Support Services—this section covers the first 24-72 hours post-incident.
* Immediate or Intermediate Support Services—this section covers the first-year post-incident.
* Long-Term Support—this section covers support that can continue for years beyond an incident.

Each section discusses the generally accepted practices and standards related to trauma and support services, and any relevant background.
Acute Support Services

During any emergency at a school, it is the responsibility of the adults overseeing the care and safety of their students to remain calm and reassure the children that the
teachers, school staff, and law enforcement are the ones in charge and will take care of them. Children look to the adults around them for guidance—not only on what to
do, but also on how to respond, since children have a “felt sense” that helps them detect adults’ fear and anxiety. In younger children, their emotional responses tend to
mirror those of their adult caregivers regardless of the reality of the situation. Thus, it is essential that caregivers and all adults understand the importance of regulating
their own emotions, reassuring the children under their care that the adults are in charge, and providing calming messaging. At times, adults need to provide clear, firm,
and direct instruction and direction, but it can still be provided in a trauma-sensitive manner.

Throughout an incident, the adults can reassure the students that they will be ok, that they are cared about, and that they can help each other to feel better by being
supportive and caring. While no one can guarantee that everyone will be safe, it is more psychologically damaging to take hope away from anyone in a traumatic event. It
is especially problematic to instill fear in children. Even if the children perceive danger, their fear can be mitigated with the trust and hope that the adults will take care of
everything and keep them safe.
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The developmental age of the children will contribute to their understanding of the situation. Still, even the most practical individuals—especially optimists—can use
denial, in the short term, as a coping mechanism to help keep calm, have hope, and believe they will survive, regardless of the reality of the situation. Optimism is a
characteristic of resilience that can guard against development of mental illness. Optimism can even move victims toward post-traumatic growth, which is the ability to
see how traumatic experiences can bring some positive aspects or positive change to our lives, including the realization that we have personal strength; an appreciation
for what we have, especially our relationships; spiritual growth, including a sense of meaning and purpose; and hope for the future.

Trauma-Informed Evacuation and Perimeter Principles

From a trauma perspective, it is important to note that evacuation planning should involve designating safe evacuation routes and safe spaces, or cold zones, where the
evacuees can be guided. Once in a safe zone, evacuees should receive medical triage and screening, and emotional support. Evacuees should also receive mental
health screening. Where possible, responders should also establish an on-site system to identify those evacuated, along with the guardians or next of kin who will be
notified of the victims’ location or destination.

Those in charge of the incident scene are also responsible for establishing perimeters that can keep all nonessential individuals away from the hot zone or crime scene,
especially on roadways that need to remain clear for emergency vehicles to get through quickly and easily. Perimeters, however, can increase fear and anxiety in those
awaiting news about their loved ones, because individuals outside the perimeter may feel helpless—especially if the area of impact is kept out of sight. A feeling of
helplessness is one of the indicators of a poor mental health response, while information can help decrease anxiety. Thus, in establishing perimeters around the scene,
law enforcement should balance public safety and security with compassion and empathy for family members. Law enforcement should also endeavor to provide timely
and accurate updates to families awaiting news of their loved ones.

Finally, responders, family members, school employees, and any staff without a role or a job related to the care of the deceased victims’ bodies, or the crime scene
should refrain or be restricted from such exposure. Everyone in the affected community should also be protected from exposure to a crime scene that the assigned staff
has not cleared and cleaned. The sights, sounds, and smells become wrapped up in the emotional response, and some people cannot separate the exposure from their
emotional reaction, even well after the event. This inability to separate the distressing emotional response from the memory of the incident is what can develop into
PTSD.
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Principles for Reunification, Notification, and Reception

Traditionally, disaster responders have identified a “reunification center” as a place where family members can go to find out the status of victims and, hopefully, be
reunited with victims who survived and have not required hospitalization. Because “reunification” implies that people will be brought together, more recent
recommendations are to create a “Notification Center” or a “Family and Friends Reception Area” so that anyone looking for a victim does not enter with the assumption
that their loved one is alive.

Care should be taken not to build false hope that everyone will be reunified with their loved ones. The Notification/Reception Center should be staffed with a team that is
trained in working with victims and families in emergencies and that will coordinate with school personnel, emergency management, medical examiners and coroners,
law enforcement, and faith leaders in providing information on fatalities, injuries, recovery, temporary identification, missing persons, and the release and disposition of
personal effects. During disaster preparedness planning, the emergency manager and a planning committee should determine the entity that will run the
Notification/Reception Center.

While identifying potential locations for the Notification/Reception Center should be part of disaster preparedness planning, drills, tabletops, and other exercises, it is
not always possible to do so, as an incident’s location is unpredictable. Still, in many communities, there may be one or more buildings— community centers, recreation
areas, or even hotels—that could be considered appropriate to serve as a Notification/Reception Center. Ideally, such sites will be easy to locate but not so close to the
area of the incident that any sights, sounds, or smells (e.g., care and removal of the deceased, site clean-up, lingering odors of destruction, blood) will traumatize
surviving victims and family members. The key to a Notification/Reception Center is that information distribution about its location is timely and accurate. Such a
location should be determined as soon as possible (if not before the incident), and family members/loved ones should be provided with location information as quickly
as possible using multiple pathways and modalities (telephone, email, text, social media, radio, print and other digital media outlets). It is also important to include the
address for the location. Based on language access needs and the prominent languages spoken in the community, information should be shared in multiple languages
as appropriate. A Notification /Reception Center should also have security to keep out media and unaffiliated onlookers.
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All those with access to the Notification/Reception Center should be encouraged to refrain from social media posting to protect everyone’s privacy and to allow for
confirmation of any information that has not been through a validation or vetting process. Since many members of the general public use social media as a modality for
communicating with friends and loved ones, asking them to refrain from posting, would likely be impractical. But creating gentle messaging requesting that they refrain
from posting reposting or sharing any information that they do not know to be accurate and refrain from posting disturbing images and harsh or cruel messaging would
likely help remind people to be responsible in their use of social media channels that are open to the general public.

Death/Trauma Notifications

A death notification process is also essential for those individuals who tragically lose a loved one. Death or trauma notifications are a challenging experience for loved
ones and those assigned to deliver the information. Trauma notifications should only be made by a responder who is well-trained specifically in how to properly deliver
them. Training can be accessed online at government sites such as the Office for Victims of Crime (OVC) and the Federal Bureau of Investigation (FBI). Best practice
dictates that trauma notifications should be made in person by a team of two trained law enforcement/victim service provider staff (even when the next of kin lives
outside the jurisdiction of the response agency). Itis not recommended to have more than two team members, as family members can become easily overwhelmed.

Trauma notifications should be culturally as well as trauma informed. Having a trauma notification team member who is familiar with the recipients’ cultural
understanding of death and the spiritual meaning, rituals, and customs of the loved ones is important.

Itis also important to incorporate cultural values, beliefs, and practices, as well as race, ethnicity, and faith/religion. This information can be gathered from local leaders
or other community members if it is unknown to those delivering the messaging. For example, in working with an observant Jewish family, the trauma notification team
should anticipate the family’s request to have the body released immediately and be prepared for to address it in circumstances where law enforcement officials are
required to hold the body until investigative staff clears it for release.

Teams of staff providing trauma notifications are often made up of a law enforcement individual and a victim advocate or behavioral health staff member, each of whom
should be trained in trauma notification. Even trained staff can have a difficult time after delivering these notifications, and assignments should be limited, especially
when there is a short amount of time to address numerous deaths. Ideally, staff who provide trauma notifications should not conduct more than one notification per
shift and should have an opportunity to debrief with supervisors and/or peers before engaging in another notification. Care should be taken to ensure that the person
assigned to the trauma notification is not someone related to, in a close relationship with, or otherwise familiar with the victim and their family (e.g., a school counselor).
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When delivering notifications regarding the death of a child, the team needs to be well grounded and prepared to absorb the intensity of emotion that is often expressed
by parents. The death of a child can also be difficult for any adult to hear about, thus notification teams who are specialized in working on cases where there is the death
of a child are most appropriate wherever possible. It is recommended that teams who deliver trauma notifications not be assigned to more than one in a mass casualty
incident. This is, of course, best-case scenario, and not always possible in situations where there are many deaths, but this is where an agency can reach out to teams
from different agencies or in other jurisdictions that are working on the response or authorized to support the process. Debriefings and/or peer support should be offered
to all involved in the trauma notification process, along with assigned downtime after completing a trauma notification.

Trauma notifications need to be delivered with compassion, without judgment as to the circumstances of the incident, and preferably with more than one family
member present. If a notification needs to be made to a lone individual, it is good practice to ask them to contact a nearby family member, friend, or even a caring
neighbor to stay with them for a while after notification instead of leaving them alone. This is so that isolation is reduced, and support is there when the person
processes the news and may have difficulty functioning due to the shock and grief. There is no way to predict how anyone will respond to the news of the death of a loved
one, especially when that loved one is a victim of crime. Those providing the notification should be aware and anticipate many emotional responses, such as crying,
screaming, silence, shock resulting in rigidity or collapse, anger, denial, and more. For this reason, it is ideal that the notification is made in an indoor area where a next
of kin can sit down and access water, tissues, a bathroom, and social support.

A critical part of the notification process is also to help family members decide which of the immediate family will identify the deceased, limiting their exposure to the
severely injured body of a loved one. Families whose loved one is unidentifiable due to the severity of their injuries should also be provided a dedicated crisis counselor
or victim advocate (i.e., one staff person dedicated to one family). It does not usually help for a family member to see a loved one severely injured, so the victim/family
advocate might help them reframe their thoughts to remembering their loved one as they were before the incident and focusing on that image rather than having a lasting
memory of a troubling picture. If a victim advocate or crisis counselor is not available, then the responder may be able to assign another professional who is skilled in
working with grief, such as a hospice nurse.
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Acute Services for Responders Principles

Trauma services are also crucial to the well-being and resilience of responders during a critical incident. It is known that responders who have been involved in mass
casualty incidents (MCI) may experience various forms of psychological trauma.

During an MCI, the incident commander should appoint a command officer to coordinate the trauma support services for the law enforcement and other relevant
responder agencies. This role monitors the levels of traumatic exposure, acute stress, and distress in the responder population; it is like an incident commander’s role,
but specifically for attending to the wellness of law enforcement personnel. Other non-law enforcement responders can use this model as well. Additionally, this
command officer may be responsible for:

* managing all mental health-related tasks during an MCl;

* coordinating with the officer wellness work group;

* developing relationships between the agency and mental health service providers;

* reviewing policies and procedures for providing psychological services to officers after a critical incident;
e providing training and consultation for supervisors;

* providing education and support for officers’ family members.

Responder agencies should have trained disaster behavioral health professionals available on the scene or nearby to provide immediate psychological support, such as
Psychological First Aid (PFA) or Stress First Aid (SFA), to personnel during an MCI. This support can include debriefing sessions, counseling, and other supportive
interventions. Support provided during the response is usually most welcomed at the end of each shift or after responders have had time to settle themselves and come
together to support each other or access peer support. It is important to note that some responders need to access support as soon as possible, while others may take
some time to process. Thus, itis recommended that psychological support services should be available immediately for those who require onsite, acute support, and as
part of 24- to 72-hour post-incident support for others who might need the first 24 hours to rest, settle their emotions, or process before joining a debriefing or
counseling session.
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This support also needs to be on site during the crime scene
processing for the technicians and investigators who are
spending hours sifting through the tragic aftermath of an
MCI to piece together the investigation, return personal
effects, and answer the questions of what happened.

Responder agencies should develop a system for monitoring
personnel stress during an MCI and in the months
afterward. This can include regular check-ins with personnel
and using assessment tools to identify individuals who may
be struggling.
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Counseling and Support Services

Counseling and other support services are critical for promoting the mental health and wellbeing of law enforcement
and otherresponders. Here are some examples of counseling and support services that can be provided:

* PFAis an evidence-informed practice recommended for those who have been exposed to a mass violence
incident, community violence, a natural disaster, or another emergency situation.*

* SFAis avariation on PFA thatis focused on responders. SFA prepares fire, emergency medical services (EMS),
and rescue personnelto use this technique, which includes actions responders can take to manage stress for
themselves and their teams.t

*  Employee Assistance Programs (EAPs) are employer-sponsored programs that provide confidential counseling,
referral services, and other resources to support employees’ mental health and well-being. EAPs can be an
effective way to provide ongoing support to law enforcement and other responders.t

* Peersupport programs involve trained peers who provide emotional and psychological support to other
responders. Peer support can be a powerful tool for building resilience and promoting the well-being of law
enforcement and other responders.§

* Mental health professionals such as psychologists and social workers can provide counseling and other mental
health services to law enforcement and other responders. These professionals can help responders cope with
trauma exposure, manage stress, and develop healthy coping strategies.**

* Chaplaincy programs provide spiritual and emotional support to law enforcement and other responders. These
programs can benefit responders dealing with existential or spiritual issues related to their work.1t

Importantly, effective counseling and support services for law enforcement and other responders require a
comprehensive and integrated approach. This includes providing a range of services that address the unique needs of
different responders, ensuring that services are confidential and stigma-free, and promoting a culture of support
within law enforcement agencies and the community.

*SAMHSA, “Stress First Aid for Fire and EMS Personnel;” National Center for PTSD, “Stress First Aid: Manuals and Resources for Health Care Workers.”
tNational Center for PTSD, “Stress First Aid: Manuals and Resources for Health Care Workers.”

1 Milliard, “Utilization and Impact of Peer-Support Programs.”

§ SAMHSA, “Provide Support.” ** Usher et al., Preparing for the Unimaginable.

11 Usher et al., Preparing for the Unimaginable.
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A Shift in Disaster Mental Health Response

The Oklahoma City Bombing in 1995 was one of the first incidents of mass violence for which a formalized mental health response was launched. In that incident, one of
the lessons learned was that not only were the negative mental health impacts felt by victims and family members, but that the effects on responders were also severe.
This was found to be related to the expansiveness of the physical destruction, which covered a 16-block radius; the overwhelming numbers of those killed (168) and
injured (680); and the responders’ exposure to the gruesome deaths of 19 very young children and babies. The impact was so emotionally devastating that the American
Red Cross provided counseling to support the Oklahoma City first responders 10 years after the event.

Six years after the Oklahoma City bombing, the largest U.S. disaster mental health response—which included a multimillion-dollar public communications campaign to
promote recovery—would be launched in New York after the 9/11 terrorist attacks. More than 4,800 crisis counselors spent close to 3 years providing individual, group,
and community counseling, psychoeducation, and support services to millions of adults and children, including victims and family members of those killed, the injured,
those who escaped but experienced the threat of death in the attacks, responders, and their family members. Most notably, the entire nation was affected by excessive
exposure to this violence for years. The exposure came via print media, visual images, and the distressing emotional cries of victims and witnesses repeatedly played on
television newscasts and social media platforms. In addition to the event itself, this level of exposure negatively impacted our sense of safety as a nation. For many
people, their perspective on their place in the world, as well as their previous sense of meaning and the decisions they made about how to live their lives going forward,
was changed significantly.

The program evaluations from those impacted by mass violence, terrorism, and other community violence/crimes have taught us valuable lessons. We understand the
need to mitigate the development of mental health problems in the aftermath of these events. We know that we must attend to responders and their families in addition
to victims and victims’ family members. Helping those exposed to such disasters understand that they can access crisis counseling, learn good coping skills, reach out
to social supports, and access their innate strengths to build their resilience can decrease the number of people who go on to develop a mental illness as a result of
their exposure to traumatic events and their aftermath. The goal is to return affected individuals and communities to their pre-disaster level of functioning or achieve a
sufficient level of adaptation, so they can get back to their lives and back to doing the things they would normally do—working, participating in family and community
events, and having moments of joy again. This is why attention to behavioral health (i.e., mental health and substance use) service delivery matters. It matters to people
directly impacted and their families; it matters to those indirectly affected, such as responders and their families; and it matters to the community at large. Crisis
intervention and other mental health supports can help mitigate severe emotional distress or the development of a mentalillness and allow people to remain productive
members of their communities.
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A Shift in Disaster Mental Health Response

While national attention to these incidents usually lasts only until the next event is picked up by the press and public media, for the victims of mass violence events, the
experience typically lasts for the rest of their lives. Survivors report that they do not believe in the concept of closure, as they never forget the person they lost and will
live with the impact of losing the loved one for the rest of their lives. And as we have learned from mass violence events, the negative mental health impacts of these
traumas can be passed on generationally. Thus, the long-term needs of those who are impacted by incidents of mass violence are becoming a focus of the field, and
there is a need for lessons learned as well as formal research on interventions for these populations.

High-Risk Populations Identified in the Literature

The literature shows that exposure to a disaster is the single most important predictor of adverse emotional outcomes. This group includes people:
* Experiencing bereavement (most predictive of PTSD)
* Who sustained an injury or have an injured family member (most predictive of PTSD)
* Whose lives were threatened (most predictive of PTSD)
* Who experienced panic, horror, or feared for their lives
* Who experienced separation from family
* Who experienced an extensive loss of property as a result of the incident/disaster
* Who were relocated or displaced because of the incident/disaster

* Who were responders having experienced a threat to their own lives, risking their lives to help others, suffering from injuries, and witnessing injury to others
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High-Risk Populations Identified in the Literature

Additional factors that contribute to adverse emotional effects post-disaster include:

Neighborhood/Community-Level Exposure: This translates to those in the immediate and nearby communities. In this case of a school shooting incident,
this would include those exposed to the alleged perpetrator, those who experienced lockdown, those whose family members/children were at some time, or
who would generally have been at the school that day.

Age and Experience: Middle-aged adults are more adversely affected than other adult age groups. Children can be more negatively affected than adults
depending on their developmental level and ability to understand what is happening around them, how their carers respond, and the level of exposure to the
event both directly and indirectly.

Ethnicity: Minorities are at greater risk if more severely exposed and/or if beliefs impede help-seeking behavior

Language and Accessibility: Community members in the United States who do not speak English or for whom English is not their first language are at higher
risk for mental health distress especially if language translation is not accessible in the form of a translator or trusted advocates who can act on their behalf.

Socioeconomic Status (SES): Lower SES has been associated with more significant postdisaster distress.

Family Functioning: Husbands’ and wives’ partners and significant others’ responses affect each other. Marital stress increases after disasters.

* Parental status can add to post-disaster stress (e.g., single parents can struggle to manage alone; informal guardians worry about being able to access
health and mental health care for children they parent without legal status to do so; multiple parents in the form of stepparents and other loved ones
may disagree on parenting issues causing conflict and distress for each other and the children).

* Children are sensitive to familial disaster distress and conflict: Parental responses are the best predictor for children’s responses.

Pre-Disaster Functioning: People with higher pre-disaster psychological symptoms are more strongly affected by disasters. A “neurotic” personality increases
the likelihood of post-disaster distress.
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* Psychological Resources: The following can increase resilience and decrease adverse mental health outcomes:
* Coping skills
» Beliefs about capabilities to cope
* Self-efficacy, proficiency, perceived control, self-esteem, hope, and optimism
* Received and perceived social support-perception of help

* Resource Deterioration: The more significant the resource loss, the greater the psychological distress. Resources include loss of facilities such as school
buildings and the ability for the community to hold classes, refueling stations and the availability of gasoline for car, truck and bus uses, grocery stores and
food distribution centers, office space and the availability of the workforce in the impacted area.

* Environmental Factors: The ecological perspective tells us that after traumatic incidents, every aspect of a survivor’s environment (familial, social, economic,
cultural, educational, physical, intellectual, geographic, spiritual) has the potential to have a strong impact on whether a person develops chronic PTSD or
other major mentalillnesses such as depression and anxiety. Two of the strongest predictive factors are previous life stress and social support from others.
The most recent research done with trauma survivors of individual trauma (e.g., assault, motor vehicle accidents) has consistently shown that the absence of
social support impedes recovery. Further, negative support reactions such as critical comments about the length of time taken for recovery, from family
members in particular, seem to stand in the way of recovery among trauma victims in treatment for PTSD. In disaster studies, the survivor’s social network size,
vitality, and closeness are also strongly and consistently related to positive mental health outcomes. Disaster survivors who believe that they are cared for by
others and that help will be available if needed fare better psychologically than disaster survivors who believe they are unloved and alone.
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Unique Challenges in Addressing Behavioral Health Concerns for Various Responders

There can be differences between fire/lemergency medical services (EMS) departments and law enforcement agencies in providing psychological support services,
especially after a mass casualty event. While the members of both fire/EMS departments and law enforcement agencies may suffer with trauma and stress from such
events, their experiences can be different due to the nature of their work.

Firefighters and EMS providers may face trauma from the physical demands of responding to a mass casualty event. They may also experience stress from the emotional
toll of responding to such events, working long hours, and being away from their families for extended periods.

Law enforcement officers may face trauma from the risks involved in responding to a mass casualty event, such as the potential for violence or exposure to hazardous
materials. They may also experience stress from managing crowds, securing the scene, performing rescues, and interacting with victims and their families.

Law enforcement behavioral health needs will be related to the different trauma cues, while fire/EMS behavioral health needs will be based on their inability to go in and
help, along with the waiting. This also applies along the responder continuum, which includes hospital staff as well. Thus, it is necessary to tailor the application of
services so that the language used, and the examples provided of the types of symptoms they may experience are applicable to their unique experiences and roles.

As a result of these differences, agencies and departments may have different approaches to providing psychological support services after a mass casualty event.
Irrespective of the industry, leaders of responder agencies need to recognize the importance of supporting their personnel’s mental health and well-being in the
aftermath of such events.

Fire/EMS organizations have historically focused on prevention and preparedness, while law enforcement agencies have focused more on response and enforcement.
This historical context may contribute to a different approach to stress management and officer wellness. One expert says 95 percent of fire departments across the
country have an embedded peer support program.
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Law Enforcement

There are approximately 18,000 law enforcement agencies in the United States, according to the most recent estimate from the Bureau of Justice Statistics. These
agencies include federal, state, local, and tribal law enforcement agencies. Law enforcement agencies are primarily regulated at the state and local level, with each
state and local jurisdiction setting its standards and requirements for hiring, training, and certification of law enforcement officers. Although there are no national
standards, national guidelines for psychological wellness after a traumatic event are available to law enforcement in the United States.

The Office of Community Oriented Policing Services, in conjunction with St. Petersburg College, developed guidelines for law enforcement agencies to address the
mental health needs of their personnel after critical incidents. The guidelines include recommendations for establishing a department-wide crisis response plan,
training officers and supervisors on trauma and stress management, and making counseling services available to all personnel.

Additionally, the International Association of Chiefs of Police (IACP) developed a model policy on officer wellness, which includes recommendations for addressing the
mental health needs of officers after a traumatic event. The policy recommends that departments provide access to confidential counseling services, establish peer
support programs, and provide education and training on mental health and wellness.

Furthermore, the FBI has developed the National Center for the Analysis of Violent Crime (NCAVC), which supports law enforcement agencies in the aftermath of critical
incidents. The NCAVC offers numerous services, including crisis intervention and psychological support for law enforcement personnel.

Fire Departments

On the fire side, the National Fire Protection Association (NFPA) Standard on Fire Department Occupational Safety, Health, and Wellness Program specifies the
minimum requirements for an occupational safety and health program for fire departments and EMS. The standard addresses critical incident stress management and
member wellness, along with other areas.

The National Volunteer Fire Council (NVFC) is an association representing the interests of volunteer fire, EMS, and rescue services. The NVFC’s Share the Load Program
assists individuals seeking help for behavioral health issues, such as anxiety, depression, burnout, and post-traumatic stress disorder. Additionally, the program assists
departments looking to implement or enhance a behavioral health program.
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A recent study looked at the differences in psychiatric symptoms and barriers to mental health care between volunteer and career firefighters. Volunteer firefighters
generally reported elevated psychiatric symptoms, including depression, post-traumatic stress, and suicide plans and attempts, whereas career firefighters reported
elevated levels of problematic alcohol use. Greater structural barriers to mental health care (e.g., cost and availability of resources) may explain the increased levels of
psychiatric symptom observed among volunteer firefighters, which is one of the reasons the study recommended that organizational differences should be considered.

Hospitals
Most hospitals, according to the Center for Disease Control and Prevention, offer workplace wellness programs:

83 percent of hospitals in the United States provide workplace wellness programs, compared to 46 percent of all employers.
* 63 percent of hospitals offer health screenings, also known as biometrics, compared to 27 percent of all employers.
* 31 percent of hospitals provide health coaches, compared to 5 percent of all employers.

* 56 percent of hospitals have stress-management programs, compared to 20 percent of all employers.

EMS

The 2020 National EMS Assessment determined that only six states and three U.S. territories recommend health and wellness programs for their EMS professionals.
However, in 37 states EMS professionals have access to a critical incident stress management (CISM) resource. The differences lie in the fact that health and wellness
programs tend to derive from specific issues addressed by government occupational health and safety agencies, while CISM resources are more regionalized.
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Establishing and Maintaining a Responder Support Services Program

Table 1 provides an overview of key best practices to consider when establishing and maintaining a law enforcement support services and counseling program.
However, it is important to adapt and customize these practices based on the specific needs and resources of an agency, as well as any local regulations or guidelines.

Table 1. Best practices for establishing and maintaining a law enforcement support services and counseling program.

Best Practice I - T

Recruiting, Hiring, and Screening for Mental Wellness Mental wellness starts in the beginning and should be ingrained in all phases of the selection process for new hires.

Training Academy Resiliency and Self-Care Training in wellness, stress management, and resiliency should be part of all academy/basic training curricula.

In-Service Training on Mental Wellnhess In-service training is another opportunity to train and reinforce the concepts of mental wellness; the agency’s trauma
services resources, including suicide prevention; and resiliency/self-care.

S AU e TR e S E e e Bl en e e (s R P TS e B First-line supervisors should be trained in the signs of trauma/stress, ensuring officer health and wellness during
challenging times.

Early Warning System An early warning system can identify officers who may be having problems, including with mental health, and provide
appropriate counseling or training.

Chaplaincy Program A chaplaincy program can provide emotional, moral, and spiritual support to officers, staff, and families.
Psychological Counseling Program Agency leaders should provide personnel with internal or external psychological counseling.

Employee Assistance Program An EAP can assist all sworn and civilian employees in resolving problems affecting their job performance or personal
life.

Spousal Support, Healthy Families, or Family Day Agencies should involve the families of agency personnel with communal activities and support.

Leadership Support Agency leadership should actively support the program, promote its importance, and encourage officers to seek
supportwhen needed. Leaders should also lead by example and prioritize their own mental health and well-being.
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Best Practice (continued Description (continued

Creating a Culture of Openness and Support Agencies should create a culture in which officers feel comfortable seeking help for mental health issues. This can be
done by providing regular training on mental health awareness, promoting a stigma-free environment, and making it
easy for officers to access counseling services.

Offering Counseling Services Agencies should offer a variety of counseling services to meet the needs of their officers. This could include individual
counseling, group counseling, family counseling, and crisis intervention services.

Making Counseling Services Accessible Agencies should make counseling services accessible to their officers. This could include offering services during work
hours, providing transportation to appointments, and waiving copays.

Confidentiality Confidentiality should be protected at all times. Agencies should have clear policies in place regarding confidentiality,
and counselors should be trained on how to protect information. Information shared by law enforcement personnel
should be treated with strict confidentiality, emphasizing that their privacy will be protected unless there is a risk of
harm to themselves or others.

Peer Support Program and Training Agencies should provide comprehensive training to peer supporters, focusing on active listening, effective
communication, crisis intervention, and recognizing signs of stress, trauma, or mental health issues.

Providing Peer Support Peer support can be an effective way for officers to connect with others who understand what they are going through.
Training on Stress Management and Coping Skills This training can help officers to manage the stress of their job and to develop healthy coping mechanisms.

Well-Being Initiatives Agencies should implement well-being initiatives such as stress management programs, mindfulness training, physical
fitness activities, and access to mental health resources.

Referral and Resource Network Agencies should establish a network of mental health professionals, counselors, and support services that officers can
access for professional help when needed.

Evaluation and Improvement Agencies should continuously evaluate the effectiveness of the program through feedback from participants, monitor
outcomes, and make necessary improvements to better meet the needs of law enforcement personnel.
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Immediate or Intermediate Support Services

The immediate or intermediate phase covers the first year following an incident. In this phase, there are many supportive actions and interventions that can help those
impacted to mitigate the development of a diagnosable mental health concern, including PTSD, other anxiety-related disorders, and major depression. The intermediate
phase is still considered a viable time frame in which victims can actively address any disturbing symptoms through positive coping; reaching out to social supports;
engaging in remembering, memorializing, creating narratives, storytelling, and other expressive activities; as well as following evidence-based treatments such as
cognitive behavioral therapy for post-disaster distress. All of these are known to help mitigate the development of a diagnosable mental illness after a traumatic event.
For many victims, engaging in these types of recovery efforts sooner rather than later can increase their effectiveness.

Helping families, victims, and responders to avoid developing mental health concerns can allow them to move onto a recovery path. This strengthens their ability to
adapt and support each other, rather than having a significant percentage wind up with health issues (e.g., cardiac-related illnesses, autoimmune deficiencies) and
mental health needs that stop them from functioning—from going to work, caring for their families, and having joy in their lives again. Research has shown that when
there are outstanding issues concerning a violent, traumatic incident such as a criminal trial, lack of accountability, or continued political infighting regarding an
incident, recovery for family members, victims, and other community members is slower and may even be stalled.

Principles for Identifying Affected Communities

Following an MCI, it is a best practice to conduct a needs assessment of the community. The needs assessment is intended to identify the number of deceased and
injured victims directly impacted multiplied by the average number of immediate family members, the number of present but not injured persons exposed to the
traumatic stress of the event, the number of responders in general and those responders who were injured, and an estimation of high-risk populations from within the
exposed community who may develop mental or physical health concerns. The needs assessment should gather demographic, geographic, economic, social, cultural,
and infrastructure capacity information, as well as any other information that can help determine if the incident can be managed by the community or if outside
assistance in the form of grant funding, staffing, training, and technical assistance may be needed. The needs assessment should clearly identify any gaps that currently
exist in the community that could negatively affect their ability to support those impacted toward recovery. A comprehensive needs assessment can also include an
estimated budget of the amount of funds needed for victims and family members, responder organizations, and other provider agencies to be able to support the
community in its recovery.
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Incidents of violence are traumatic, and although each person will respond differently based on Figure 1. The spheres of influence model
their level of exposure, previous history with trauma, and other risk factors, as well as their coping
and adaptation skills, there is sufficient research on terrorism, school shootings, and other such
incidents that describes the most common reactions and distress symptoms to expect in specific
populations.

Community at large

The “spheres of influence” model (see Figure 1) categorizes survivors into groups defined by their
exposure level to the incident. Exposure is the critical indicator for potential negative impacts. This Support providers
model illustrates that the risk for developing severe mental disorders is based on individuals’
proximity, both emotionally (relationship-wise) and geographically, to the incident/disaster. The
combination of the information gathered in the needs assessment, follow-up survivor and family
forums, provider reports, community activities related to the disaster, direct case studies, and
anecdotal information can suggest the type of services to be provided to whom, where, how, and
when. The model should be used to inform the program’s overall outreach strategy. Updated needs
assessments should be conducted at reasonable intervals (every 6 months, for example) to note
any changes in the identified target populations. New findings should be integrated into a revised
needs assessment and distributed to the victim services staff, behavioral health staff, and provider
programs responsible for support, resource distribution, and outreach/follow on. The outreach staff
should then revise their strategies and adjust their efforts to reach newly identified populations or
those in continuing need.

Service providers

The bereaved
and next of kin
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As shown in Figure 1, the smallest circle is of those most highly impacted and, thus, at the highest risk for developing a mental illness. These direct victims/survivors
have been injured and have suffered the most losses. The next sphere of those most at-risk includes the family members of victims who were killed or seriously injured
in the event. The third sphere encompasses “service providers,” which generally refers to rescue and responder staff who were on the event scene in the first minutes
and hours post-event. The next sphere includes support providers, who are typically defined as all other responders who arrived to assist once the location had been
declared safe enough—that is, no longer a hot zone. Examples of support providers are staff who served as support to the family or worked at family reunification or
assistance centers, faith-based representatives, communications officials, and volunteers who acted as responders. The last sphere includes the community at large,
which may have some broader connection to the event or personal concern that influences their responses to the event, and those in the general public who may have
been exposed to the event via radio, television, or word of mouth.

In this figure, it is essential to note that while the numbers of survivors increase as the sphere of influence moves to lesser degrees of direct exposure to the event, the
intensity of exposure decreases. Less exposure to the event usually means a lower risk of developing more serious mental health concerns. This lower risk, though, is
only in relation to exposure and does not include other risk variables that may influence the development of a mental illness, such as age, prior traumatic experiences,
prior mental health or substance use problems, immigrant and socioeconomic status, and function and access needs.

Principles for Identifying and Coordinating Services Providers

The responsibility for providing support and services following a tragedy falls on the designated response agencies that become involved in these activities as part of
federal, state, and local emergency, disaster, and mass violence response policies. The capacity of local agencies to meet the needs of those most highly impacted
during the event may determine which of them becomes part of the response. For example, victim advocates need to be provided to every victim of an MCI, which often
requires a larger workforce than most agencies normally employ. Funds made available through the victim compensation programs described below can be utilized to
hire these staff for temporary jobs. Memoranda of understanding (MOU) or mutual aid agreements can facilitate the sharing of victim advocates for a period, as needed.
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The lead agency responsible for coordinating support providers may also differ in each locality and state depending on their regulations. For example, disaster response
funding and services may flow through public health, emergency management, victim assistance, law enforcement, or behavioral health offices. These offices are
encouraged to include appropriate local providers in their response efforts. Guidance may be provided by experienced consultant representatives, such as those
available from the OVC TTAC. As with all aspects of emergency response, providing timely and appropriate crisis intervention and mental health services requires
extensive coordination and collaboration.

There are federal and state programs specifically designed to ensure that local communities can support victims and their families as well as responders and the
community at large. The guidance provided by these programs stresses the importance of the local providers having as much control of the implementation of the
response activities as possible to empower the affected community to care for its own. This guidance recognizes that the local community knows its own needs and
customs best, ensuring that when federal and state assistance ends, the local providers will have the capacity to sustain the needed supports for the long term.

In communities with existing disaster response teams trained and poised to respond in the immediate aftermath of an event, crisis counseling and victim advocacy can
begin as soon as these teams are made aware and can deploy to the designated meeting site. The availability and type of victim services vary by state but are generally
somewhat similar. Each state may define the categories of “victim” and “survivor” slightly differently.

Legislative Programs

OVC'’s Victim Compensation Program provides direct reimbursement to or on behalf of a crime victim for various crime-related expenses, such as medical costs, mental
health counseling, lost wages, and funeral and burial costs. OVC administers federal funds to support compensation programs in all U.S. states and territories, including
Washington, D.C., the U.S. Virgin Islands, Puerto Rico, and Guam. Crime Victim Compensation (CVC) is a state-based reimbursement program for victims of crime,
found in every U.S. state and territory, but with eligibility criteria and benefits unique to each state. The Crime Victims Fund is financed by fines and penalties paid by
those convicted of federal offenses, not from tax dollars. Federal revenues deposited into the fund also come from gifts, donations, and bequests by private parties.
Eligibility for crime victim compensation for costs incurred due to a crime varies by state and territory.
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The Victims of Crime Act (VOCA) Fix to Sustain the Crime Victims Fund Act of 2021 instructed OVC not to deduct restitution payments recovered by state victim
compensation funds when calculating victim compensation awards. OVC is the last source of payment by law. All other available resources must pay before any
payment by the program. A collateral source is any other readily available resource that can be used to cover crime-related costs. Examples of these other resources
are:

* Medical insurance

* Dentalinsurance

* Medicare/Medicaid

* Vehicle insurance

* Homeowner’s/renter’s insurance
* Workers’ compensation

* Settlements

Total compensation is limited to $50,000 per victim and may vary based on laws in effect at the time of the crime.

In addition to the statewide victim compensation programs, OVC oversees the Antiterrorism Emergency Assistance Program, authorized by the Victims of Crime Act of
1984 (VOCA), 42 USC 88 10601(d)(5), 10603b(a) (international) and 10603b(b) (domestic). This assistance is available in situations where a criminal act is of sufficient
magnitude that the jurisdiction cannot provide needed services to victims of the incidents with existing resources. OVC is committed to promoting justice and healing
for all victims of mass violent crimes and terrorist attacks, recognizing that these incidents leave victims with physical and emotional wounds.

The Stafford Act of 1974, as amended in 1988, allows for the provision of mental health and substance abuse services through the Federal Emergency Management
Agency’s (FEMA) Crisis Counseling Assistance and Training Program in the aftermath of federally declared disasters that also authorize individual assistance. The
Substance Abuse and Mental Health Services Administration administers the program. It provides the mechanism by which states can apply for funding to support
communities in need.
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These critical pieces of legislation essentially acknowledge the need for, and provide, funding sources to address the adverse mental health effects, both acute and
long-term, of traumatic events on victims and on the family members of those killed and injured. For those injured, eligibility for compensation varies by state, but most
states have adopted a definition of reimbursable medical expenses that includes a hospital stay by the individual.

Family Assistance Center/Family Resiliency Center

In the aftermath of a tragedy, a Family Assistance Center (FAC) or Family Resiliency Center (FRC) can serve as a base for the provision of coordinated support services.
Since the early days of disaster response, the American Red Cross (ARC) has been the leader in setting up FACs in the aftermath of events. The ARC continues to be the
legislatively designated response agency in many states and for all aviation-related disasters nationwide. More recently, an FAC has been referred to as a Family and
Friends Assistance Center (FFAC) to be more inclusive. An FFAC should be located in a convenient and easy place for family members to get to with available parking, or
by public transportation if that is the standard mode of transportation in the affected area, especially if those impacted are less likely to have private transportation or
the economic means for travel. Those determining the location of the FFAC also need to pay attention to trauma activators. For example, the FFAC should be far enough
away from the incident site so that people will not have to pass it when coming or going or see it easily from the FFAC itself. The FFAC should have basic comforts such
as places to sit together, meals or snacks, water, toilets, and physical and emotional warmth.

An FFAC is designed to be a safe place for victims, family members, and responders to come together for information, resources, and support. It is meant to be available
in the short term, often in the acute post-disaster phase while family members access information, immediate crisis intervention and disaster behavioral health
support, and practical resources (e.g., living accommodations, clothing, food/water, safety, emergency funds).

Once all victims, survivors, and family members are identified and receive initial direct support, the FFAC will quickly transition into an FRC or to be more inclusive, a
Resiliency Center. The FFAC may transition to an FRC within 1 week or 3 or more months after the event, depending on the nature and scope of the event. The FRC will
typically continue to provide ongoing services and assistance to victims, family members, responders, and community members.
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These types of centers are an emerging best practice meant to provide initial and continuing support and resources to victims, family members, and sometimes even
responders, acting as a gathering space for those impacted as they make their way through the recovery process. They are often referred to as the “one-stop shop”
where various agencies have a presence with representatives to assist in providing services to the disaster-impacted community. Many FRCs will invite multiple
agencies to assist victims and family members with the crime victim compensation application process, healthcare, mental health supports, childcare, legal matters,
travel, creditors, work-related issues, financial planning, insurance benefits, tax policies, and social security/disability. The FRC may also have representatives from
many organizations, including FEMA and serve as an access point for other support such as food, clothing, and toys. At the FRC, impacted individuals can gain
information, engage in healing activities, and connect with other survivors and family members. These activities can help people build resilience while still
acknowledging their grief and their need to connect with each other and the available support services. In the past decade, it has become more common for FFACs to
have not only a physical location but also a website for online access.

Responder Support Services Principles

Evidence-based practice dictates that any responders, from law enforcement to medics, dispatchers, and others, be provided support services as soon after the
incident as possible. Several models of intervention are used by the responder community in the aftermath of a disaster response deployment. Most of these are
evidence informed or emerging best practices, as gold standard research is not available. The most popular model among the first responder community is debriefings.
Additionally, the term “debriefing” has come to be used in reference to a number of different interventions, from formal CISM debriefings (CISD) to
psychoeducational/informational sessions, general group support, or peer supports. More recently, the peer support model is emerging as a best practice, as it is more
acceptable to many different responder populations (in addition to victims and family members) and, with training, can ensure there is no harm done. Thus, debriefings,
peer support, psychoeducational sessions, and group supports are commonly applied to help mitigate secondary traumatic stress and compassion fatigue.

Debriefings

Historically, one popular way to help law enforcement and other responders de-stress after a critical incident has been through CISD. This method has become well
integrated into many disciplines within emergency response and law enforcement. The debriefing involves mandatory attendance, but voluntary participation, in
homogeneous groups (responders with similar exposure) to receive psychoeducational information about what to expect in terms of physical, cognitive, emotional,
behavioral, and spiritual symptoms related to the exposure; recommendations for simple, effective, and safe coping activities; as well as connection to peer supports
and other resources. Caution regarding negative coping (e.g., alcohol and substance use, isolation, extensive avoidance) is also recommended.
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Several studies have revealed, however, that not only is there “no evidence that single session individual psychological debriefing is a useful treatment for the prevention
of post-traumatic stress disorder after traumatic incidents,” but that several aspects of CISD could actually cause harm.>® These aspects include making the debriefing
process mandatory. While it is helpful for attendance at debriefing to be mandatory so that everyone hears the same information, requiring participation could be
retraumatizing for a small percentage of the participants and add to their risk of developing PTSD. Additionally, retelling every aspect of what one remembers of the event
is not recommended; thus, participants should not be prompted to go over details of what they saw, heard, smelled, etc. Another aspect of CISD that could be harmful
is to have heterogenous groups debrief together. This is related to the exposure of different participants. If there are certain members that did not hear, see, or
experience the same elements of the trauma, they should not be exposed to the traumatic material of other participants. Operational debriefings to capture and report
specific response activities undertaken by those responders directly involved should be held separately.

A modified version of CISD has been adopted by many of the CISD teams that provide support after emergencies.56

More recently, the National Center for Post-Traumatic Stress at the U.S. Department of Veterans Affairs has developed PFA and SFA as “do no harm” interventions that
have less stigma associated with them and have been more easily accepted in the law enforcement and fire communities.

SFA is a framework to improve recovery from stress reactions, both in oneself and in coworkers. The model aims to support and validate good friendship, mentorship,
and leadership through core actions that help to identify and address early signs of stress reactions in an ongoing way (not just after critical incidents). The goal of SFA is
to identify stress reactions in oneself and others along a continuum and to help reduce the likelihood that stress outcomes develop into more severe or long-term
problems. The core actions of SFA are appropriate for many occupational settings during critical events as well as for ongoing care.

Another intervention could involve a “screen and treat” model.” For populations at considerable risk of PTSD, such as MCI responders, consideration should be given to
using a validated, brief screening tool for PTSD (such as the Harvard Trauma Questionnaire or the Post-Traumatic Diagnostic Scale) 1 month after the disaster. This
practice is recommended in the United Kingdom’s National Institute for Clinical Excellence Guidelines for PTSD.
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Peer Support

Peer support programs can also provide valuable emotional and psychological support to first responders during and following an MCI. Responder agencies should have
a comprehensive support services plan which should include an agency’s peer support team. If the agency does not have one, they should establish a peer support
program.

In the case of law enforcement, officers seem to be more comfortable talking to fellow officers than with mental health professionals about stressful or traumatic
situations. Law enforcement officers are also often wary of using mental health services that might appear on their employment or medical records. Well-trained peer
support volunteers can offer confidential support and education, providing officers with easy access to help they can trust. Some peer support programs also offer help
lines to provide support for day-to-day stresses and mobile crisis teams that can be deployed to the scene of a critical incident.

Long-Term Support

National attention to traumatic incidents is usually short-lived—a few weeks, if that long—and such attention is often cut short as soon as another incident is reported
via national news. Those who experience human-caused traumatic events with intent to harm have a much longer recovery trajectory than those who experience natural
disasters or human-caused accidents. Many people experiencing various types of trauma may not recognize the negative mental health impacts or identify themselves
as victims for years.

Stigma, cost, and difficulty finding a professional with the knowledge and skills to address their traumatic responses also influence whether someone seeks
professional help. Some tend to seek informal care and social support as a way of helping themselves and those close to them heal. This will help most people to adapt
and recover, but those who require more formal mental health services may not seek them for a long period of time. Each person has their own timeline for adaptation
and recovery. The experience of trauma will remain with them. Depending on the severity of their distress symptoms, the avoidance and denial that are common
throughout the United States mean that many will not seek behavioral health care for months and even years. Even after finally acknowledging their continuing distress,
emotional difficulties, depression, or anxiety-like symptoms, it may still take time for some individuals to accept the need to seek help and allow themselves to focus on
their own physical and mental health self-care.
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Transitioning Victim Service Providers and Providing Long-term Support

As nongovernmental agencies, government law enforcement victim personnel, and other entities end their deployments following a mass violence incident,
transitioning of victim services are important. This is especially important when an assigned victim service provider or victim navigator who was working with a family
needs to end that involvement. When victim navigators transition out, they should make sure to provide training on victim navigation to those remaining behind before
they leave. One way to achieve that goal is to plan for overlap between the team leaving and the team remaining to help with the transition. Another idea is to create a
checklist or benchmarking plans to help with the transition.

Memorializing the Victims

Spontaneous, temporary, and permanent memorials have become common throughout the United States and are often very public responses to large-scale disasters,
including school shootings. Memorials transform private grief into public loss, allowing the larger community to take on the burden of grief together and often creating intimacy
among them. When a death is sudden, violent, and untimely, it can create very intense and persistent grief, with intrusive thoughts and distressing ideas that can inhibit the
healing process for many years. This may be especially true if circumstances create the sense that the death is unfair. Memorializing via public ceremonies such as moments
of silence, reading of nhames, and storytelling is beneficial to those impacted; by remembering the victims and the event, they are appeasing their trauma and allowing
reconstruction of the community. Memorial structures or objects take on meaning and agency, such as hope. Memorials remind us to take some comfort in positive memories
and establish a permanent sense of connection to the person who died, which helps to navigate loss. Sharing memories also allows the emergence of lessons learned, which
are necessary for any community to address disaster risk reduction in the future.

One-Year Commemoration

As communities approach the one-year mark after a mass violence incident or other traumatic event, mental health distress symptoms tend to rise in the weeks just prior.
Research after the terrorist attacks on 9/11/2001 informs us that those impacted by the event can experience the same intensity of distressing emotions at the one-year mark
as they experienced at the time of the actual event. We also know that commemorations, rituals, memorials, and community events honoring the memories of those lost and
injured can help with the healing process, and that getting through what many survivors call “the year of firsts” usually results in a significant drop in distress symptoms to
below the levels experienced at the time of the incident.
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Family members and other loved ones often note that they do not relate to the term “closure,” as it implies their memories and their pain will be gone. But we know from human
behavior and history that we do not forget those whom we have loved when they die. We remember them until the day we die. What we need to do is learn to adapt, changing

our lives so that we can go on living without them.

Leadership can initiate or support those who take the reins in planning the first-year commemorative events (and further commemorations thereafter). Many family members
and victims choose to do something privately first, and then later with supportive others. Humans tend to function well with repetition and routine. Our bodies tend to relax
when we are doing things that we are familiar with; thus, engaging in known rituals can help decrease the distress symptoms that may arise around commemorations and other
significant times. Victims may engage—individually, with family members, in groups who have had similar experiences, and as a whole community—in various rituals, including
vigils, prayer or meditation services, candle lightings, reading of names, and creating art.
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Guides o

Routledge, Tedeschi, Richard G., Jane Shakespeare-Finch, Kanako Taku, and Lawrence G. Calhoun

“Developmental Research on Posttraumatic Growth.” In Posttraumatic Growth: Theory, Research and Applications, 199-125. New York: Routledge,
2018

The book provides a wide range of answers to questions concerning knowledge of posttraumatic growth theory, its synthesis and contrast with other theories
and models, and its applications in diverse settings.

fe
@)

Centers for Disease Control and Prevention (CDC)

G@ —=B “Strategies for Building a Workplace Health Program.” Workplace Health Promotion.
0 = The guide emphasizes the importance of hospitals providing workplace wellness programs to improve employee health.
é N International Association of Chiefs of Police (IACP)
= Critical Incident Stress Management. Alexandria, VA: International Association of Chiefs of Police, 2011
ﬂ@ — This paper provides essential background material for greater understanding of the developmental philosophy and implementation requirements for the
o model policy on critical incident stress management.

Office of Community Oriented Policing Services (COPS Office), Sewell, James D.

Guide for Developing an Effective Stress Management Policy for Law Enforcement: Psychological Support, Training of Agency Personnel,
Cardiovascular Disease, and Police Suicide. Washington, DC, 2021

This guide is aimed to strengthen programs that help families support officers in mental or emotional crises or considering suicide.

&
)

National Fire Protection Association (NFPA)

NFPA 1500 ™:Standard on Fire Department Occupational Safety, Health, and Wellness Program. Quincy, MA, 2021

This standard specifies the minimum requirements for an occupational safety and health program for fire departments organizations that provide rescue, fire
suppression, emergency medical services, hazardous materials mitigation, special operations, and other emergency services.
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Acute Support Services

U.S. Department of Veterans Affairs, Watson, Patricia, and Westphal, Richard J.
Stress First Aid for Health Care Workers. Washington, DC, 2020

The webpage provides resources on Stress First Aid (SFA), including a healthcare workers manual and workbook. The goal of SFA is to identify stress
reactions in self and others along a continuum and to help reduce the likelihood that stress outcomes develop into more severe or long-term problems.

National Volunteer Fire Council

“Share the Load Program.”

The webpage offers resources to assist individuals seeking help for a behavioral health issue as well as departments looking to implement or enhance a
behavioral health program.

Training o

National Volunteer Fire Council
“Home: NVFC.”

The web portal provides information and relevant resources for fire, Emergency Medical Services (EMS), and rescue services providers.

Federal Bureau of Investigation (FBI)

“Investigative Programs Critical Incident Response Group: National Center for the Analysis of Violent Crime.”

The webpage contains useful resources on FBI’s behavioral analysis program providing psychological research and operational experience to better
understand criminal behavior and assist in solving cases.
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Reports ®

American Psychological Association, La Greca, Annette M., Wendy K. Silverman, Eric M. Vernberg, and Michael C. Roberts, eds.

Helping Children Cope with Disasters and Terrorism. Washington, DC, 2002

The book offers psychotherapists and others involved in emergency response contemporary information on the immediate and lasting effects of trauma on
children and adolescents.

@

American Psychological Association, Silverman, W. K., and La Greca, A.M.

“Children Experiencing Disasters: Definitions, Reactions, and Predictors of Outcomes.” In Helping Children Cope with Disasters and Terrorism,
edited by Annette M. La Greca, Wendy K. Silverman, Eric M. Vernberg, and Michael C. Roberts, 11-33. Washington, DC, 2002

This book chapter provides an overview of the types of disasters, the primary reactions children display as a consequence of their exposure to disasters, and
a general framework for considering the factors that influence the development and maintenance of children’s post-disaster reactions.

@y

S e

Psychiatry Research, Stanley, lan H., Boffa, Joseph W., Hom, Melanie A., Kimbrel, Nathan A., and Joiner, Thomas E.
“Differences in Psychiatric Symptoms and Barriers to Mental Health Care between Volunteer and Career Firefighters.” 247 (2017): 236-242
N~ The study aimed to describe differences in psychiatric symptoms and barriers to mental health care between U.S. firefighters in volunteer-only and career-
only departments and determine if greater self-reported structural barriers to mental health care explain the differences in psychiatric symptom levels.

National Association of State EMS Officials (NASEMSO)
“NASEMSO Releases 2020 National EMS Assessment.” April 9, 2020
\ ¥ The assessment provides a comprehensive accounting by state/territory of the numbers and types of all 911 ambulance services and emergency medical

services (EMS) professionals.

Bureau of Justice Statistics (BJS), Banks, Duren, Joshua Hendrix, Hickman, Matthew, and Kyckelhahn, Tracey

“National Sources of Law Enforcement Employment Data.” Washington, DC, 2016
\ X/ The report details the similarities and differences among three national data sources that collect law enforcement employment statistics.
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Depression and Anxiety, Zoellner, Lori A., Feeny Norah C., Eftekhari, Afsoon, and Foa, Edna B.
“Changes in negative beliefs following three brief programs for facilitating recovery after assault.” 28, no. 7 (2011): 532-540

This study examines whether changes in negative beliefs about oneself, others, and the world occur as a result of early intervention aimed at preventing the
development of chronic PTSD and further explores whether those changes mediate long-term changes in psychopathology and functioning.

ol g
[c®

Behavioral Research and Therapy, Dunmore, Emma, Clark, David M., and Ehlers, Anke

“A Prospective Investigation of the Role of Cognitive Factors in Persistent Posttraumatic Stress Disorder (PTSD) after Physical or Sexual Assault.” 39,
no. 9 (2001): 1063-1084

The study explores the effectiveness of psychological treatments for PTSD by improving understanding of the factors involved in maintaining the disorder.

ol G
@y

Violence and Victims, Filipas, Henrietta H., and Ullman, Sarah E.
“Social Reactions to Sexual Assault Victims from Various Support Sources.” 16, no. 6 (2001): 673-692
The study examines positive and negative social reactions received by 323 victims disclosing sexual assaults to informal and formal support providers.

@y

Journal of Traumatic Stress, Zoellner, Lori A., Foa Edna B., and Brigidi, Bartholomew D.
“Interpersonal Friction and PTSD in Female Victims of Sexual and Nonsexual Assault.” 12, no. 4 (1999): 689- 700
The study examines the relationship among features of social relationships, both negative and positive, and later post trauma pathology.
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Federal Bureau of Investigation (FBI)
“In the Aftermath.” YouTube, October 7, 2020
The documentary focuses on best practices after school shooting tragedies, including family reunification and dealing with accompanying trauma.

Office for Victims of Crime (OVC)
“Mass Violence: Death Notifications: Best Practices.”
Video on death notifications generally accepted practices.

Office for Victims of Crime (OVC)

“Mass Violence and Terrorism Death Notification.” Webinar, January 21, 2020

The web-based training webinar focuses on in-depth overview of the Notification victim assistance protocol. Mass fatalities present unique aspects for
delivering death notifications.

Federal Bureau of Investigation (FBI) and Penn State University (PSU)
“We Regret to Inform You. . . Impact Video.”
The video is a part of an online death notification training module for first responders.
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Cambridge University Press, Neria, Yuval, Galea, Sandro, and Norris, Fran H.

Mental Health and Disasters. Cambridge, UK, 2010

The book provides a definitive reference on mental health and disasters, focused on the assessment and treatment of the full spectrum of
psychopathologies associated with many different types of individual disasters.
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Reports @

Administration and Policy in Mental Health and Mental Health Services Research, Hamblen, Jessica L., Norris, Fran H., Pietruszkiewicz, Siobhan, Gibson, Laura E.,
Naturale, April, and Louis, Claudine

“Cognitive Behavioral Therapy for Postdisaster Distress: A Community Based Treatment Program for Survivors of Hurricane Katrina.” 36, no. 3 (2009):
206-214

The article introduces Cognitive Behavior Therapy for Postdisaster Distress, a ten-session manualized intervention, which was developed to address a range
of cognitive, emotional and behavioral reactions to disaster.
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Policy o
g@ @ Office of Transportation Disaster Assistance, National Transportation Safety Board (NTSB)

Federal Family Assistance Framework for Aviation Disasters. Washington, DC, 2008
The webpage provides useful resources relevant to the Aviation Disaster Family Assistance Act.

Guides o

é N The National Child Traumatic Stress Network
Trauma and Grief Component Therapy for Adolescents (TGCTA). August 2018
The study provides an overview of the TGCTA intervention, which addresses the complex needs of older children and adolescents contending with trauma,
bereavement, or traumatic bereavement. The manual offers detailed guidance for conducting the program.

O U.S. Department of Health and Human Services (HHS)
é @ Title IV-E Prevention Services Clearinghouse
The Title IV-E Prevention Services Clearinghouse was established by the Administration for Children and Families (ACF) to conduct an objective and
transparent review of research on programs and services intended to provide enhanced support to children and families and prevent foster care placements.

Title IV-E Prevention Services Clearinghouse, U.S. Department of Health and Human Services (HHS)

é “Program and Service Ratings.” Handbook of Standards and Procedures, version 2

f @7 The handbook provides a detailed description of the standards used to identify and review programs and services for the Prevention Services Clearinghouse
and the procedures followed by the Prevention Services Clearinghouse staff.
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Training o

Training and Technical Assistance Center, Office for Victims of Crime (OVC)

“Helping Victims of Mass Violence and Terrorism: How to Desigh and Implement a Community Resiliency Center.” Webinar, June 28, 2021

The web training series highlights the importance of communities, states, and regions planning a response to incidents of mass violence and terrorism using
the OVC resource.

> G
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Alliance of Therapy Dogs
“Therapy Dog Certification.” Last modified March 23, 2017
The webpage provides information for a therapy dog certification.

American Humane

Service Dogs: What You Need to Know

The training videos provide helpful information and guidance about how employees can properly and lawfully attend customers with service dogs in
compliance with the ADA and include business owner and veteran testimonials.

Federal Bureau of Investigation (FBI)
“Finding Solace: FBI Crisis Response Canines Help Victims Cope with Tragedy.” Last modified July 15, 2016
The webpage is dedicated to the Crisis Response Canine Program.

&G

Title IV-E Prevention Services Clearinghouse, U.S. Department of Health and Human Services (HHS)

“Bounce Back.” Title IV-E Prevention Services Clearinghouse

Bounce Back, an adaptation of Cognitive Behavioral Intervention for Trauma in Schools for younger children, is a school-based intervention designed to help
children in grades K-5 who have experienced stressful and traumatic life events.

| G
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https://www.ovcttac.gov/massviolence/?nm=sfa&ns=mvt&nt=webinars

https://www.therapydogs.com/therapy-dog-certification/

https://www.americanhumane.org/initiative/service-dogs-what-you-need-to-know

https://www.fbi.gov/news/stories/crisis-response-canines

https://preventionservices.acf.hhs.gov/programs/622/show



COPS CNA IIRX

Communty Oentod Polcing Senvces
US.Deparimentof Justice

Trauma and Support Services Resources

Intermediate Support Services

Reports o

Human-Animal Interaction Bulletin, Robino, Ariann E., Feldma, David M., Stein, Alyssa N., Schmaltz, Melody A., Fitzpatrick, Hailey A., Tartar, Jaime L., Pizzo,
Frankie, Friedman, Marah, and Feldman, Olivia

“Sustained Effects of Animal-Assisted Crisis Response on Stress in School Shooting Survivors.” 12, no. 2 (2022): 65-85

The purpose of this quantitative study was to examine the sustained effects on bounding and stress in a sample of survivors of the tragedy who participated
in animal-assisted crisis response.

ke
[

Social Work Today, Eaton-Stull, Yvonne
“Mental Health Monitor: Animal-Assisted Crisis Response.” 16, no. 5 (2016): 32
The article discusses animal-assisted crisis response as one of the resources available to social workers.

ke
SE

Frontier of Psychology, Lass-Hennemann, Johanna, Schéfer, Sarah K., Rémer, Sonja, Holz, Elena, Streb, Markus, and Michael, Tanja
Therapy Dogs as a Crisis Intervention After Traumatic Events? - An Experimental Study, September 4, 2018
The study aimed to assess the effectiveness of animal-assisted therapy as a treatment adjunct for traumatized patients.

| g
[

Navigating Knowledge, Pike, Sarah M.
“Memorializing in the Aftermath of Disaster.” Counterpoint, April 17, 2019
The article discusses several different communal memorials and their intended impact on mourning and healing processes.

ke
&
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https://www.cabidigitallibrary.org/doi/epdf/10.1079/hai.2022.0019

https://www.socialworktoday.com/archive/092116p32.shtml

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6132135/pdf/fpsyg-09-01627.pdf

https://www.counterpointknowledge.org/memorializing-in-the-aftermath-of-disaster/
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Policy o

Office for Victims of Crime (OVC)

@ “The VOCA Fix.” Last modified December 16, 2021
© President Biden signed the VOCA Fix to sustain the crime victims fund act of 2021, which added a new source of revenue for the Crime Victim Fund.

Office for Victims of Crime (OVC)

@ “Types of Assistance Available Through AEAP.”

The webpage lists types of assistance that are available to eligible applicants through the Antiterrorism and Emergency Assistance Program (AEAP).

Office for Victims of Crime (OVC)

@ “Antiterrorism and Emergency Assistance Program (AEAP).” Accessed August 3, 2023
N AEAP is designed to supplement the available resources and services of entities responding to acts of terrorism or mass violence in order to ensure that a

program’s resources are sufficient and not diverted to these victims to the detriment of other crime victims.

Federal Emergency Management Agency (FEMA)
42 U.S.C. § 5121, Robert T. Stafford Disaster Relief and Emergency Assistance Act (1974), as amended
© The document contains Robert T. Stafford Disaster Relief and Emergency Assistance Act and related authorities.

Guides @
International Association of Chiefs of Police(IACP)
Law Enforcement-Based Victim Services - Template Package IV: Pamphlets. Alexandria, VA: International Association of Chiefs of Police, 2021
Y The document provides pamphlet templates to serve as a starting point and a complementary tool for victim services personnel to engage victims in
conversations about their rights, the criminal justice system, and available resources.

National Center for Posttraumatic Stress Disorders, U.S. Department of Veterans Affairs

Stress First Aid (SFA) for Law Enforcement. Police Officer Toolkit, 2016

The Stress First Aid model is a self-care and peer support model developed for those in high-risk occupations like military, fire and rescue, and law
enforcement. It includes seven actions that will help identify and address early signs of stress reactions.

Critical Incident Preparedness Guide—Toolkit



https://ovc.ojp.gov/about/crime-victims-fund/voca-fix

https://ovc.ojp.gov/program/aeap/types-assistance#types-of-assistance-available-through-aeap

https://ovc.ojp.gov/program/aeap/overview

https://www.fema.gov/sites/default/files/2020-03/stafford-act_2019.pdf

https://www.theiacp.org/resources/document/law-enforcement-based-victim-services-template-package-iv-pamphlets

https://ptsd.va.gov/PTSD/professional/treat/care/toolkits/police/docs/PoliceStressFirstAid.pdf
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Training o

Training and Technical Assistance Center, Office for Victims of Crime (OVC)

“About Us.” Last modified August 1, 2023

OVC TTAC is the gateway to current training and technical assistance for victim service providers and allied professionals who serve crime victims. The
Center’s aim is building the capacity of victim assistance organizations across the country.

&G

Substance Abuse and Mental Health Services Administration (SAMSHA)

“Crisis Counseling Assistance and Training Program (CCP).” Last modified April 14, 2022

The CCP helps individuals and communities recover from natural and human-caused disasters through community outreach and access to mental health
services.

International Association of Chiefs of Police (IACP)

“Law Enforcement-Based Victim Services (LEV) Webinar Series.”

The project seeks to establish or enhance victim services programs in criminal justice agencies in order to couple law enforcement-based services with
community-based program partnerships to serve the broader needs and right of all crime victims. A series of webinars discussing foundational elements of
law enforcement-based victim services program development.

&G
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https://www.ovcttac.gov/views/index.cfm?nm=au

https://www.samhsa.gov/dtac/ccp

https://learn.theiacp.org/products/law-enforcement-based-victim-services-lev-webinar-series?_ga=2.96339476.964528332.1679590803-%20405409729.1651157022#tab-product_tab_contents__79
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Training )
Substance Abuse and Mental Health Services Administration (SAMSHA), DeWolfe, Deborah J.
Training Manual for Mental Health and Human Service Workers in Major Disasters. Second Edition. Rockville, MD:, 2000

This training manual introduces the trainer to the Crisis Counseling Program model, the scope and limits of the program, and elements required for effective
service design and delivery. It presents information on how the disasters affect children and adults.

I

Centers for Disease Control and Prevention (CDC)
“Adverse Childhood Experiences (ACEs).” Violence Prevention. Last modified June 29, 2023
The webpage is dedicated to educational information on adverse childhood experiences, including statistics, outcomes, and prevention.

Reports o

Clinical Social Work Journal, Tosone, Carol, Nuttman-Shwartz, Orit, and Stephens, Tricia

“Shared Trauma: When the Professional is Personal.” 40 (2012): 231-239

The study provides case vignettes from clinicians in Manhattan and Sderot, Israel to illustrate the transformative changes that clinicians may undergo as a
result of dual exposure to trauma. The discussion focuses on the importance of articulating one’s own trauma narrative and attending to self-care prior to
resuming clinical work.
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Journal of Traumatic Stress, Tosone, Carol, McTighe, John P., Bauwens, Jennifer, and Naturale, April

“Shared Traumatic Stress and the Long-Term Impact of September 11th on Manhattan Clinicians.” 24, no. 5 (2011): 546-552

The article outlines findings supporting the study’s hypotheses that insecure attachment, greater exposure to potentially traumatic life events are predictive
0 of higher level of shared traumatic stress. The article discusses implications for theory, research, and practice.
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https://files.eric.ed.gov/fulltext/ED459383.pdf

https://www.cdc.gov/aces/about/index.html#print

https://link.springer.com/article/10.1007/s10615-012-0395-0

https://onlinelibrary.wiley.com/doi/10.1002/jts.20686
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O Guilford Press Periodicals, Norris, Fran H., Friedman, Matthew J., Watson, Patricia J., Byrne Christopher M., Diaz, Eolia, and Kaniasty, Krzysztof
é @) “60,000 Disaster Victims Speak: Part |l. An Empirical Review of the Empirical Literature, 1981-2001.” Psychiatry 65, no. 3 (2002): 207-239
©

The study presents results for 160 samples of disaster victims coded to sample type, disaster type and location, as well as outcomes and risk factors
observed. Analyses showed that samples were more likely to be impaired if they were composed of youth rather than adults, were from developing rather
than developed countries, or experienced mass violence rather than natural disaster.

N BMC Psychology, Ramirez, Marizen, Harland, Karisa, Frederick, Maisha, Rhoda Shepherd, Wong, Marleen, and Cavanaugh, Joseph E.
O “Listen Protect Connect for Traumatized Schoolchildren: A Pilot Study of Psychological First Aid.” 1, no. 26 (2013)
é Listen Protect Connect (LPC) is a school-based program of Psychological First Aid delivered by non-mental health professionals, which is intended to
support trauma-exposed children. The study intended to assess the effectiveness of LPC on improving psychological outcomes associated with trauma.

Journal of Traumatic Stress, Steinberg, Alan M., Brymer, Melissa J., Kim, Soeun, Briggs, Ernestine C., Ghosh Ippen, Chandra, Ostrowski, Sarah A., Gully,\ Kevin J., and
Pynoos, Robert S.

i “Psychometric Properties of the UCLA PTSD Reaction Index: Part1.” 26, no. 1 (2013): 1-9

® The article presents psychometric characteristics of the UCLA PTSD Reaction Index derived from a large sample of children and adolescents evaluated at
National Child Traumatic Stress Network centers.

Critical Incident Preparedness Guide—Toolkit



https://guilfordjournals.com/doi/10.1521/psyc.65.3.207.20173

https://bmcpsychology.biomedcentral.com/articles/10.1186/2050-7283-1-26

https://onlinelibrary.wiley.com/doi/10.1002/jts.21780
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Guides @

National Fallen Firefighters Foundation (NFFF) and National Center for PTSD, U.S. Department of Veterans Affairs, Watson, Patricia J., Taylor, Vickie, Gist, Richard,
Elvander, Erika, Leto, Frank, Martin, Bob, Tanner, Jim, et al.

Stress First Aid for Firefighters and Emergency Medical Services Personnel: Student Manual. Emmitsburg, MD:, 2015

The student manual has been developed to assist firefighters and EMS providers in taking care of each other. It offers a flexible set of tools for addressing
stress reactions in firefighters and rescue personnel. It is intended to help provide compassionate assistance to personnel.

National Institute for Health (NIH) and Care Excellence

“Post-Traumatic Stress Disorder.” Last modified December 5, 2018

The guidance covers recognizing, assessing and treating post-traumatic stress disorder in children, young people and adults. It aims to improve quality of life
by reducing symptoms of PTSD. The recommendations aim to raise awareness.

Office of Community Oriented Policing Services (COPS Office), Usher, Laura, Friedhoff, Stefanie, Cochran, Sam, and Pandya, Anand

Preparing for the Unimaginable: How Chiefs Can Safeguard Officer Mental Health before and after Mass Casualty Events. Washington, DC, 2016
The goal of this guide is to provide law enforcement executives with best practices regarding first responder mental health — best practices learned from
colleagues unfortunate enough to have experienced a mass casualty event.

Training o

National Center for Posttraumatic Stress Disorders, U.S. Department of Veterans Affairs

@ “Types of Debriefing Following Disasters.” Last updated October 6, 2022
@ The webpage provides educational information about the types of debriefing following disasters.

@ National Center for Posttraumatic Stress Disorders, U.S. Department of Veterans Affairs

é @ “Stress First Aid: Manuals and Resources for Health Care Workers.” Last modified July 6, 2023

The webpage provides useful information and resources on Stress First Aid (SFA) framework, intended to improve recovery from stress reactions. The goal of
\%/ SFA is to identify stress reactions in self and others and to help reduce the likelihood that stress outcomes develop into more severe or long-term problems.
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https://www.researchgate.net/publication/275335459_Stress_First_Aid_for_Firefighters_and_Emergency_Medical_Services_Personnel

https://www.nice.org.uk/guidance/ng116/resources/posttraumatic-stress-disorder-pdf-66141601777861

https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-p347-pub.pdf

https://www.ptsd.va.gov/professional/treat/type/debrief_after_disasters.asp

https://www.ptsd.va.gov/professional/treat/type/stress_first_aid.asp
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Reports o

Cochrane Database of Systematic Reviews, Rose, Suzanna C., Bisson, Jonathan, Churchill, Rachel, and Wessely, Simon

Psychological Debriefing for Preventing Post Traumatic Stress Disorder (PTSD), 2002

The paper’s objective is to assess the effectiveness of brief psychological debriefing for the management of psychological distress after trauma, and the
prevention of pos-traumatic stress.

©p

Psychiatric Times, Pomerantz, Jay
“Can Posttraumatic Stress Disorder Be Prevented?” 23, no. 4 (2006)
The article introduces pilot studies which show that preventing PTSD after vulnerable persons are exposed to extreme life-threatening trauma is possible.

Monitor on Psychology, DeAngelis, Tori

“The Legacy of Trauma: An Emerging Line of Research is Exploring how Historical and Cultural Trauma Affect Survivors’ Children for Generations to
Come.” 50, no. 2 (2019): 36

The article talks about an emerging line of research which is exploring how historical and cultural traumas affect survivors’ children for generation to come.
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https://www.cochranelibrary.com/cdsr/doi/10.1002/14651858.CD000560/full

https://www.psychiatrictimes.com/view/can-posttraumatic-stress-disorder-be-prevented

https://www.apa.org/monitor/2019/02/legacy-trauma
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Policy o
Federal Bureau of Investigation (FBI)

“Employee Assistance Program Policy Guide.” October 26, 2022

The purpose of this policy guide is to establish the processes and procedures of the Employee Assistance Program.

;)

U.S. Customs and Border Protection(CBP)

“Employee Assistance Program (EAP).” Last modified July 13, 2023

The webpage is dedicated to information regarding CBP’s Employee Assistance Program, which delivers a comprehensive suite of services designed to
assist with balancing work obligations and personal responsibilities that help employees.

SZ
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Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF)
“Benefits for Federal Employees.” Last modified February 8, 2023
0 The webpage provides an overview of the benefits for federal employees.

Training o

University of North Texas at Dallas
g@ “Texas Law Enforcement Peer Network.”
O The webpage provides an overview of the TX Law Enforcement Peer Network.
Reports o

FOX 4 News Dallas-Fort Worth, Rabb, Shaun

@ “Texas Launches First-of-Its-Kind Mental and Emotional Support Group for Law Enforcement.”, September 9, 2022

The article describes a first-of-it-kind program launched by the state of Texas, where officers are trained to provide anonymous support to other officers for
the trauma they face every day.

Dallas Morning News, Smith, Kelli
@ “Hundreds of Police Officers Have Signed up for Texas Mental-Health Program, Officials Say.”, September 8, 2022
\*Z The article discusses the law enforcement peer network that has helped 46 officers since its launch.
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https://vault.fbi.gov/employee-assistance-program-policy/employee-assistance-program-policy-guide/view

https://www.cbp.gov/employee-resources/family/employee-assistance-program

https://www.atf.gov/careers/benefits-federal-employees

https://www.untdallas.edu/sites/tlepn/

https://www.fox4news.com/news/texas-launches-first-of-its-kind-mental-and-emotional-support-group-for-law-enforcement

https://www.dallasnews.com/news/public-safety/2022/09/08/hundreds-of-police-officers-have-signed-up-for-texas-mental-health-program-officials-say/
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Training )

National Center for Posttraumatic Stress Disorders, U.S. Department of Veterans Affairs

“Stress First Aid: Manuals and Resources for Health Care Workers.” Last modified July 6, 2023

The goal of Stress First Aid (SFA) is to identify stress reactions in self and others along a continuum and to help reduce the likelihood that stress outcomes
develop into more severe or long-term problems. The webpage offers a variety of useful educational and training resources on SFA.
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Police Organization Providing Peer Assistance (POPPA)
“Mission.”
The webpage offers the Mission statement of volunteer police peer support network - the Police Organization Providing Peer Assistance.

Texas Health and Human Services Network

“Texas Critical Incident Stress Management Network.”

The webpage provides information about Critical Incident Stress Management, a comprehensive crisis intervention system for people who have experienced
a traumatic event.

&G
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https://www.ptsd.va.gov/professional/treat/type/stress_first_aid.asp

https://poppanewyork.org/about/mission/

https://www.hhs.texas.gov/about/process-improvement/improving-services-texans/behavioral-health-services/disaster-behavioral-health-services/texas-critical-incident-stress-management-network
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Active Shooter at
Robb Elementary School

School Safety and Security

Active shooter incidents in U.S. schools have been a tragic reality for decades. The Columbine High School
shooting in 1999 is widely recognized as a watershed moment when schools across the country began
reassessing their security posture; increasing training and preparedness for teachers and students; enhancing referenced in the
physical security, planning, and policy development in attempts to both prevent and better respond to such Critical Incident Report
crises; and building stronger ties with local law enforcement agencies. Since that time, school shootings have Chapter 7.
continued to claim innocent lives, devastate families and communities nationwide, and shock the national
conscience.

Guidance from this
section can be

School Safety and Security
pages 328-349

Between 2000 and 2022, the Federal Bureau of Investigation (FBI) estimated that there were 68 active shooter
incidents in educational settings (e.g., schools, institutions of higher education) nationwide. During this time
frame, there were 206 lives lost, 279 injuries, and countless survivors, family members, communities, and, at
times, the entire nation impacted by the trauma, grief, and devastation wrought by such tragedies. The dates,
locations, and circumstances of these incidents have often been etched inside a collective consciousness, only
to be evoked yet again when another such a tragedy strikes.

While the primary goal of school districts across the United States is to educate, they must also prepare for myriad threats to school safety and security, ranging widely
in scale and seriousness, including incidents of mass violence. In addition to certain safety functions maintained at the school district administration level—such as
threat assessment teams, school safety committees, student counseling services, and physical security maintenance and upgrades—many school districts throughout
the nation partner with local law enforcement agencies to establish school resource officer programs, and some create their own police departments.

School threat assessment is a comprehensive process that educators, law enforcement, and mental health professionals undertake to identify, assess, and manage
potential threats in a school environment. It aims to prevent acts of violence and harmful behaviors while enhancing school safety. The process involves identifying
individuals who exhibit behaviors indicating a potential for harm to themselves or others; analyzing the credibility, nature, and seriousness of the threat; and devising
intervention strategies. These strategies can include mental health support or disciplinary action, mentoring of those involved, adjustments to individual educational
plans, addressing and reducing issues resulting from an adverse school climate (e.g., bullying, bias, discrimination, etc.) The ultimate goal is creating a safe and secure
school environment that is conducive to learning.
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Policy o

Texas School Safety Center
“School Safety Law Toolkit: 86th Session Updates
The toolkit contains several bills impacting school safety that were passed by the 86th TX Legislature.

Guides ®

SchoolSafety.gov

Find Resources to Create a Safer School

O
@

=

SchoolSafety.gov is a collaborative, interagency website created by the federal government to provide schools and districts with actionable
recommendations to create safe and supportive learning environments for students and educators. The site serves as a one-stop access point for
information, resources, guidance, and evidence-based practices on a range of school safety topics. Through the site, members of the kindergarten through
grade 12 (K-12) academic community can also use tools to prioritize school safety actions, find applicable resources and funding opportunities, connect
with state and local school safety officials, and develop school safety plans.

Community Oriented Policing Services (COPS)

Supporting Safe Schools

This webpage provides information for law enforcement agencies regarding School Resource Officers (SROs), as well as resources and projects aimed at
supporting school safety.

Community Oriented Policing Services (COPS)

The Community Policing Dispatch: 5 Things to Consider Before Posting Cops in Schools

This newsletter provides recommendations that first responders and school administrators should consider before placing SROs in schools. This is an e-
newsletter from the COPS Office.
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https://txssc.txstate.edu/tools/law-toolkit/updates/86th

https://www.schoolsafety.gov/

https://cops.usdoj.gov/supportingsafeschools

https://cops.usdoj.gov/html/dispatch/02-2018/cops_in_schools.html
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Guides @

US DOJ, Office of Community Oriented Policing Services (COPS)

Ten Essential Actions to Improve School Safety Quick Reference Guide

This guide provides first responders and school administrators with actions that can be taken to prevent, prepare and mitigate critical incidents from
occurring in schools.

US DOJ, Office of Community Oriented Policing Services (COPS)

Guiding Principles for School Resource Officer Programs

This publication provides law enforcement agencies with guidance on the COPS Office’s portfolio regarding SROs from working with agencies to hire many
SROs nationwide.

US DOJ, National Institute of Justice (N1J)

NIJ)’s Comprehensive School Safety Initiative

Through this initiative, NIJ provides insight from best practices across the country to increase safety of schools. On the webpage, you will learn about the
initiative, as well as ongoing research.

US Department of Homeland Security, US Secret Service

Secret Service and CISA Release Toolkit for K-12 Schools to Strengthen School Safety Reporting Programs

This toolkit supports K-12 schools in improving their school safety reporting programs, including bystander reporting and the community. This was developed
in collaboration with the Homeland Security Operational Analysis Center.

Readiness and Emergency Management for Schools (REMS) Technical Assistance Center
Maximizing School and Higher Ed Security as Part of Emergency Management Planning
This publicly available training and technical assistance center provides federal agency partner resources for security for K-12 schools.
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https://portal.cops.usdoj.gov/resourcecenter/?item=cops-w0900

https://portal.cops.usdoj.gov/resourcecenter/?item=cops-p460

https://nij.ojp.gov/topics/articles/nijs-comprehensive-school-safety-initiative

https://www.secretservice.gov/newsroom/releases/2023/05/secret-service-and-cisa-release-toolkit-k-12-schools-strengthen-school

https://rems.ed.gov/Resources/Specific?Topic=Security



School Safety and Security Resources

Reports ®

US DOJ, Office of Community Oriented Policing Services (COPS) and National Policing Institute (NPI)
School Resource Officers: Averted School Violence Special Report

This report, building off the Averted School Violence Database, analyzes a number of case studies of planned violence against schools. The report provides
lessons learned for law enforcement agencies and school administrators in the future.

US Department of Homeland Security, US Secret Service
Enhancing School Safety Using Behavioral Threat Assessment
This provides law enforcement agencies and school safety stakeholders with current research on school violence.

Training o

US DOJ, Office of Community Oriented Policing Services (COPS)
Campus Safety Training Program: Introduction to Incident Command System (ICS) for School Personnel

This is an eLearning course that provides law enforcement agencies with an overview of the ICS, specifically regarding campus safety. Additionally, it
discusses ICS during a critical incident.

US DOJ, Office of Community Oriented Policing Services (COPS)
Campus Safety Training Program: School Reunification

This is an eLearning course that provides law enforcement agencies with an overview of the student reunification process, including recommendations for
training and how to practice for a plan.

US DOJ, National Institute of Justice (NJ)
School Safety Special Feature
This webpage provides additional resources broadly around school safety, including publications and videos.

Che e Gk e e
e © 8 @ 0O

CriticalIncident Preparedness Guide—Toolkit 4



https://portal.cops.usdoj.gov/resourcecenter/RIC/Publications/cops-w0903-pub.pdf

https://www.secretservice.gov/SCHOOL2023

https://copstrainingportal.org/project/introduction-to-incident-command-system-for-school-personnel/

https://copstrainingportal.org/project/campus-safety-training-program-school-reunification/

https://www.ojp.gov/feature/school-safety/additional-resources
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Pre-Incident Planning and Preparation

Robb Elementary School

Coordination Among Agencies

Emergency planning needs to include all relevant stakeholders, to include all responder agencies, government and |
civic leaders, businesses, non-governmental agencies that provide victim assistance, media, and other community } :
groups. For each of the agencies and organizations, leaders need to consider planning, training, and awareness for a |
robust group of individuals. For example, in law enforcement agencies, dispatchers and other professional staff need

to be included in emergency planning. Regarding schools, bus drivers and administrative staff need to be included.

Guidance Summa ry o e

Guidance from this
section can be
referenced in the
Critical Incident Report

One group that is often left out of pre-planning is private sector and industry partners, who play a key role before, . CL?M
during, and after disasters. Businesses are involved in emergencies because substantial portions of infrastructure are Pre-Incident Planning and
privately owned. In addition, copious amounts of the hazardous materials are handled by private industry. Business Preparation
and industry partners should observe standards for the protection of critical infrastructure and develop individual pages 355-402

continuity of operations plans. During disasters, many businesses may also work with the state and with Voluntary
Organizations Active in Disaster (VOAD) to provide resources during incident response and recovery.

As the after-action report (AAR) of the shooting at Marjory Stoneman Douglas High School described, “Involving all
relevant stakeholders in a unified incident command, as well as planning and exercising roles and responsibilities
prior to an event, can help build familiarity with the emergency response and recovery system and aid its
implementation during critical incidents.” Participation must include civilian staff, including communications and
dispatch personnel.

NFPA 3000: Standard on Active Shooter and Hostile Event Response Program

In 2018, the National Fire Protection Association (NFPA), working with more than 100 expert stakeholders across law enforcement, Fire/EMS, emergency management, hospitals,
education, victim services, and facility management, published NFPA 3000: Standard on Active Shooter and Hostile Event Response Program. This is the first and only
multidisciplinary consensus standard that provides information on how to prepare for, respond to, and recover from an active shooter event. Revised in 2021 to reflect the
constantly changing landscape of events and lessons learned from more recent incidents, NFPA 3000 reinforces the importance of consistent training, preparation, and planned
coordination across first responders, facilities that may become targets, and other local leaders.*

* FireRescue1 Academy, “NFPA 3000: Preparing and Training Firefighters for Active Shooter Incidents.”
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Pre-Incident Planning and Preparation

Multi-Agency Coordination Principles

There are several ways that agencies and entities can use the emergency
planning process to facilitate collaboration and coordination during a mass
violence incident.

National Incident Management System

Emergency planning can include laying the groundwork for the consistent use
of the National Incident Management System (NIMS) to ensure that responders
at all levels can work together more effectively and efficiently. NIMS is derived
from the authority of the Homeland Security Presidential Directive (HSPD)-5,
which focuses on “enhanc[ing] the ability of the United States to manage
domestic incidents by establishing a single, comprehensive national incident
management system.”

NIMS “provides stakeholders across the whole community with the shared
vocabulary, systems, and processes to successfully deliver the capabilities
described in the National Preparedness System.” NIMS does so by defining
operational systems, including the Incident Command System (ICS),
Emergency Operations Center (EOC) structures, and Multiagency Coordination
Groups (MAC Groups) that guide how personnel work together during incidents.

In critical incidents, particularly events involving multiple jurisdictions and
disciplines, the understanding and use of NIMS and ICS are essential to the
successful sharing of information and coordination of resources, tactics, and
investigations. FEMA requires local, state, tribal, and territorial jurisdictions to
adopt NIMS to receive federal preparedness grants. While the NIMS mandate is
a requirement for receiving preparedness funding, this tragedy demonstrates
the need for mandated NIMS implementation for all jurisdictions across the
country regardless of funding requirements (see “14 NIMS Implementation
Objectives” callout box).

Critical Incident Preparedness Guide—Toolkit
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14 NIMS Implementation Objectives
The 14 NIMS Implementation Objectives are to:*

Adopt NIMS throughout the jurisdiction.

Designate a point of contact/principal coordinator for implementation of NIMS.

Ensure incident personnel receive training aligned with the NIMS Training Program.

Identify and inventory deployable incident resources consistent with national NIMS

resource typing definitions and job titles/position qualifications.

5. Adopt NIMS terminology for the qualification, certification, and credentialing of
incident personnel.

6. Use the NIMS Resource Management Process during incidents.

7. Atthejurisdictional level, develop, maintain, and implement mutual aid agreements
(including agreements with the private sector and nongovernmental organizations).

8. Apply ICS as the standard approach to the on-scene command, control, and
coordination of incidents.

9. ImplementJoint Information System (JIS) for the dissemination of incident
information to the public, incident personnel, traditional and social media, and other
stakeholders.

10. Use MAC/Policy Groups during incidents to enable decision-making among elected
and appointed officials and support resource prioritization and allocation.

11. Organize and manage EOCs and EOC teams consistent with pertinent NIMS
guidance.

12. Apply plain language and clear text communications standards.

13. Enable interoperable and secure communications within and across jurisdictions
and organizations.

14. Develop, maintain, and implement procedures for data collection, analysis, and

dissemination to meet organizational needs for situational awareness.

SRR

* FEMA, NIMS Implementation Objectives.
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Multiagency Training and Drills

In regions where agency size and resources limit response capabilities, interagency and regional training is a valuable preparation for major incident responses, enabling
personnel—both sworn and civilian— from various agencies to develop relationships and become familiar with each other’s resources, limitations, processes, and
protocols. Tabletops and other similar training exercises can be valuable tools to collaborate with stakeholders from other organizations, including public safety
organizations.

Multiagency training allows for cost- and resource-sharing and, more importantly, allows law enforcement to train with other agencies that are typically going to respond
jointly to a major incident. Building relationships through training and in advance of a major incident are critical in the successful response to, management of, and
resolution of a major incident when one happens.

As part of the multijurisdictional training, it is also important to conduct multidisciplinary training. Government leaders told the CIR team they had never been trained to
deal with this type of critical incident, largely because mass shootings are viewed as “anomalies.” Trainings should aim to include all relevant disciplines, when
possible, including other responder agencies (fire, EMS, hospitals), government and elected officials (mayors, city managers, judges), prosecutors, school personnel,
media, victim advocate organizations, and other relevant stakeholders. A part of multijurisdictional trainings should be annual exercises and drills through the EOC to
ensure that all challenges are addressed.

Training with other agencies enables those involved to identify issues such as communication interoperability ahead of time, which can save valuable time during a
major incident response. As an AAR of the impact of communications systems and processes on the response to the shooting at Marjory Stoneman Douglas High
School found, holding joint training and regular practical exercises can help to identify and resolve communication and coordination issues under a variety of strenuous
circumstances.

Mutual Aid and Formal Agreements

Mutual aid is a system where law enforcement agencies from different jurisdictions work together to respond to a major incident. Agencies and organizations that decide
on the need for an agreement should ensure that the agreement is customized to the capability or resource for which the agreement is developed. It should also include,
where appropriate, training expectations across the interdisciplinary functions necessary to create familiarity and coordination of resources. The agencies should also
train and exercise the agreement responsibilities and duties. These exercises help build preparedness for threats and hazards by providing a low-risk, cost-effective
environment. The exercises also help to test and validate the plans, policies, procedures, and capabilities. Finally, this process provides space to identify resource
requirements, capability gaps, strengths, areas for improvement, and potential best practices.

Building familiarity, coordination, and relationships will help to improve the response, especially to a critical incident. The FEMA National Exercise Program (NEP) is a
strong preparedness tool to help communities with these functions.

Critical Incident Preparedness Guide—Toolkit 3
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Pre-Incident Planning and Preparation

Pre-incident planning is crucial in preparing for and responding to mass violence incidents, as it enables agencies and organizations to develop strategies and
procedures to respond quickly and effectively to such incidents. The planning process involves identifying potential risks and hazards, assessing the likelihood and
potential impact of incidents, and creating plans and procedures to respond to them. It also includes anticipating multiple phases and transitions that may occur over
the course of an event and subsequent investigation. An AAR of the response to the San Bernardino terrorist attacks at the Inland Regional Center notes that, “Agencies
should anticipate and plan a timely transition from the somewhat chaotic active shooter response to a more methodical search for possible suspects, triage victims,
and victim and witness extraction.”

When a mass violence incident occurs, it is never the response of one agency, but rather multidisciplinary stakeholders, including law enforcement, fire, emergency
medical services, hospitals, victim service providers, prosecutors, emergency management, government and civic leaders, media, businesses, and the community as a
whole. Through the planning process, coordinating routinely among all relevant stakeholders; developing agreements; and conducting multidisciplinary training,
exercises, and drills are foundational to the process, as well as relationship- and trust-building.

Even with the advantage of the best pre-incident planning, responding to mass violence incidents can be complex and challenging since it requires quick thinking, clear
communication, and effective coordination among all responding agencies to minimize the harm caused by such incidents. Setting up a solid foundation in the pre-
incident phase better ensures that agencies and organizations have the organizational capacity, structure, and relationships to focus on the mission while providing
continuity and unity of purpose.

Policies and Procedures

Policies and procedures are the anchors for agencies. The contents of the policies and procedures are just as important as how they are implemented, trained, and
overseen. An agency can have a strong policy and lack in training and oversight, and vice versa, which highlights the need not only for a comprehensive approach to
policy writing, but also implementation.

Policies should be clear, concise, and strike the balance between providing sufficient guidance and structure and offering discretion to all who fall under their purview.
Policies and procedures should detail roles and responsibilities, and be tailored for the agency and their processes, organized, and properly sourced and legally
defensible.

Critical Incident Preparedness Guide—Toolkit 4
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Principles for Developing Active Shooter Policies

Policies and protocols on active shooter responses should include the following guidance:

* Rapid response: Upon receiving reports of an active shooter, law enforcement agencies aim to respond quickly to the scene. The first officers on the scene
must first stop the killing and then stop the dying.

* Forming a response team: Additional officers and specialized units may be called in to assist. They should work together to secure the area, evacuate people
to safety, and search for the shooter.

* Establishing a command center: Law enforcement should establish a command center near the incident site to coordinate the response. This helps with
communication, decision-making, and resource allocation.

* Containment and isolation: Law enforcement should aim to contain the shooter and prevent them from causing further harm. They may establish a perimeter
around the area to prevent the shooter from escaping and to keep civilians and other responders safe.

* Engaging the shooter: Law enforcement personnel must enter the area to confront the shooter and stop the threat. Their approach may depend on several
factors, such as the location of the shooter and the number of potential victims. The primary goal is to neutralize the shooter as quickly as possible and
minimize harm to innocent individuals.

* Evacuation and triage: Once the immediate threat is eliminated, law enforcement should work with other emergency responders, such as emergency medical
technicians and firefighters, to evacuate injured individuals and provide medical assistance. They may also set up triage areas to prioritize medical treatment
based on the severity of injuries.

* |Investigation and follow-up: After the situation is under control, law enforcement should initiate an investigation into the incident. This includes gathering
evidence, interviewing witnesses, and working with forensic experts. The investigation aims to determine the motive, gather intelligence, and prevent future
incidents.

Principles for Mutual Aid Policies

Mutual aid agreements established by local governments generally follow the guidelines set forth by state law and include the use of established pre-incident
agreements by the primary requester (“donor”) and requesting jurisdictions. Protocols for documenting and inventorying disaster response resources by category, a
deployment inventory, or catalog of preidentified resources and an automated resource management system to access and search the inventory to locate, request,
order, and track resources requested by incident management personnel are key components that form the basis for establishing regional mutual aid agreements.
Additionally, the mutual aid agreement should include an operational plan and schedule of training and exercises prior to implementation of the agreement. Mutual aid
training and exercises are a best practice that provide responders the opportunity to practice their procedures and responsibilities and help build a solid foundation for
implementing mutual aid.
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Principles for Incident Command Policies

The incident command system (ICS) requires the chief executive or their designee to be the incident commander (IC) and exercise command and control over all law
enforcement resources committed to an incident or event that is citywide or multijurisdictional in nature. Various components of the ICS should be activated depending
on the size and complexity of the incident or event. Operational need is the primary factor in determining which components or functions are activated. In addition to
establishing a command post and function, the IC, utilizing the standardized ICS structure, shall activate those components necessary for the incident. These
components include operations, planning, logistics, finance/administration, and intelligence, if necessary. The IC shall establish an Incident Command and will
determine the incident command post (ICP) location. This location should be carefully chosen based on such factors as incident size, need for security, proximity to the
incident, and support issues such as communications and shelter from the elements. The IC will inform communications of the establishment of command and the

ICP’s specific location.

When the incident has been resolved or stabilized to such a point that command is no longer necessary, the IC shall notify communications that the incident is being
terminated. The IC shall submit an after action report which should include, but may not be limited to, a brief description and outcome of the incident; a statement of
personnel and equipment utilized; a cost analysis to include salaries, equipment, food, and incidentals; a copy of incident/event logs and all submitted reports; any
maps, forms, or related documentation; a summary of deaths and injuries to citizens and responders; an assessment of damage to private and public property; any
information relating to the status of criminal investigations and subsequent prosecutions; a final evaluation and any subsequent conclusions relating to the agency’s
overall response to the critical incident or event, to include any problems encountered regarding personnel, equipment, resources, or multiagency response;
suggestions to revise policy or improve training and equipment; and any other consideration that would improve the agency’s response to critical incidents or events in
the future.

Principles for Emergency Management Policies

According to the Federal Emergency Management Agency (FEMA), a successful emergency management operations plan should include the following components:
* Riskidentification and analysis: Identify and analyze the risks that could affect your organization or community.
* Operational assumptions and resource demands: Identify the resources required to respond to an emergency and the assumptions that underlie the plan.
* Prioritization of plans and planning efforts: Prioritize plans and planning efforts to support the transition from development to execution for any threat or hazard.
* Integration and coordination: Integrate and coordinate efforts across all levels of government, the private sector, and nonprofit organizations.

* Community-based planning: Conduct community-based planning to engage the whole community through a planning process that represents the actual
population in the community and involves community leaders and the private sector.
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Additionally, effective emergency plans convey the goals and objectives of the intended operation, and the actions needed to achieve them. Successful operations
occur when organizations know their roles, understand how they fit into the larger response effort, and are able to work together to achieve common goals. There are ten
steps for developing the emergency response plan:

1. Review performance objectives for the program.
2. Review hazard or threat scenarios identified during the risk assessment (https://www.ready.gov/business/risk-assessment).

3. Assess the availability and capabilities of resources for incident stabilization including people, systems, and equipment available within your business and
from external sources (https://www.ready.gov/business/resource-management).

4. Talk with public emergency services (e.g., fire, police, and emergency medical services) to determine their response time to your facility, knowledge of your
facility and its hazards, and capabilities to stabilize an emergency at your facility.

Determine if there are any regulations pertaining to emergency planning at your facility; address applicable regulations in the plan.
Develop protective actions for life safety (evacuation, shelter, shelter-in-place, lockdown).

Develop hazard and threat-specific emergency procedures using the Emergency Response Plan for Businesses
(https://www.ready.gov/sites/default/files/2020-09/business_emergency-response-plans.pdf).

8. Coordinate emergency planning with public emergency services to stabilize incidents involving the hazards at your facility.
9. Train personnel so they can fulfill their roles and responsibilities (https://www.ready.gov/business/training).

10. Facilitate exercises to practice your plan (https://www.ready.gov/business/exercises).

Principles for Post-Incident Responses Policies

Law enforcement agencies must be prepared to respond in the days and weeks following a mass casualty incident in their jurisdictions. Agency policy and emergency
management plans should reflect procedures to prepare for and effectively manage the aftermath of a mass casualty incident. Several important takeaways from recent
incidents include:

* preparation for the massive media turnout that will shape the perception of how a major disaster is being managed;
* identifying and deploying resources for trauma support services available to families of victims;

e coordination of logistics for handling casualties;

* recognizing and preparing for the physical and emotional needs of responders;
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* including medical facilities in planning, preparation, and exercises in anticipation of a surge in the aftermath of a mass casualty incident;
» following social media for awareness of vigils and public gatherings that might require police coverage;
* defining a clear trauma notification process and ensuring the availability of mental health professionals to support families that are acutely grief-stricken.

Important lessons learned remind law enforcement that, in addition to planning and training for the immediate response to a critical incident scene, local agency
leaders, healthcare systems, and elected officials should have a comprehensive understanding of the many challenges they could face during and after a mass casualty
incident, if it happens in their jurisdiction. Studying after action reports and hearing directly from emergency response leaders who have handled these incidents is the
first step in being prepared for post-incident management.

Preparation and Planning in Schools to Mitigate the Extent of Trauma

Everyone needs a sense of safety and a secure environment starting from childhood. When these needs are absent or unaddressed, it can cause children to react with
fear and anxiety. For children to learn, a school needs to be a safe environment. An essential component of creating a safe environment is preparedness. Moreover,
preparedness activities are one of the most helpful ways to mitigate the development of traumatic stress reactions. A sense of helplessness or confusion in emergencies
can increase traumatic stress responses, increasing the risk of someone developing a diagnosable mental health problem. Involving the students and school staff, along
with family members in emergency drills and exercises, can help prepare everyone involved with information on what to expect in specific emergencies and equip them
with some tools to manage their stress as well as the emergency itself.

Preparedness includes the development of policies and exercises based on best and emerging practices related to planning, organizing, equipping, and training on
possible emergency scenarios. An evaluation of the exercises should be conducted, after which corrective actions should be implemented (based on the findings).
Corrective actions might involve changing a policy, identifying or clarifying roles and responsibilities, or including multiple response options as practical examples. Before
an incident occurs, students, staff, and family members can learn what actions to take, such as following instructions to evacuate an area where a dangerous situation is
located. Preparedness for families and schools may include teaching children to react to an alarm, getting out of a building, or identifying a safe place to meet away from
danger. It also involves learning how to initiate coping mechanisms that will help keep emotions (the fear response) under control or manageable, so one can use good
judgment and make good decisions during the response phase.

Lockdown drills can be conducted for a variety of reasons, such as online threats, local police activity, weather, and other situations. However, in some circumstances,
lockdowns may produce anxiety, stress, and traumatic symptoms in some students or staff, as well as loss of instructional time. Proper planning before lockdowns should
be part of the emergency operations or preparedness plan. To mitigate possible negative reactions to a lockdown, “planning should include considerations for age and
developmental levels, disabilities that might impede mobility and access to instructions, sensory disabilities such as autism that might heighten a distress reaction
and/or impede response to instruction, and intellectual disabilities that might impede understanding a situation or instructions. Additionally, second language
considerations for students and families must also be addressed.”
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In 2021, the National Association of School Resource Officers released Best Practice Considerations for Armed Assailant Drills in Schools, which recommends
“nonsensorial drills (i.e., drill done by calmly walking and talking through the procedures, with no simulation of a real-life event)” be conducted with age-appropriate
students since over stimulation of the senses during a drill can cause trauma. More recently in 2023, a study conducted by Everytown Research and Policy along with
Georgia Tech University concluded that “active shooter drills in schools are associated with increases in depression (39 percent), stress and anxiety (42 percent), and
physiological health problems (23 percent) overall, including children from as young as 5 years old up to high schoolers, their parents, and teachers.” It is important for
school districts to keep trauma-informed practices in mind as part of the planning and implementation of drills.

Effective communications are crucial to responding to an emergency. Many schools use commercial apps for structured alert systems, such as the Raptor.
Preparedness exercises that test communication systems are imperative. Internal communications with staff and students on campus that can provide a warning that
danger is imminent and specific actions to take (e.g., go to your rooms, lock the doors, stay where you are, etc.) are critical in training exercises that can help reduce
anxiety in general as well as worry about “what to do” and creates a familiarity with the process that can increase the odds of carrying out the instructions correctly in a
time of need.

Preparedness exercises that address external communications with various audiences are crucial for many reasons. Again, knowing what to do, where to go, who to call,
and under which circumstances these actions apply can decrease the anxiety which often accompanies emergencies. In school shooting drills, children and staff
practice keeping quiet and not using their phones once the alert has been sent out. Families need to be included in exercises and/or instructions that inform them as to
where to call when, whether or not they should approach the school, whether or not their child may be in a hospital, and where a reunification/notification center may be
located and how to obtain all of this information. Parents, caregivers, and school staff’s families need to be provided information that helps them to understand that all
these details may not be known in a preparedness drill; thus, following a prescribed set of instructions/procedures will be critical to respond efficiently as well as to help
people remain calm. For most people, knowing what to expect can help decrease anxiety.

A good example is to explain in exercises/drills to parents, caregivers, and staff’'s families that they will likely be directed away from the site of the school in an
emergency as it is critical for response vehicles, such as fire trucks and ambulances, to get through to the buildings without obstruction. Some schools may determine a
meeting site (e.g., a nearby store parking lot) before an emergency occurs that is agreed upon with the site owner and the families in advance. Again, this type of
preparedness planning can decrease some anxiety and chaos at the scene and increase the efficiency of the response overall.

Preparedness planning involves many aspects such as role determination (e.g., who is the primary caregiver with legal authority over school-aged children), decision
trees (e.g., which caregiver is responsible on any given day for the well-being/whereabouts and communication with their child), up to-date emergency contact
information (with the school, within families, with the school-aged child who has memorized their own emergency contact information), and again, back-up information
and plans in case the primary plan does not work for whatever reason. Involving parents, caretakers, school staff, and their families in preparedness exercises and drills
can help them complete these plans for the school and their own families and identify gaps that need to be covered. All key players in the communications plans must
know and utilize these systems from law enforcement radios to dispatch, 911, and 988 services for interoperability success.
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Pre-incident preparedness regarding students’ emotional and mental status while at school is generally the responsibility of school staff, including teachers, school
counselors, social workers, and other staff whose role involves direct interactions with students. While a student’s mental wellness is not often viewed from a pre-
incident preparedness perspective, it can be a predictor of behavior and, with the proper attention, may help identify the need, which, if acted upon appropriately, has
the potential to decrease the risk of a violent assault such as a school shooting. School Safety and Security.” But it is worth noting here that everyone can pay attention
to engage with or refer a child in emotional distress or other serious need to appropriate caregivers, professionals, and other resources. Since we know that most mass
violence in schools in recent decades has been committed by current and former students, then it is incumbent upon all who engage within the school setting to pay
attention and to “say something,” to those whose role it is to act upon a high-risk situation. And again, while a threat assessment needs to be conducted by trained
professionals, these professionals need to be alerted to situations or people they may not encounter directly.

Additionally, just as we can teach anyone to be a gatekeeper for suicide prevention by focusing on critical indicators, anyone can be trained to identify some of the signs
of concern or red flags for the risk of school violence. These may include recent violent episodes or threats of violence, obsession with weapons, torture of animals, and
clear threats to conduct violence advertised on social media posts or reported to family/friends or acquaintances. Coupled with a recent emotional loss, such as a
breakup with a love interest, death of or serious conflict with an immediate family member, or incidents of public humiliation such as bullying (past or recent), these
signs can indicate that someone needs some emotional/mental health support. While not all who require attention to emotional and mental health care will perpetrate
incidents of violence, these signs do mean they should at least be referred for a proper, professional assessment.

Planning and Preparation for Public Messaging

Communications Planning Principles

A crisis communications plan must exist prior to the onset of a critical incident. Each agency should create a crisis communication plan to achieve a rapid, organized,
and open approach to communication during a crisis, and practice it at least once a quarter with smaller events. This will help identify problem areas and solutions and
ensure everyone is familiar with the plan and knows their role instead of trying to figure that out during a critical incident.

All Public Information Officers (P1Os) in various fields of industry (e.g., police, government, schools) should obtain FEMA basic and advanced public information officer
certifications as a baseline of training. Those courses teach the Joint Information System, which is a critical part of the Incident Command System. They also instruct on
the use of a Joint Information Center (JIC) at a major incident to coordinate messaging and plan news briefings and other external communications.

Critical Incident Preparedness Guide—Toolkit





COPS CNA IIR

Communty Oentod Polcing Senvces nsttute for Intergovernmental Rescarch
LS. Department of ustice

Guidance Summary

Pre-Incident Planning and Preparation

Available to Download!

T
'

PIOs can reference the U.S. Justice Department COPS Office publication, Strategic
Communications for Law Enforcement, for insight and templates for developing a crisis
communication plan.

In addition, school districts should also have a safety plan for each school which includes a
reunification and communication section on how they will direct parents when a crisis occurs.
District personnel should arrive to assist parents who are going to rush to the school or to
redirect parents to the reunification location. Information about meeting locations should be as
specific as possible, including the location address. This post can include pre-written phrases
created during exercises testing the crisis communications plan.

The 12 tenets of training zre meant to provide leaders and training personnel with key considerations to assist in identifying training that has been
vetted, has proven to be effective, and is taught by qualified, certified, and continually evaluated instructors. Leaders and training personnel should
develop a process for applying the checklist of the 12 tenets of training presented below to every course in their agency’s training curriculum.

° Can you clearly articulate the problem that you are trying to
solve or prevent through training? (Enter the problem you are

trying to solve or prevent below)

Did you review how the training provider trains and certifies
theirinstructors?

Ow O

Did you review how the training entity evaluates the quality of
theirinstructors?

Ow O

Did you review how the training entity evaluates their
instructors for consistency in delivery of the training

Training

Did you review the training curriculum and consider whether
the course delivery format (e.g., in person, virtually, lecture,
scenarios, etc.) is appropriate to best address the issue you

Mandatory training time/requirements spent on duties a peace officer performs daily (e.g., traffic

stops, etc.) may be better shifted to training options focused on unique, complex tactical events,
such as an active attacker. Such low-frequency/high-impact events are usually the ones that come
with the steepest costs—in lives lost, injuries sustained, community fractures, litigation, ensuing
mental health issues (victims/community/officers), and subsequent media scrutiny. Yet, training for
these events may not be required.

Budgetary and staffing shortages are rampant among law enforcement agencies at all levels across
the country, including the local agencies under this review. Information provided by peace officers as
a part of this review highlighted these challenges and indicated training opportunities are typically the
first things that get cut in times of fiscal constraints. Many law enforcement agencies do not have
sufficient funding to pay the costs associated with training, including officers’ overtime, adequate
training facilities, or necessary equipment, and resources to provide reality-based training offerings.
Multijurisdictional training can help with these budgetary constraints, while also improving
coordination during an emergency.

Critical Incident Preparedness Guide—Toolkit

° Did you review the frequency and duration of the course

e If you selected “Yes’ to all of the sbove questions, you have successfully applied the 12 tenets of training and are ready to deploy this course.

are trying to solve?

yes no

Have you cansidered the length of the course and whether it
is appropriate for effectively teaching the learning objectives
and achieving the desired outcomes?

O = O m

offerings and consider whather they are the most appropriate
for your training goals and time allotment?

Q= O

Wheo is providing the training? (Enter below)

Did you research the training provider’s background and
experience in providing this training?

O~ O

If yes, have you considered whether the training will be, or
should be, certified by your state's POST, IADLEST, or some
other national training certification/accreditation program?

O\fes O no

©@ 0 6 000

curriculum?

Owm O

Did you review how often the training curriculum is evaluated,
reviewed, and updated to ensure the learning objectives are
being taught with the most relevant data?

Or O~
Have you censidered whether the training can be taught to
multiple agencies at the same time or if it is agency-specific
{e.g., tailored to the internal policies and procedures of a
particular law enforcement agency)?

o= O~
Can you clearly articulate how the training effectively solves
or prevents the problem that you identified? (Enter the
rationale below)

If you selected “No’ to any of the above questions, your agency may not be ready to deploy this training. We recommend you review the
questions and consider methods to strengthen your understanding in these areas before training deployment.

For more background on developing training, please refer to the COPS Office or the recent report on its critical incident review of the active shooter

response at Robb Elementary School in Uvalde, Texas.
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Another solution is to send officers to “Train-The-Trainer” courses, where agency trainers learn the curriculum and, where possible, are certified to go back to their
agencies to teach the curriculum, which potentially serves a greater long-term benefit to the agency and surrounding departments. That trained peace officer then
becomes an asset to provide the training more frequently and locally so that cost and resources are less impacted. However, it is important that the trainers continue to
follow the certified training curriculum rather than deviating from the materials.

Incident Command and Leadership Training

Proper training includes training on ICS and leadership to help individuals who will take on—or who may be expected to act in—leadership positions during a response to
a major incident to understand and fulfill their roles and responsibilities. Supervisors play key roles in managing critical incidents, from assuming roles in the incident
command structure to assisting in discouraging the unnecessary self-deployment of their officers. Training can help to practice these roles prior to a critical incident
response.

Incident Command and Leadership Training Principles

The NIMS Training Program has set the standard for ICS training, which is outlined in the National Incident Management System Training Program.

To accomplish the NIMS objectives, FEMA has issued training guidelines based on three basic levels of responsibility for responders:

* AllIncident Personnel: Associated courses provide the foundational knowledge to help nonsupervisory incident personnel understand where they fit in the
overall incident structure. Many incident personnel never advance beyond these baseline courses.

* Incident Personnel with Leadership Responsibilities: Associated courses provide additional background on external incident management systems for mid-
level incident personnel responsible for establishing the initial incident command or for those preparing for a future supervisory role.

* Incident Personnel Designated as Leaders/Supervisors: Courses provide enhanced knowledge and increased comfort in using NIMS structures and processes
for senior level incident personnel. Trainees are typically those designated as ICS or EOC leaders/supervisors for large or complex incidents that extend beyond
a single operational period and generate an incident action plan.

Critical Incident Preparedness Guide—Toolkit
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The training requirements and progression of courses for field personnel who will
operate within ICS are illustrated in Figure 1.

ICS-700 NIMS, an Introduction and ICS-100 Introduction to the Incident Command
System are considered the baseline courses. Even if the agency has not fully
committed to NIMS, it is still recommended that agency leaders have this awareness
through the baseline courses.

The International Association of Chiefs of Police Incident Command Model Policy
likewise emphasizes the importance of NIMS/ICS trainings, recommending:

* An annual NIMS/ICS training should be conducted through a tabletop
exercise or actual field exercises.

e Training should be multijurisdictional.
* Awareness-level NIMS courses are required for all sworn members.
* NIMS is required for all supervisors.

* An after-action review should be prepared after each training exercise.

COPS CNA

Guidance Summary

.......................................

Figure 1. ICS Training Progression

Incident Personal and
Leadership
Responsibilities

!

Incident Personnel
Designated as
Leaders/Supervisors

Additional Advanced
Training

All Incident Personnel

1S-100: Introduction IS-800: National Response
to ICS Framework

E/L0950-0987:

G0191:EOC/ICS Interface
ICS All-Hazards

1S-700: Introduction to
WIS

E/L/G0300:
Intermediate ICS

0-0305: National Fire
Academy All-Hazard IMT

15-200: BasicICS

E/L/G0400: Advanced ICS

!
—
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Why Do All Levels Need Incident Command Training?

Emergency Management personnel.

When a call for service comes into the dispatch center, dispatchers become the first incident commander of a problem until they assign it to a patrol officer for a
response. There is a requirement to successfully transition the call for service to relinquish their function as the incident commander and to pass the torch to the
patrol officer who then serves as incident commander until the problem is resolved, or a more senior law enforcement officer is called to the incident to assist. The
process continues until the Chief is involved or the incident is resolved at a lower leadership level. All law enforcement officers should receive Incident Command
Training to be able to assume the role as incident commander, whether it be on a routine daily call for service or an active attacker incident. Training on incident
command should include all levels of law enforcement within an agency, external law enforcement partners, dispatchers, fire/EMS, Community leaders, and Office of
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Active Shooter Training Principles

To evaluate best practices and identify available active shooter training options, the Critical Incident Review (CIR) team observed multiple national active shooter
trainings taught by different entities. In every instance the desire and want by the instructors to best prepare their students for an efficient and effective response to an
active attacker threat was impressive. While a majority of the curricula was consistent between the training courses, there were some stark differences worth noting:

* Inone course, the trainers had the flexibility to modify the curriculum to suit the
needs of the host agency. While on the surface this may seem like a promising
idea, it goes against the mindset of standardized training for all officers in order Complacency in Training
to execute a quick and decisive resolution to an active attacker incident. A
standardized foundational curriculum and a common language must first be
taught and understood before modifications and enhancements are made to
the curriculum.

Complacency in the training environment does not build positive
muscle-memory which results in an ineffective real-world response.
Training must be physically challenging and psychologically
demanding in order for your body to take over your mind’s doubts in a

* While all courses discussed the importance of a solo-officer response to an real-world incident* Training must recognize and prepare law
active attacker inCident, some Only bl’lefly drilled on the Concept. Others enforcement personnel to make decisions in Overwhelming’ novel’
allotted time for drills and scenarios based upon this type of necessary complex, and rapidly evolving environments.
response.

* While all courses discussed the importance of gaining access to a location * CIR Fact Finding: ALERRT, Active Shooter Response Level 1 Version 7.2; DHS
where an active attacker is present utilizing any means necessary, only one Law Enforcement ’Active SHooter Emergency Repsponse Version 3.1: Ins.tr’uctor’
course provided an in-depth presentation of the topic of mechanical breaching Guide: CIR Document and Data Review.
through a classroom-based presentation, hands-on drills, and scenarios
utilizing the three key breaching tools (Halligan, sledgehammer, and bolt
cutters).

Across all the trainings, the value of scenario-based training cannot be overstated. Based on these observations, analysis of the incident, data, interviews with personnel
on the ground, and consultations with subject matter experts in the field, the CIR team recommends 8 hours of scenario-based stress induced active shooter training
annually for front-line officers with all levels of rank-and-file in the training. However, with budgetary and staffing shortages, the CIR team encourages agencies to explore
creative solutions to training on active shooter situations. For example, scenarios can be incorporated into firearm qualifications, reinforcement of concepts during in-
service, and mini exercises during roll call. Wherever possible, baseline foundational training content must be consistent across training providers. Agencies’ training, as
well as policies and procedures, should clearly articulate the differences between an active shooter situation and barricade situation, as well as the priorities in a
response, to stop the killing and stop the dying.
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Training must also cover lockdown protocols, so that law enforcement understands how critically vulnerable locations teach their occupants how to respond to an
active threat.

In line with this education, officers should help instruct options-based civilian response to an active attacker training (Run, Hide, Fight/Avoid, Deny, Defend, etc.) so that
they are aware of the usual or typical operations or “normal environment” and the occupants’ response plan during an active attacker incident. The environment is ever-
changing, and so should the options available to those who find themselves in an active shooter incident. Active shooter incidents across America last, on average,
about 12.5 minutes in duration. Every movement by the shooter, every response action by those innocents involved, the closing response of law enforcement, and
structures and open spaces in the area are aspects of the environment that are ever-changing throughout an active shooter incident. Those involved must be trained to
transition from one aspect of an options-based response to another until the threat is neutralized to enhance their chances of survival. For example, the after-action
review of the Columbine tragedy in 1999, where 12 people were killed and 24 injured, discussed the Run, Hide, and Fight concept. Many students who ran were
uninjured or were injured but able to survive. Those who took the lockdown approach were left with no options and many were killed or severely wounded. This mass
shooting changed the entirety of law enforcement and medical response to an active attack.

Moreover, research should be conducted to determine whether or not changing the “normal environment” of a space in response to an active attacker threat provides
any additional protections from being targeted by the active attacker. For example, consideration is warranted to assess if the protocol requiring staff and students to
turn off classroom lights in an otherwise normally lit environment draws attention or diverts attention away. Inherent in this needed analysis is also the challenge that
creating an artificial environment of lights out, window coverings drawn, and no signs of human presence presents to responding peace officers. In many instances, it
places the officer at greater risk and limits the environmental clues that help them locate, isolate, and neutralize the threat. An active attacker has no rules to follow
when they fire their weapon. The environment matters much less to them than to a responding officer who must account for every round that they fire from their weapon
and rely heavily on sight, sound, touch, and smell to identify stimulus to determine an appropriate response.

Finally, active shooter training should include instruction and scenarios on gaining entry to the threat environment, such as breaching, KNOX boxes (emergency key
boxes), and secured equipment located on site. A stronger breaching model should be taught. Training should discuss all aspects of gaining entry to the threat
environment (e.g., windows, alternate doors, Keys, Key Cards, Breaching, etc.) and also how to “read” a door to know what type of locking mechanisms it has, how it
opens, what keeps it shut (lock, magnet, etc.), and how to defeat most types of commercial doors utilizing a Halligan, sledge, and/or bolt cutters.
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There is a fact sheet available to download that provides topics and activities designed to
help law enforcement leaders and trainers determine whether an active shooter training
fits their needs. Law enforcement leaders and training personnel should review these
topics and activities and determine whether your current active shooter training
course(s) successfully demonstrate these considerations. Additionally, law enforcement
leaders and training personnel should ensure that the Lesson Plan is clear and detailed
to ensure standardization across various instructors that may teach the course.

Resiliency Training

Comprehensive education and training will aid in building long-term resiliency in responder personnel.
Pre-incident preparedness involves several different training paradigms, including models that help s s v respana. vt o eoar e et B
participants build a level of confidence and competence in their work. Other models involve preparing
responders for what they might encounter in traumatic incidents so they are not completely shocked by 2 raaching,inching hands-n il sing machaicalbrasching
exposure (which can still happen with some responders, especially in severe situations), especially now
that so many have body-worn cameras that allow them to repeatedly watch video footage of traumatic
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=

US.Departmentof.

Guidance Summary

Available to Download!

Active Shooter Course

This fact sheet is designed 5 help law enforcement leaders and trsinars datermine whether 3n active shooter traiing fits thei nesds Law
enfarcement leaders and training persannel shauld review these topics and ac hether their cument active shaater trining
e | e T e ) o ey oo e o e Sl Fye e
standardizstion scroes various instructors that may teach the course and that classroom time is usad sffidently le.g. by sssgning reguired pre-class
reading ta reduce lecture time).

+ Checking for ijurins to s, ms,
from past active shooter incidents, such 2z gedjhad command and TIEEHING TeTIrpuries £ s amm sntnes
contral, god/bad commurications, good/bad tacticsl response - Spesd, surpriss, viense of acticn.

good/bad leadership, ecc. Madical

+ Tourniquats, pressure sppfcation t contral baod loas,
tools (=g, balk cuttes, siedgshammer, Hallgan) + When o use chest sesls,
2. Equipmant and tactics necossary to combat an active Sttacker, - When ta pack 3 waund with gauze
including one with suparior firapawar - FResovery pasition.

= Casualty collection poants,

events. They also include emotion regulation, such as cognitive behavioral work or cognitive
strengthening to help responders control their autonomic stress response. These pre-incident training
modules are not in widespread use, as budget constraints tend to lead agencies to focus only on
competency skills and those training modules required by law or funding agencies.

. Realistic sconarios, including tha following featurss in soma

instances:

+ Clased ané lcked doars requiring afficers ta find alternat=
=ntrances to the trest ara

+  Simunition use ta mast effectively simutate an officer being
canfranted and shat by @ subjsct

»  Drills for solo and two-, three, and four-officer response:

. Amaduls on safaty during the training course

. Afocus on how ta stop the killing, stop the dying, and evacuats the

wounded ta 2 highar |eval of trauma cars, induding the following
considerations:

Tactical: Decision-making bayard shoot/don't shact scemarics.
+  Articulating the “why” behind any decision, and by law and
pacy.
+  Gathering informaticn/intaligence en rauts, upan amival, and
hroughaus the incident.

+ Farking at scene.
+ Bound and Overwatch t3 bresch paint.

+ Using all sens=s ta identify stimubus and determine aparopriats
respanse.

+  Driving taward sound of kst known gunfire and searching for,
‘acating, and reutralkzing the shaczer.

= Link up with EME.
= Law enforcement evacuation of wounded.

= Estzblishing 3 safe Durridor{n-'e\d:cudor.|

7 an::l.'ps\dthloglc:l training, including tha Fallawing:

Mave only a5 Fast 25 you can see, thinkfpracess infarmatian, and
shocs;

+  Drills an controlling breathing and stress reduction to lessen

‘tunnel vision and auditory exclusion;

The will t2 go inta 3 situstion knawing you may be shat andjar
ialled but daing it anyway because it is your job;

- Understanding the mindset of an scve shaoter t2

ndiscriminately kill 25 many peaple 25 passile befars being
iilled or capeur=d by law enfarcement. This is not & persan who
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respanding officers can take aparopriate action;

- Awsiding the mindset of %it can't or wan't happen here” which

sets 3l imvatved up far fiture. The mindset of law enforcement
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curseheas for when it happans?®
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afficers know the mast impartant tsk is to save the lives of
nnacent commurity members imvalved in the sttck.

Far more background on developing training, plesse refer to the [OPS Office, thes recent regart of the oritical incident review of the sctive shaster
incident 3t Robb Elementary School, ar the new 12 Tenets of Training checklist
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Policies and Procedures

Policy 9
Department of Homeland Security (DHS)

Homeland Security Presidential Directive 5

The purpose of the directive is to enhance the ability of the U.S. to manage domestic incidents by establishing a single, comprehensive national incident
management system.

Federal Emergency Management Agency (FEMA)
NIMS Implementation Objectives for Local, State, Tribal, and Territorial Jurisdictions

The document reflects the concepts and principles contained in NIMS and aim to promote consistency in NIMS implementation across the nation. The guide clarifies
the NIMS implementation requirements in FEMA preparedness grant notices of funding opportunity.

Local and Elected Appointed Officials Guide: Roles and Resources in Emergency Management

The guide provides an overview of how senior officials can prepare and respond to disasters to save lives, lead disaster recovery operations and build more resilient
communities.

National Incident Management System: Third Edition
The NIMS provides a consistent nationwide template to enable partners across the nation to work together to prevent, protect against, respond to, recover from, and

mitigate the effects of incidents, regardless of cause, size, location, pr complexity. This revision incorporates lessons learned and best practices from a wide variety
of disciplines.

Training o

FireRescue1 Academy
“NFPA 3000: Preparing and Training Firefighters for Active Shooter Incidents.”

The eBook offers a closer look at active shooter response efforts in the context of its first-of-its-kind standard, and tips for implementing programs that address
active shooter events.

Federal Emergency Management Agency (FEMA)
“Homeland Security Exercise and Evaluation Program.”

The webpage provides a set of guiding principles for exercise and evaluation programs, as well as a common approach to exercise program management,
design and development, conduct, evaluation, and improvement planning.
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https://www.dhs.gov/sites/default/files/publications/Homeland%20Security%20Presidential%20Directive%205.pdf

https://www.fema.gov/sites/default/files/2020-07/fema_nims_implementation-objectives-20180530.pdf

https://www.fema.gov/sites/default/files/documents/fema_local-elected-officials-guide_2022.pdf

https://www.fema.gov/sites/default/files/2020-07/fema_nims_doctrine-2017.pdf

https://www.firerescue1.com/fire-products/online-training/articles/nfpa-3000-preparing-and-training-firefighters-for-active-shooter-incidents-ebook-B06ex9Lp3fDhJ5YF/

https://www.fema.gov/emergency-managers/national-preparedness/exercises/hseep
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Policies and Procedures
Reports 9

Straub, Frank, Brown, Jeffrey, Villasenor, Roberto, Zeunik, Jennifer, Gorban, Ben, Norton, Blake, and Reyes, Eddie
Advancing Charlotte: A Police Foundation Assessment of the Charlotte-Mecklenburg Police Department Response to the September 2016

Demonstrations

The review identified areas where the Charlotte-Mecklenburg Police Department (CMPD) could improve its policies, practices, and operations to strengthen
the department’s relationship with the community it serves, with the goal of preventing and improving its response to future instances of civil unrest, should
they occur.

@ Straub, Frank, Norton, Blake, Zeunik, Jennifer, Meade, Brett, Gorban, Ben, Benson, Rebecca, Iwashita, Joyce, Folino Ley, Alyse, and Johnson, Michael
é Recovering and Moving Forward: Lessons Learned and Recommendations Following the Shooting at Marjory Stoneman Douglas High School
The findings and recommendations are intended to provide opportunities for the relevant stakeholders to come together and address the challenges that emerged on
February 14, 2018, and to provide public safety agencies, school districts, and governments across the nation with critical guidance to inform the response to future school
shootings.

Guides o

@ Federal Emergency Management Agency (FEMA)
é “Homeland Security Exercise and Evaluation Program.”
(% @ The webpage provides a set of guiding principles for exercise and evaluation programs, as well as a common approach to exercise program management,

¥/ design and development, conduct, evaluation, and improvement planning.

Orrick, W. Dwayne

Best Practices Guide: Developing a Police Department Policy-Procedure Manual

The guide has been designed to assist police agencies in smaller communities with the development and revision of their policy-procedure manuals.

Carpenter, Michael

= Put It in Writing

The document emphasizes the importance for every law enforcement agency to have a current and well-written policy manual.

g@ Power DMS
= Writing Effective Policies and Procedures in Law Enforcement
The guide provides information agencies need to know to develop a legally defensible policy and procedure manual to set their department up for excellence.
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https://www.policinginstitute.org/wp-content/uploads/2018/02/Advancing-Charlotte-Final-Report.pdf

https://www.policinginstitute.org/wp-content/uploads/2019/08/Broward-Final-.pdf

https://www.fema.gov/emergency-managers/national-preparedness/exercises/hseep

https://www.theiacp.org/sites/default/files/2018-08/BP-PolicyProcedures.pdf

https://leb.fbi.gov/file-repository/archives/oct00leb.pdf/view

https://www.powerdms.com/policy-learning-center/writing-effective-policies-and-procedures-in-law-enforcement
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Coordination Amongst Agencies Resources

Policy PY

International Association of Chiefs of Police (IACP)
Incident Command Model Policy

NIMS is a comprehensive national approach to incident management, applicable at all jurisdictional levels and across functional disciplines. It provides a
consistent nationwide Incident Command System approach to Federal, state, and local governments to work effectively and efficiently.

International Association of Chiefs of Police (IACP)

Model Policy on Mutual Aid

The document discusses an interagency assistance policy intended to define the capabilities and obligations of participating departments to respond to
emergency situations outside their jurisdiction. Agencies should participate in the interagency mutual aid agreement in order to strengthen their collective
response to emergency situations.

Guides o

Federal Emergency Management Agency (FEMA)

National Incident Management System Guideline for Mutual Aid

The document provides guidance on different types of mutual aid agreements, the key elements of a mutual aid agreement, and the key elements of mutual
aid operational plans used for implementation.

Ready.gov
“Emergency Response Plan”
The document provides a template/guidance on creating an organizational policy for emergency response plan.

Federal Emergency Management Agency (FEMA)

Developing and Maintaining Emergency Operations Plans

This comprehensive preparedness guide provides guidance for developing emergency operations plans. The goal of the guide is to help planners at all levels
of government in their effort to develop and maintain viable, all-hazards, all-threats emergency plans.
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https://www.theiacp.org/sites/default/files/2018-08/IncidentCommandPolicy.pdf

https://www.theiacp.org/resources/policy-center-resource/mutual-aid

https://www.fema.gov/sites/default/files/2020-07/fema_nims_mutual_aid_guideline_20171105.pdf

https://www.ready.gov/sites/default/files/2020-09/business_emergency-response-plans.pdf

https://www.fema.gov/sites/default/files/2020-05/CPG_101_V2_30NOV2010_FINAL_508.pdf
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Coordination Amongst Agencies Resources

Training O

Ready.gov
“Risk Assessment”
The webpage contains useful information on risk assessment and provides additional resources for various hazards.

[

“Resource Management”
The webpage is dedicated to resource management and preparedness programs information.

“Training and Testing”
Training, testing, and exercises are essential components of preparedness. The webpage provides useful educational information.

“Exercises”
Exercising the preparedness program helps to improve the overall strength of the preparedness program and the ability of team members to perform their
roles and carry out their responsibilities. The webpage provides educational materials on exercises.
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https://www.ready.gov/business/planning/risk-assessment

https://www.ready.gov/business/resources/resource-management

https://www.ready.gov/business/training

https://www.ready.gov/business/training/testing-exercise/exercises
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Preparation and Planning in School to Mitigate the
Extent of Trauma

Policy o

Schonfeld, David J., Melzer-Lange, Marlene, Hashikawa, Andrew N., Gorski, Peter A., Krug, Steven, Baum, Carl, Chung, Sarita, et al

Participation of Children and Adolescents in Live Crisis Drills and Exercises

The policy statement outlines some of the considerations regarding the prevalent practice of live active shooter drills in schools, including the
recommendations to eliminate children’s involvement in high-intensity drills and exercises, prohibit deception in drills and exercises, and ensure appropriate
accommodations during drills and exercises based on children’s unique vulnerabilities.

Guides o

U.S. Department of Justice (DOJ)
“2015 Language Map App.”
These online maps provide demographic language data that could be useful in considering how language assistance is provided in a particular setting.

National Association of School Psychologists

Mitigating Psychological Effects of Lockdowns

The file provides a guidance for school officials who engage in lockdown procedures, focusing on planning and preparedness, as well as recommendations
for actions to be implemented during and after a lockdown.

Pal, Judy, Khadijah Carter, Eric Kowalczyk, and Christine Townsend

Strategic Communications for Law Enforcement Executives

The guide outlines opportunities and pitfalls of different media and leads agency leadership and communications staff through crafting four kinds of
communication plan: strategic plans for a long-term image, tactical plans for communication during large events, crisis response plans, and interview plans
to stay on-message.
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https://publications.aap.org/pediatrics/article/146/3/e2020015503/36710/Participation-of-Children-and-Adolescents-in-Live?autologincheck=redirected

https://www.lep.gov/maps/lma2015/Final_508

https://www.nasponline.org/resources-and-publications/resources-and-podcasts/school-safety-and-crisis/systems-level-prevention/mitigating-psychological-effects-of-lockdowns?te=1&nl=debatable&emc=edit_db_2020

https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-r1127-pub.pdf
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Preparation and Planning in School to Mitigate the
Extent of Trauma

Reports o
Everytown for Gun Safety Support Fund

“The Impact of Active Shooter Drills in Schools.”

The document highlights the importance of proactive school safety planning to intervene before school violence occurs and outlines a set of concrete
recommendations to respond to active shooter incidents.

Baylor College of Medicine
Psychological Effects of Active Shooter Drills in Schools
The article features expert discussion on psychological effects of active shooter drills and metal detectors on schoolchildren.

National Public Radio (NPR)
Experts Worry Active Shooter Drills in Schools Could Be Traumatic for Students
The article explores a debate among experts and parents on the subject of active shooter drills in schools potentially doing more harm than good.

The MIT Press Reader
Should We or Shouldn’t We? Arguments for and Against Lockdown Drills
The article presents arguments and data for and against the polarizing practice of lockdown drills in schools.

National Threat Assessment Center, U.S. Secret Service

Averting Targeted School Violence: A U.S. Secret Service Analysis of Plots Against Schools

The Secret Service encourages its educational, medical and public safety partners to review the information within the study and use it to guide best
practices for maintaining a safe and healthy learning environment for all children.

Psychology Today

Profiling’ School Shooters: Can we tell who will be the next to kill?

The article focuses on a seven-factor model of those who commit, or attempt to commit, mass murder in schools. The model can directly lead to
prescriptive actionable interventions.
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https://everytownresearch.org/report/the-impact-of-active-shooter-drills-in-schools

https://www.bcm.edu/news/psychological-effect-of-active-shooter-drills

https://www.npr.org/2019/11/10/778015261/experts-worry-active-shooter-drills-in-schools-could-be-traumatic-for-students

https://thereader.mitpress.mit.edu/arguments-for-and-against-lockdown-drills

https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf

https://www.psychologytoday.com/us/blog/when-disaster-strikes-inside-disaster-psychology/201803/profiling-school-shooters
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Office of Community Oriented Policing Services (COPS Office)

Strategic Communications for Law Enforcement

The objective of the toolkit is to help law enforcement agency leaders and strategic communications advisors develop the necessary knowledge and skill to
create strategic communications plans.

Office of Community Oriented Policing Services (COPS Office)

“Law Enforcement Agency (LEA) Accreditation”

Law Enforcement Agency (LEA) accreditation is a self-initiated process of adopting and maintaining standardized policies and procedures. The webpage
provides accreditation resources.

Federal Emergency Management Agency (FEMA)

Local and Elected Appointed Officials Guide: Roles and Resources in Emergency Management

The guide provides an overview of how senior officials can prepare and respond to disasters to save lives, lead disaster recovery operations and build more
resilient communities.

Pennsylvania Emergency Management Agency (PEMA)

“Sample Municipal Resolution Adopting NIMS.” Commonwealth of Pennsylvania National Incident Management Implementation Strategy: 2022-2027
The document provides a sample resolution adopting the National Incident Management System, which provides a consistent nationwide approach for
Federal, State, Local and Tribal governments to work together more effectively and efficiently to prevent, prepare for, respond to, and recover from domestic
incidents, regardless of cause, size or complexity.

Federal Emergency Management Agency (FEMA)

“Homeland Security Exercise and Evaluation Program”

The webpage provides a set of guiding principles for exercise and evaluation programs, as well as a common approach to exercise program management,
design and development, conduct, evaluation, and improvement planning.




https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-r1127-pub.pdf

https://cops.usdoj.gov/LEA_accreditation

https://www.fema.gov/sites/default/files/documents/fema_local-elected-officials-guide_2022.pdf

https://www.pema.pa.gov/Preparedness/NIMS/Documents/Sample-Municipal-Resolution-Adopting-NIMS.pdf

https://www.fema.gov/emergency-managers/national-preparedness/exercises/hseep
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Federal Emergency Management Agency (FEMA)
“Community Recovery Management Toolkit”

&S

The resources in this toolkit are geared toward helping community leaders through the long-term disaster recovery process and are intended to be useful at
any phase of recovery.

Cybersecurity and Infrastructure Security Agency

National Emergency Communications Plan

The National Emergency Communications Plan provides recommendations regarding how the U.S. should support and promote the ability of emergency
response providers and relevant government officials to continue to communicate in the event of disasters and to ensure, accelerate, and attain
interoperable emergency communications nationwide.

| Ol

Training o

Federal Emergency Management Agency (FEMA)
“Emergency Management Institute | EMI Courses & Schedules”
The webpage is dedicated to FEMA’s EMI courses.

v @
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https://www.fema.gov/emergency-managers/practitioners/recovery-resources/community-toolkit

https://www.cisa.gov/sites/default/files/publications/19_0924_CISA_ECD-NECP-2019_1.pdf

https://training.fema.gov/emicourses/
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Guides o

Office of Community Oriented Policing Services (COPS Office)

Guiding Principles for School Resource Officer Programs

The principles in this document are offered as a guide to those jurisdictions that have opted to implement a school resource officer program to ensure that
the presence of law enforcement in schools is a beneficial as possible and to avoid harmful impacts on students and the learning environment.

Training o

Advanced Law Enforcement Rapid Response Training (ALERRT) Center
Active Shooter Response Level 1
The dynamic course of instruction designed to prepare the first responder to isolate, distract, and neutralize an active shooter.

Reports ®

Federal Bureau of Investigation (FBI)

Active Shooter Incidents in the United States in 2021

The report is intended to provide law enforcement officers, other first responders, corporations, educators, and the public with a baseline understanding of
active shooter incidents.

Columbine Review Commission

Report of Governor Bill Owens

The Report outlines the lessons learned during the Columbine High School tragedy to inform law enforcement and rescue responses to a future emergency
like Columbine. Report’s findings support recommendations for remedial and preventive measures at all levels of Colorado’s government.
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https://cops.usdoj.gov/pdf/2022ProgramDocs/chp/SRO_Guiding_Principles_Flyer.pdf

https://www.alerrt.org/course_types/LevelOne

https://www.fbi.gov/file-repository/active-shooter-incidents-in-the-us-2021-052422.pdf/view

https://schoolshooters.info/sites/default/files/Columbine%20-%20Governor's%20Commission%20Report.pdf
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International Association of Chiefs of Police (IACP)

Incident Command Model Policy

NIMS is a comprehensive national approach to incident management, applicable at all jurisdictional levels and across functional disciplines. It provides a
consistent nationwide Incident Command System approach to Federal, state, and local governments to work effectively and efficiently.

Training o
Federal Emergency Management Agency (FEMA)

National Incident Management System Training Program: Summer 2020

NIMS training is one piece of a comprehensive incident management program involving a continuous cycle of planning, organizing, equipping, exercising,
evaluating, and taking corrective actions. The document incorporates the revised NIMS content and clarifies recommended training for incident personnel.

“Emergency Management Institute | ICS Resource Center.”
The webpage contains useful ICS resources on training courses.

Reports ®

Braziel, Rick, Straub, Frank, Watson, George, and Hoops, Rod

Bringing Calm to Chaos: A Critical Incident Review of the San Bernardino Public Safety Response to the December 2, 2015, Terrorist Shooting
Incident at the Inland Regional Center

A document provides a critical incident review of the San Bernardino public safety response to the December 2, 2015, terrorist shooting incident at the
Inland Regional Center.

Bloom, Adam, Reddy, Lokesh and Kleinman, Eli

Trauma Debrief Prior to Release of Body-Worn Camera Footage

The article is focusing on the trauma debrief which is intended to allow the officer to process, defuse, and reflect on the traumatic event and regain personal
control in anticipation of the media release.




https://www.theiacp.org/sites/default/files/2018-08/IncidentCommandPolicy.pdf

https://www.fema.gov/sites/default/files/documents/fema_nims-training-program-2020.pdf

https://training.fema.gov/emiweb/is/icsresource/

https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0808-pub.pdf

https://leb.fbi.gov/articles/featured-articles/trauma-debrief-prior-to-release-of-body-worn-camera-footage
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